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upon inserting a software CD into your computer’s CD-ROM drive. In an effort to strike a balance between a 
smooth user experience and making computing secure, the Windows default settings allow programs to start 
automatically from a CD-ROM. When you insert removable USB storage, Windows requires your confirmation 
before the program can run. Based on these defaults, you would at least be warned if a program attempted to 
run automatically from a USB stick, but hackers have found a method to automatically run a program from a 
USB stick without any warning: if a USB stick looks to Windows like a CD-ROM drive, the Autorun feature works 
without the user notification and the result can be that malicious software gets launched on your computer 
without requiring your approval. 

Making a USB drive appear as a CD-ROM drive is not as difficult as it seems, as long as the device conforms to 
the relatively new U3 standard, which was developed by a consortium of leading flash drive manufacturers. 
According to this group, U3 drives “let you carry software programs on a USB flash drive with your personal 
preferences so you can launch software and access all of your own data on any Windows XP or Windows 2000 
PC.” U3 devices look like regular USB sticks, but when you 
insert it into a computer, Windows sees not only a USB storage 
device but also a CD-ROM drive. By design, only a 
manufacturer-supplied installation program can write to the 
partition that appears as a CD-ROM drive, and these programs 
are designed to only copy U3-certified applications. 
Unfortunately, hackers have found ways to circumvent this 
restriction. Anyone can find instructions on the Internet for how 
to copy other data to a U3 device, including malicious software 
and a corresponding autorun.inf. 

What’s the worst that can happen when you use such a 
modified U3 USB drive? After you inset it into your computer, 
and after Windows has recognized the hardware, the program 
specified in the aurorun.inf automatically runs without 
requiring any confirmation. This may be one of the programs 
that have been created by criminals specifically to steal data 
off computers. This is not a just theoretical threat. Programs 
such as Switchblade and Hacksaw are designed to copy confidential data, record keystrokes and find 
password hashes. Some versions of these tools store the results on the USB stick, but others send the data to 
attacker as an e-mail message. 

Combine this threat with another development in Internet security and the problem gets even worse: Over the 
last two years there has been a sharp increase in computer crime that’s profit-oriented and targeted at 
specific companies. A USB stick or CD containing malicious software most likely doesn’t originate from a 
teenage hacker but was planted by a hardened criminal who knows exactly which data he wants to steal from 
your company. Or, imagine that the malicious program on the USB stick encrypts important files on your 
workstation or a server, rendering the data inaccessible to you. This is then followed by a blackmail notice 
demanding money in return for the key needed for decrypting. 

The threats from attacks using mobile devices and removable media are real and you can’t afford to ignore 
them. As the examples above illustrate, even honest and well-meaning employees can jeopardize the security 
of your entire network simply by plugging a device or inserting a CD into a computer. 

WHAT ABOUT CDs? 
The same USB-based attack described in this 
whitepaper can also be performed by getting an 
unsuspecting user to insert a CD containing 
malicious software into a CD-ROM drive. 
Accomplishing this can be very simple. Using 
the concept of “social engineering”, or tricking 
someone into doing something, can be very 
effective. For example, a criminal may mail the 
victim a professional and legitimate looking 
CD that appears to come from a business 
partner or a trade association. In all likelihood 
the recipient will not hesitate to use this CD 
without first confirming whether it’s safe to do 
so. 
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possible if the device is lost or stolen. However, encrypting is only effective when it doesn’t make it more 
difficult for people to do their jobs. This means that encryption must be automatic and transparent to users. 
Finally, effective protection must be traceable. In case a flash drive or CD is lost, it is necessary to know what 
data was on the device and whether it was encrypted. 

DriveLock™ from CenterTools is an effective device control solution with a proven track record for controlling 
and securing devices. DriveLock™ can help you: 

• Take complete control of who is allowed to use any device on your organization’s computers.  
• Keep malicious software out of your network and stop the theft and accidental disclosure of data. 
• Automatically and transparently encrypt all data copied to mobile devices.  
• Implement comprehensive auditing so you know where your data is going. 

DriveLock™ provides effective protection from mobile device threats, while addressing the requirements of 
organizations of any size. DriveLock™ is a lightweight software solution that helps you secure your computers 
with dynamic, configurable access control for mobile drives (floppy disk drives, CD-ROM drives, USB memory 
sticks, etc.). DriveLock™ also lets you control the use of most other device types, such as Bluetooth, Palm, 
Windows Mobile, BlackBerry, virtual devices, Smartphones, media devices and many more. By configuring 

whitelist rules based on device 
type and hardware ID you can 
define exactly who can access 
which device and when. 
Removable drives can be 
controlled according to vendor, 
product ID and even according 
to serial number, allowing you to 
define and enforce very granular 
access control policies. 
Additional features let you 
unlock specific authorized 
media and to define time limits 
and computers for whitelist 
rules. You can even unlock 
DriveLock’s device control on a 
computer temporarily if 
required, and you can do this 
even when this computer is 
offline and not connected to a 
network. DriveLock’s support for 
different device types and 
granular control make it easy to 
enforce virtually any corporate 
policies on device usage. 

Ease of administration and implementation are important elements of DriveLock. Installation of the client 
software (the DriveLock™ Agent) and policy deployment are easily accomplished by using existing software 
deployment mechanisms or by using the Group Policy feature of Active Directory. Alternatively, you can 
distribute policies using configuration files for standalone computers or in environments without Active 
Directory (for example Novell). 



  New Threats from Mobile Devices 

 6  

Automatic and transparent encryption of mobile data makes it easy for users to take data with them without 
administrators and management having to worry about unauthorized disclosure. DriveLock™ can enforce the 
use of encryption when data is copied to removable drives to secure sensitive information. The Security 
Reporting Center is DriveLock’s central database and reporting console. The SRC consolidates all DriveLock™ 
events, information about whitelist rules, client configuration and Device Scanner results in a central SQL 
Server database. Administrators can then use this data to create dynamic reports for auditing and 
management reports. All of this adds up to a device control solution that is easy to implement, easy to 
administer and easy to use. 

DriveLock’s extensive auditing capabilities, coupled with its shadowing functionality give you the control and 
information you need to enforce policy compliance. By using the DriveLock™ Device Scanner you can detect any 
drive or device used in your network, even if it is not longer connected to the computer. The DriveLock™ Agent 
doesn’t need to be installed on the target computers to use the Device Scanner. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

To read more about DriveLock™ or to download a fully functional trial, visit www.drivelock .com. You can also 
contact CenterTools by calling (888) 627-7515 or by sending e-mail to dl@centertools.com. 

  


