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0O About This DriveLock

Documentation

0.1 Content

This manual contains information about the DriveLock Full Disk Encryption (FDE). The first part is intended
for administrators who need to configure encryption; the last chapter instructs users how to use full disk

encryption.

e Chapter 1 presents an overview on how DriveLock FDE works.

e Chapter 2 describes the system requirements.

e Chapter 3 explains how to prepare and deploy DriveLock FDE.

e Chapter 4 describes how to configure pre-boot authentication and hard disk encryption.
e Recovering encrypted disks and user logons is described in Chapter 5

e Chapter 6 explains how to uninstall DriveLock FDE.

e Chapter 7 instructs users how to log on to a computer protected by DriveLock FDE.

Information about container-based removable media encryption can be found in the document “DriveLock

Encryption Guide”.

Information about how to install DriveLock and how to deploy your configuration settings can be found in

the document “DriveLock Planning - Installation - Deployment”.

Information about drive and device locking, whitelist rules, network profiles, application blocking, auditing

and other features of DriveLock can be found in the document “DriveLock Administration Guide”.

For information about the Security Reporting Center, see the document “DriveLock Security Reporting

Center Manual’.

More information about DriveLock (such as video tutorials, white papers and other documentation) can be

found on the DriveLock Web site (www.drivelock.com).
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0.2 Document Conventions

Throughout this document the following conventions and symbols are used to emphasis important issues

that you should read carefully or menus, items or buttons you have to click on or select.

Caution: This symbol means that you should be careful to
avoid unwanted results, such as potential damage to

operating system functionality or loss of data

J
a’

Hint: Useful additional information that might help you save

time.

Information: Additional information about the current topic

italics

Italics represent fields, menu commands, and cross-

references.

C:\ >command

A fixed-width typeface represents messages or commands

typed at a command prompt.

Cancel

Bold type represents a button that you need to click.

ALT + R

A plus sigh between two keyboard keys means that you must
press those keys at the same time. For example, ALT+R
means that you must hold down the ALT key while you press
R.

ALT, R, U

A comma between two or more keys means that you must
press them consecutively. For example ‘ALT, R, U’ means that
you must first press the Alt key, then the R key, and finally the
U key.
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1 How DrivelLock Full Disk Encryption
Works

In today’s computing environment, hard disk drives have become mass repositories of proprietary
information. The widely used Windows operating system provides adequate data privacy for stand-alone
or networked computers in most operating environments. However, Windows does not sufficiently protect
the data on a computer’s hard disk against disclosure when the computer is lost or stolen. Unless
additional data protection measures are taken, anyone with access to the hard drive can read all data on

it.

To mitigate this data security risk, CenterTools has integrated a system security and data encryption

solution into DriveLock. DriveLock Full Disk Encryption (FDE) provides the following functionality:

o Hard Drive Encryption
Strong data encryption of all sectors on the hard drive ensures that no unauthorized access to any
data is possible.

e Pre-boot User Authentication
Used to authenticate users before the operating system starts. Upon successful authentication
the pre-boot process retrieves a computer-specific key that is used to decrypt the disk sectors
that store the operating system files and all other files on the encrypted drive as they are
accessed. Users can authenticate using their Windows logon credentials or smartcards and
tokens.

o Single Sign-on or manual Windows authentication
DriveLock FDE provides automatic Windows domain user authentication following successful
pre-boot authentication so users don’t need to authenticate twice. Manual Windows
authentication is available as an alternative.

o Emergency Pre-boot User and Token Logon Recovery
Recovery of logon data for pre-boot logon of users who don’'t have access to their pre-boot
credentials This includes users who forgot their passwords, don’t have their smartcard or token
with them, and the introduction of new uses who have never logged onto the computer before.

o Disaster Recovery Tools
DriveLock FDE provides disaster recovery tools to decrypt an encrypted disk in case of disk

failure.
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1.1 Hard Drive Encryption and Decryption

All data encryption is transparent to the end user, the operating system and applications. DriveLock FDE
can automatically encrypt and decrypt multiple hard disk partitions. When encrypted data is being read,
DriveLock FDE decrypts it “on the fly"— it immediately becomes available to the user or applications. All
data written to the disk is automatically encrypted. As a result, nhormal system operations remain

unaffected.

1.2 Pre-boot User Authentication

To start an encrypted operating system partition, DriveLock FDE must get access to the disk decryption
key before the operating system starts. This key is used to decrypt the disk sectors containing the

operating system files and the rest of an encrypted hard drive.

DriveLock FDE prevents unauthorized access to the decryption keys by using Pre-boot User Authentication.
The decryption key itself is encrypted using a unique key that is derived from the user credentials. After
successful pre-boot authentication, the disk key is decrypted and used to provide access to the disk so
that the operating system can be loaded. DriveLock FDE maintains its own Pre-boot User Database to

authenticate user.
The Pre-boot User Database has the following characteristics:

¢ Maximum number of users or certificates — 2,000
e User name length — 1 to 20 characters

e Password length — up to 20 case-sensitive characters (no minimum)

Although the maximum number of users is 2,000, three of these slots are reserved

for DriveLock FDE's own use. The remaining slots are available to store user

L ,'|. accounts and credentials. However, each user can potentially use multiple user
slots, one for a password, one for a shared key, and one for each certificate.
","-‘_ When using the single sign-on functionality, Windows passwords can be no longer
LY
i than 20 characters.

DriveLock FDE can authenticate users on stand-alone computers and computers belonging to a Windows

domain who use passwords. Smartcards and tokens with a PIN can also be used to authenticate.

8 Version 5.5



CenterTools
DriveLock Full Disk Encryption

1.2.1 Misplaced or forgotten user authentication credentials

DriveLock FDE provides a mechanism for helpdesk personnel to let users log on who can’t access their
authentication credentials. This may include instances of users who have misplaced their smartcard or

token or forgotten their Windows domain password.

DriveLock FDE provides automated procedures for handling these pre-boot authentication scenarios.

1.2.2 Unattended reboot followed by automatic pre-boot authentication

Various system administration functions not related to DriveLock FDE may at times require an unattended
computer restart, followed by automatic pre-boot authentication. DriveLock FDE enables this functionality
by using a special user account. A special command line utility is required to implement this functionality.

Please contact the DriveLock support team for detailed information.

1.3 Windows User Authentication

1.3.1 Single sign-on

You can configure DriveLock FDE to automatically log users on to Windows following successful pre-boot
authentication using their domain or local Windows accounts. This chaining of authentication processes is
called single sign-on. Single sign-on simplifies the user experience as users only need to authenticate

once.

1.3.2 Manual Windows authentication
As an alternative to the single sign-on mode, you can configure DriveLock FDE to present the standard

Windows authentication screen each time the operating system starts, allowing the user to manually

authenticate using a Windows account.

1.4 Recovery Files and Key Management

Prior to installing DriveLock FDE, you must create a recovery file set. These files are required to perform
key recovery in case of a disaster and to perform emergency logon procedures. The recovery file set

consists of the following files:
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o Master Security Certificate (MSC) — The PdMaster.cer file contains a certificate with a public key

that is used to encrypt a backup copy of the computer’s disk encryption key. The PdMaster.pfx file
contains the corresponding private key that is required to gain access to the disk decryption key
that is used to decrypt a damaged hard disk. The PdMaster.pfx file is intended to be private. It
should be securely stored and only accessible to individuals who are authorized to perform
disaster recovery. PdMaster.cer contains the public key component of the Master Security
Certificate (MSC). It does not contain confidential information and is used during each DriveLock
FDE installation.

o Recovery Support Certificate (RSC) — The PdRecovery.cer file contains a certificate with a public
key that is used to control access to the pre-boot authentication database. The PdRecovery.pfx
file contains the corresponding private key that is used to authenticate such access when
creating emergency logon credentials for users. The PdRecovery.pfx file is intended to be private.
It should be securely stored and only accessible to individuals who can perform password
recovery, such as helpdesk and support personnel). PdRecovery.cer contains the public key
component of the Recovery Support Certificate (RSC). It does not contain confidential information
and is used during each DriveLock FDE installation.

o Recovery Envelope — The RecoveryEnvelope.env file is created for on each client computer when
you install DriveLock FDE. It contains recovery data that is specific to the computer and is
required, in conjunction with the appropriate private key, for emergency logon procedures or disk
decryption. If you save the recovery envelop to a file share instead of a local drive, the client
computer name is included in the file name in the following format: <computer

name>.Recovery.env.

1.5 Disaster Recovery

For standalone installations, disaster recovery preparation begins with periodic system data backups.
DriveLock FDE creates recovery files that can be used to later decrypt a disk that is damaged or that
cannot be accessed normally for other reasons. The recovery files must be stored off the client system to
be available in case of system failure. This backup file set is used in conjunction with the Master Security

Certificate (MSC) to perform Disk Key Recovery.

DriveLock FDE includes a command line recovery tool to perform disaster recovery tasks such as data
decryption. This recovery tool is included in the DriveLock FDE installation and is generally used only by

system administrators only.
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2 System Requirements

2.1 Minimum Hardware Requirements

o  32-bit Intel-compatible CPU
o Sufficient memory to run the operating system, plus 30MB of available hard disk space
e CD ROM drive or access to an installation directory on a server

e Maximum hard disk size: 2TB

2.2 Supported Storage Hardware

DriveLock FDE can encrypt all fixed (non-removable) hard disk partitions that have been assighed a drive
letter, including all IDE/EIDE, SATA and SCSI drives. There is no support for hidden partitions or software
RAID arrays.

DriveLock FDE does not interfere with the normal operation of the storage subsystem, with the following

exceptions:

e It is not possible to format any partition on the system drive after DriveLock FDE has been
installed.

o DriveLock FDE does not support post-installation addition, removal or substitution of hard drives.

o During installation, DriveLock FDE examines all partitions present on the system. Repartitioning,
resizing, converting or activating partitions after DriveLock FDE has been installed is not

supported, including any manipulation of the Master Boot Record.

2.3 Supported Operating Systems

This version of DriveLock FDE is supported on the following operating systems:

e Microsoft Windows XP Professional, Service Pack 2 (64-bit version is not supported)
e Microsoft Windows Vista Business, Service Pack 1

e  Microsoft Windows Vista Enterprise, Service Pack 1

e Microsoft Windows Vista Ultimate, Service Pack 1

e  Microsoft Windows Server 2003 R2, Service Pack 2

11 Version 5.5



CenterTools
DriveLock Full Disk Encryption

e  Microsoft Windows Server 2003, Service Pack 2

DriveLock FDE supports the use of the FAT16, FAT32, and NTFS file systems.

MS-DOS can be used to start a computer to run DriveLock FDE disaster recovery
tools. Computers running DriveLock FDE with a hard disk that is inaccessible or
corrupt can be booted to MS-DOS from a floppy disk or a CD. Drives that require
\ special DOS drivers, such as SCSI drives or TSRs are only accessible to the
j‘d DriveLock FDE recovery tools if the required drivers are loaded. It is recommended
to use the DriveLock Recovery Image (ISO) and an USB stick containing the Disk
Recovery Keys. You can also start the computer using other bootable media, such

as a CD containing the Windows PE operating system.

DriveLock FDE requires the following additional software on any computer where you are running the

Management Console:

e NET Framework 3.0

2.4 Supported Networks

DriveLock FDE is Active Directory-aware and fully supports Windows domains. It does not interfere with
normal operation of any Windows network services, including Remote Desktop connections. Windows
domain users and local Windows users can authenticate to computers that are secured by DriveLock FDE.
All hard disk partitions encrypted with DriveLock FDE can be shared on a network at the discretion of the

system administrator.

2.5 Software Compatibility

DriveLock FDE has been tested and does not interfere with normal operation of most Windows-compliant
software, applications, services and utilities. Some care needs to be taken, however, when using the

following.

2.5.1 DOS drivers and TSRs

When booted from a DOS floppy disk or CD, DriveLock FDE sees hard disks that are accessible using DOS

drivers and TSRs only if the appropriate drivers are loaded.

12 Version 5.5



CenterTools
DriveLock Full Disk Encryption

2.5.2 Windows and third-party boot managers

At system startup, DriveLock FDE manipulates the Master Boot Record (MBR) and verifies its integrity. All
software that needs to manipulate the MBR for its own purposes is incompatible with DriveLock FDE. This

includes the standard Windows boot manager.

2.5.3 Windows Disk Management utility
No disk repartitioning, resizing, and mirroring configuration changes can be performed after DriveLock

FDE has been installed. If any of the above operations are required, decrypt all disks and uninstall

DriveLock FDE before proceeding.

2.5.4 Windows file compression

Windows file compression is fully supported, with one exception: The DriveLock FDE system files directory

(C:\Securdsk) must not be compressed.
Do not install DriveLock FDE to a compressed system drive. This will result in

‘ compression of the C:\Securdsk directory, which will interfere with normal

operations of DriveLock FDE.

J The directory C:\Securdsk is a hidden system directory.

2.5.5 Windows System Restore utility

Windows system restore points created prior to the DriveLock FDE installation can no longer be used. The

system can only be restored to any restore point created following the DriveLock FDE install.

2.5.6 Windows Fast User Switching

DriveLock FDE disables the standard Windows Welcome screen along with its fast user switching

functionality.
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3 Deploying DriveLock Full Disk

Encryption

3.1 Before You Begin - Best Practices

Review the sections below and ensure that you have performed the appropriate procedures prior to
installing DriveLock FDE.

Best practices for preparing to deploy DriveLock FDE include:

o Defragmenting the drives that will be encrypted by DriveLock FDE

e Repairing any existing disk errors

e Ensuring that the data storage on each computer is well organized and that no further
rearranging of any partitions will be required later. Use Windows Disk Management as needed to
configure all partitions and disk mirroring before installing DriveLock FDE.

e Running cukpsk /£ and the hard disk manufacturer’s diagnostic utility to ensure file system
health on all drives you intend to encrypt. Repair any bad sectors, as DriveLock FDE cannot
encrypt such sectors.

e Backing up all important data prior to disk encryption.

The utilities provided by the hard disk manufacturer are typically the most robust tools for repairing disk

errors.

It is recommended that you create a Recovery File Set, save it to removable media

and place it in a safe location such as a safe. You should also include the Recovery

Tools and Recovery Keys with the Recovery File Set. These files are required for the
q(’ following procedures:

o Disaster Recovery Procedures

e Pre-boot Emergency Logon Procedures
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3.2 Creating Encryption Keys

Before you can install DriveLock FDE, you must create encryption keys. These files are required to

perform disaster key recovery and emergency logon procedures. The encryption keys are described in

detail in the section “Recovery Procedures”.

Master Security Certificate (MSC) — The PdMaster.cer and PdMaster.pfx files make up a
public/private key pair. PdMaster.pfx is used to extract Disk Key Recovery information. The
PdMaster.pfx file is intended to be private, and as such, it must be securely stored and only
accessible to individuals who can perform disaster recovery. PdMaster.cer is the public key
component of the Master Security Certificate (MSC), and is intended to be used on each
installation.

Recovery Support Certificate (RSC) — The PdRecovery.cer and PdRecovery.pfx make up a
public/private key pair. PdRecovery.pfx is used for Emergency logon procedures. The
PdRecovery.pfx file is intended to be private, and as such, it must be securely stored and only
accessible to individuals who can perform password recovery (for example, Help Desk/Support
personnel). PdRecovery.cer is the public key component of the Recovery Support Certificate (RSC)

and is intended to be used on each installation.

A

. Without the encryption keys and the corresponding passwords you will not be able

to recover any data or help users reset their passwords.

When you start DriveLock FDE for the first time the encryption certificates and keys have not been created

yet.
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CenterTools Drivelock

ole RootiCenterTools Drivelock\ ocal policyAEncryption\Full Disk Encryption]

4 Ele  Action  View ‘Window Help

& 2|3

|~

(_ console Rook
=44 CenterTools DriveLock

A Device Scanner
=% Local policy
v_‘j’ Global configuration
' Drives
¥ Devices
% Network profiles
Applications
=l Encryption
Eg Removable media (container-based) enc
Frul an
@ Management console
E? Group Palicy
14 Configuration files
E!B Operating

|

e

E Classic MM view

Full Disk Encryption

Views the installation status and configure all settings for the DriveLock Full Disk Encryption module in this
section.

@ The Full Disk Encryption certificates have not been created yet, Please generate the
certificates,

Encryption certificates
Displays information abaut the Full Disk Encryption certificates and lets you create or import

these certificates. Certificates must be created once For each installation,

Deployment settings
Configures deployment of Full Disk Encryption ta client computers.

Zonfigures the settings For Pre-Book authentication, including the user interface, single sign-on,
and authentication methods,

Hard disk encryption settings
Configures the settings For Full Disk Encryption, including how emergency recavery information
From clients is stored in a central location,

#
! Pre-Boot authentication settings

Done

Click generate to create new encryption certificates and keys.

You can also start the wizard by clicking Encryption certificates and then, on the next screen, clicking

Create certificates.
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Properties

Full Digk Encryption requires a master cerificate and a recovery certificate
befaore it iz able to encrypt hard disks.

Generate certificates...

Palicy lazt changed Mewer

Certificates generated MHewver

Manage certificates w

[ ok || cence |

3.2.1 Using the Encryption Certificate Creation wizard

Mastern Certificate Creation f$_<|

/ Master certificates

Full Digk Encryption needs master
certificates in order to encrypt local hard
[ dizks on computers.

Thiz wizard will gererate the needed
certificate files and adds them to your
Drivelock palicy.

[ Mext> |[ Cancel

Click Next.
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Masten Certificate Creation

M aster certificate backup location
Select a folder where to backup generated certificate files.

/0, Master certificate files will be needed for emergency logon and
recovery. After inztallation they cannot be changed.

The fileg are stored az part of the Drivelock configuration but zhould
alzn be stored on a safe location in file spsten,

Certificate storage folder
C:ACenterT oolz Diivel ock\Certificates E

X]

o/

afy

’ < Back ]| Mext > |[ Cancel ]

Specify the location to save the certificate files to and then click Next.

Master, Certificate Creation

M aster certificate protection
Enter pazswords to pratect the master certificate private keps,

/0 Master certificate private keys are probected by password,
This paszword is not stored as part of the Drivelock configuration
bt will be needed for emergency logon and recowveny.

Flease save these pazswords at a secure location.

taster certificate passwaord
Mazter pazsword T YT I TTYY

Confirm password T YT I TTYY

Fecovery certificate pazzword

Recovery password | essssssssssssss

Confirm password T YT I TTYY

(P
i

[ < Back ]| Mext > |[ Cancel l

3

Store encryption certificate files in a safe location, as they are needed for user

password and data recovery together with the Recovery Files Set.

Type the passwords for both the master and recovery certificate and confirm each password by typing it

again. Click Next to continue.
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Iy Make sure to record these passwords and store them in a secure location, such as a

. safe.

Master Certificate Creation

l
=

[

Full Digk Enciyption certificates will be created
Flease wait while Drivelock creates the certificate files... \-:EF

Policy creation in progress. ..

Generating master certificates...

The wizard notifies you when it has finished creating the certificates. Please do not interfere with the

policy creation process.

Mastern Certificate Creation

o/

Full Disk Encryption certificate files were generated

@ Certificate fles are generated successfully

Full Disk Encryption certificate files are stored as part of the Drivelock
configuration. Al these files can be managed under Global
cotfiguration | Policy File Storage.

Pleaze enzure that a backup of this Drivelock configuration and the
certificate files is made az otherwize these files may be lost.

Firish

E

Click Finish.
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=} centerTools Drivelock - [Console Root\CenterTools DrivelockM ocal policyAEncryptioniFull Disk Encryption]

4 Fle  Action  wiew Window Help
& 2 (3

(Z1 console Root
= ¥4 CenterTools DriveLock
ﬂ Device Scanner
=@ Local policy
g_‘? Global configuration
o Drives
]9 Devices
& Network profiles
Applications
= lﬁ Encrypion
@ Removable media (container-based) eng

(# Managsment con:

i:i’ Group Palicy

%y Configuration files
@ Operating

=8|

Full Disk Encryption

Wiew the installation status and configure all settings For the DriveLock Full Disk Encryption module in this

section,

@ The Full Disk Encryption certificates were created and stored, (Created at 28,08,2008 19:04:37)

&

~

Encryption certificates
Displays information abaut the Full Disk Encryption certificates and lets you create or import
these certificates, Certificates must be created once For each installation,

Deployment settings
Configures deployment of Full Disk Encryption to client computers,

Pre-Boot authentication settings
Configures the settings For Pre-Boat authentication, incuding the user interface, single sign-on,
and authentication methods,

Hard disk encryption settings
Configures the settings For Full Disk Encryption, including how emergency recavery information
From clients is stored in a central location,

Daone

Once the encryption certificates have been created the DriveLock Management Console displays the

creation time and date.

The certificates are also stored in user’s private certificate area and the public keys are stored within the

DriveLock Policy file storage

:."'? Once the certificates have been created and DriveLock FDE has been installed on

client computers, do not create a new set of certificates.

If you cancelled the certificate creation wizard or if the certificate creation failed, DriveLock displays an

error message and you must start the certificate creation process again.
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=

% CenterTools Drivelock - [Console Root\CenterTools Drivel ockY ocal policyAEncryption\Full Disk Encryption]

%4 Fle  Action  View Window Help - EJ
& 2 |3

L] Consale Roat —

=4 CenterTools DriveLock i Full Disk Encryption
[ Device Scanner -
ER 3 ‘L;;cal policy \ Yiew the installation status and configure all settings For the DriveLock Full Disk Encryption module in this
£ Global configuration \ section,
=) Drives \
[ Devices \ ] -
< Network profiles ‘L &n error occurred whils creating the certificate files, Please generate the files again,

@ Applications

=W Encryption
1:3 Removable media {container-based) enc

=} Full Disk ion

(9 Management console

W Group Policy

& Configuration files

F!B Operating

[T Classic MMC wiev
Encryption certificates
Displays information about the Full Disk Encryption certificates and lets you create or import
these certificates. Certificates must be created once for each installation,

Deployment settings
Configures deplayment of Full Disk Encryption to client computers,

|E ’E
Pre-Boot authentication settings
" J Configures the settings for Pre-Boot authentication, including the user interface, single sign-on,
M and althentication methads.

Hard disk encryption settings
Configures the settings For Full Disk Encryption, including how emergency recovery information
From clignts is stored in a central location,

Creation of smartcard-based private keys is not supported in this version of

DriveLock.

3.2.2 Exporting and importing encryption certificates

After you have created the encryption certificates you can export the public keys from the DriveLock

Policy File storage.

In the DriveLock Management Console, click Master certificates.
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Properties E]@

General

Full Digk Encryption requires a master cedificate and a recovery certificate
befaore it iz able to encrypt hard dizks.

Palicy lazt changed Mewer
Certificates generated 20.08.2008 19.04:37

Manage certificates w

Export master certificates. ..
Import masker certificates, .,

[ Ok, l[ Cancel ]

To export the two certificate files, click Manage certificates and then on the drop-down menu click Export

master certificates. Select a directory to save the files to.

You can also import certificates (public keys) that have been previously created into the DriveLock Policy
File storage. To import the two certificate files, click Manage certificates and then on the drop-down menu

click Import master certificates. Select the directory containing the certificate files.

3.3 Installing the DriveLock Full Disk Encryption
Package

The DriveLock Full Disk Encryption module will be installed and managed by the DriveLock Agent. To
perform this task, the Agent needs to read the installation file “pdinstall.bin”. The Agent can access this

file from the following local or network locations:

e  Security Reporting Center server - The Agent retrieves the file from the Security Reporting
Center.

o  Web server URL - The Agent downloads the file from the specified server by using HTTP.

e  File server (UNC path) - The Agent downloads the file from the specified shared folder.

e Local installation on client -The file is located on the Agent’s local disk.
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On the computer where you will make the installation file available, run “DriveLock Full Disk

Encryption.msi” to install the DriveLock FDE installation file.

You can download the file “DriveLock Full Disk Encryption.msi” from the DriveLock

Web site. It is also included in the DriveLock ISO disk image that is available at this

site.

i DriveLock Full Disc Encryption - InstallShield Wizard

Driveleck

Welcome to the InstallShield Wizard for
DriveLock Full Disc Encryption

The Installshield(R) Wizard will copy the DriveLock Full Disc
Encryption installation Files to wour computer, Ta continue, click
Mext,

WARMING: This program is protected by copyright law and
international treaties.

[ Mext= | [ Cancel

Click Next.

i Drivel.ock Full Disc Encryption - InstallShield Wizard

License Agreement ul 'I'._-_
=4

Please read the Following license agreement carefully,

CenterTools DriveLock Full Disk Encryption
Software License Agreement

WARNING: LICENSOR IS WILLING TO LICENSE THE ENCLOSED
SOFTWARE TO ¥OU ONLY UPON THE CONDITION THAT YOU ACCEPT
ALL OF THE TERMS CONTAINED IN THIS LICENSE AGREEMENT.
PLEASE READ THE TERMS CAREFULLY BEFORE COMPLETING THE
INSTALLATION PROCESS AS INSTALLING THE SOFTWARE “WILL

TIPS 6T s Im G SR T T T A TF WA Fem b ST s e e T T e s

G);I accept the kerms in the license agreement:

()1 do ot accept the terms in the license agreement

»

[ < Back. ” Mext = ] [ Cancel

Accept the license agreement and click Next.
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i Drivelock Full Disc Encryption - InstallShield Wizard

Destination Folder u}j-ﬁ

Click Mext ko install to this Folder, or click Change toinstall ko a different Folder. e

G Install Drivelock Full Disc Encryption o
C:\Program FilesCenter ToolsiDrivelLock Security Reporting
Center|web!,

[ < Back. ][ Mext = ] [ Cancel

Select the folder to install the file to.

) If you install the file on the Security Reporting Center, the folder must be
. “C:\Program Files\CenterTools\DriveLock Security Reporting Center\web” (or the

corresponding location if you did not install the SRC in the default location).

i DriveLock Full Disc Encryption - InstallShield Wizard

Ready to Install the Program Dh:ﬂ

The wizard is ready to begin installation. GE

Click Install ko begin the installation.

IF wou wankt to review or change any of your installation settings, click Back. Click Cancel to
exit the wizard.

[ <gack || Instal [ Cancel

Click Install to start the installation.
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i Drivel.ock Full Disc Encryption - InstallShield Wizard

Installing DriveLock Full Disc Encryption

The program Features you selected are being installed.

Please wait while the InstallShield Wizard inskalls DriveLock Full Disc
Encryption. This may take several minutes.

Status;

& i i )

Cancel

i Drivi ull Disc Encryption - InstallShield Wizard

Driveleck

InstallShield Wizard Completed

The Installshield wizard has successfully installed DriveLock Full
Disc Encryption. Click Finish o exit the wizard,

Click Finish to complete the installation.

You can also use Windows Group Policy or other deployment tools to deploy the

DriveLock FDE installation package.
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3.4 Configuring Deployment Settings

After you created the Recovery Key Set you can configure DriveLock FDE deployment settings. To

configure these settings, in the right pane of the DriveLock Management Console, click Deployment

settings.

General | Lszer interface

Install Full Dizk Encryption on licensed / configured Agents

Fietrieve installation package fram

(%) Secuity Reporting Center server
Server connechions are configured under Global configuration |
Server connections

iwieh server [HTTP] URL
) File zerver [UNC path]

() Local installation on Agent computers

|Jzer name

Pagzword

Canfirm passward

| oK [ Cancel

To install DriveLock FDE on client computers, select the “Install Full Disk Encryption on licensed /

configured Agents” checkbox.

Once you have activated deployment by selecting “Install Full Disk Encryption on
,","\ licensed / configured Agents”, as soon as the DriveLock Agent detects that the
f;\) policy has changed, it retrieves the installation package and installs DriveLock FDE

on the client computer.

You can select to have the Agent retrieve the file “pdinstall.bin” from the following locations:

e  Security Reporting Center server - The Agent retrieves the file from the Security Reporting
Center.

o  Web server (HTTP) URL - The Agent downloads the file from the server location you specify by
using HTTP (for example, http://server/pdinstall.bin)
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e  File server (UNC path) - The Agent downloads the file from the shared folder you specify (for

example, \\server\networkshare).
e Local installation on Agent computers - The file is located on a local disk. You must specify the

location by editing the registry.

Ensure that you have installed the file pdinstall.bin in the selected location before
‘ you enable DriveLock FDE installation. For more information about the installation

process, refer to the section “Installing the DriveLock Full Disk Encryption Package”.

You must configure a SRC server connection and specify a user name (domain\user)

and password to enable the Agent to connect to the SRC server, as the Agent is

: usually configured to run as “Local System”. Otherwise the Agent will not be able to
‘ download the file “pdinstall.bin” and installation of DriveLock FDE will fail. Refer to
the document “DriveLock Administration Guide” on how to configure an SRC server

connection.

You must specify logon credentials that the Agent will use to access a Web server or a file share.

General | Lszer interface

Install Full Dizk Encryption on licensed / configured Agents

Fietrieve installation package fram

) Secuity Reporting Center server

Server connechions are configured under Global configuration |
Server connections

wieh server [HTTR] URL
(%) File zerver [UNC path]

() Local installation on Agent computers
Login to package source

|Jzer name DOMAIN Y uzer

Pagzword SUBUSEBEBEBENES

Confirm password |essssssssssssnns

[ )4 |[ Cancel H Lpply
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Type the user name in the format <domain>\<user> when using a domain account

P

to log on to the central location.

Select the tab User interface to configure additional settings.

Properties E|E|

General | Uaer interface
Dizplay uzer information / confirm computer restarts
Dizplay notification area icon while configuring the spstem

=
- | Minutes

Automatically confirm all message boxes after |6

| oK [ Cancel

To not display information messages on the client computer while DriveLock FDE is installed, deselect the
“Display notification area icon while configuring the system” checkbox. You can also select whether

information messages are confirmed automatically after being displayed for a specified number of
minutes.

When the Agent gets its new configuration settings and prepares for installing DriveLock FDE, the Agent

displays the following message to the currently logged on user:
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Drivelock Full Disk Encryption

Driveleck
\J% Full Digk. Encryption Installation

Flease cloze all open applications before clicking "Mest »", wour

Continuing in - 5:40

Drivelock Full Disk Enciyption will now be installed on this computer.

computer will be automatically restarted after the installation is finished.

)

Click OK or Apply to save the settings, or click Cancel to discard any changes you made.
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4 Configuring Pre-Boot
Authentication and Full Drive

Encryption

Once you have deployed DriveLock FDE to client computers you can configure settings for drive encryption

and pre-boot authentication parameters.

You can activate and configure pre-boot authentication before you begin to encrypt

iy

‘J) hard drives on client computers. This can help divide the deployment process in

larger environments or help users get familiar with the new logon procedure.

4.1 Configuring Pre-Boot Authentication

"% CenterTonls Drivelock - [Console Root\CenterTools Drivel.ock\ ocal policyAEncryptionFull Disk Encryption]
%4 Fille  Action  Wiew indow Help =] x|
& 2 |3

(Z] Consale Root
=% CenterTools DriveLack

Full Disk Encryption

731 Device Scanner —
=@ Local palicy Wigw the installation status and configure all settings For the DriveLock Full Disk Encryption madule in this
#-gf Global configuration 1Y section.
+-5 Drives \
+- J® Devices \ .
-2k, Network profiles =" @ The Full Disk Encryption certificates were created and stored, {Created at 25.08.2008 19:04:37)

+-[3] Applications
= l‘] Encryption

Displays information abaut the Full Disk Encryption certificates and lets you create or impart
these certificates, Certificates must be created once For each installation,

[ Classic MMC view
; Encryption certificates

% Group Palicy
By Configuration files

+-¥a Cperating =
= ==, Deployment settings
L‘ Configures deployment of Full Disk Encryption to client computers.

Pre-Boot authentication settings
Configures the settings For Pre-Boat authentication, including the user interface, single sign-on,

.'\'
uJ and authentication methods,

Configures the settings For Full Disk Encryption, including how emergency recovery information

% Hard disk encryption settings
L | From clignts is stored in a central location,

Daone
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Click Pre-boot authentication settings to open the configuration dialog box.

4.1.1 Configuring authentication methods and logon settings

General | Usgers | Emergency logon

Enable pre-boot authentication

Enable Single Sign-on for \Windows

Authentication methods
Windows Freboot

Local useraccess . ................ ¥ .....
Damain uzser access [with passward) 0 v ...
Domain user access [with token] ... .. . R Fl
S Al K e aE C s s R A A A 1
Options

M axirurn number of faled logons before lockout |3

LR

Lackout period in minutes 30
Days before show certificate expiny warming 30 —
| oK [ Cancel

To enable pre-boot authentication on client computers, select the “Enable pre-boot authentication”

checkbox.

As soon as the DriveLock Agent detects the new configuration settings, pre-boot
authentication is activated and takes effect the next time the computer is restarted.

Ensure that all other required parameters in this dialog box have been configured

- -"l;-

and that users are aware of the change. DriveLock displays the following message

to the user when pre-boot authentication is first activated:
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Drivelock Full Disk Encryption EJ

Drivelsck
\}% Full Dizk Encryption Installation

Fi | e e
From nove, when you restart pour computer

you first have to authenticate to the

DrriveLock Full Disk Encreption module in ProtectDrive
order to gain access to your hard disc. r

I
'ou can use your Windows account for .
this. After next reboot, type pour Windows bl
uzer name in the "User 10" field, type pour
password and be sure to enter the right
daomnait i the "Domain’ field

Doman

Continuing in - 3:33

To disable DriveLock FDE without uninstalling it, clear the “Enable pre-boot authentication” checkbox.
Without pre-boot authentication, all features of DriveLock FDE, including disk encryption, are disabled. If
you clear this checkbox iyou can make still changes to other settings in this dialog box, but changes do
not take effect until DriveLock FDE is re-enabled by selecting the “Enable pre-boot authentication”

checkbox again.

Deactivating pre-boot authentication removes all users from the client computer’s
pre-boot user database. Windows domain users will be added again automatically
at Windows logon once pre-boot authentication is reactivated, provided that you
L configured DriveLock to automatically add Windows users. Local Windows users,
however, will not be automatically added again and will not be able to perform pre-
boot authentication. To allow local Windows users to log on, you must add these

users manually after you reactivate pre-boot authentication.

To gain access to a computer protected by DriveLock FDE, authentication at both pre-boot and Windows

authentication are mandatory.

You can require users to use one or multiple authentication methods for pre-boot authentication and
Windows logon, based on the settings you configure. These authentication methods are described in

detail below.

To make an authentication method available to users, select the Windows checkbox, the Pre-boot
checkbox, or both, to match the security requirements of your organization. You must select at least one

check box each for Windows and pre-boot authentication.
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Do not configure DriveLock FDE to allow only tokens and smart cards for Windows

logon unless your network is configured for certificate-based logon. If users don’t

have tokens or if required drivers are not installed and the computer is locked, it

0

can’t be unlocked using a password. If DriveLock FDE is configured to only allow
token logon, ensure that valid tokens have been distributed to users and that they

can be used for pre-boot authentication, Windows logon and unlocking.

Local user access - Enabled by default. This method lets users authenticate by typing a

local Windows user name and password and selecting the computer name.

Domain user access (with password) - This method lets users authenticate by typing a

Windows domain user name, password and selecting the domain name.

Domain user access (with token) - This method lets Windows domain users

authenticate by using a smartcard or token with a PIN.

Shared Key access - This method lets users perform pre-boot authentication by using a
shared key token (non-PKI). If this option is selected, at least one Windows

authentication method must also be selected.

In single sign-on mode, a user only needs to log on once to authenticate both to the pre-boot
authentication and to Windows. This option is only available when at least one authentication method is

enabled for both pre-boot authentication and Windows .
Select the "Enable Single Sign-on for Windows*“ checkbox to enable single-sign on mode.

DriveLock FDE can lock out a user after a configurable number of failed logons for a number of minutes to
protect the authentication database against automated brute-force attacks. Adjust the values to match

your organization’s security policy.

If you use certificates for authentication you also can configure how many days before the expiration of a

certificate DriveLock FDE notifies the user of the upcoming expiration.

4.1.2 Configuring pre-boot authentication users

DriveLock FDE can hold up to 2000 users in its pre-boot authentication database. You can manually add
users to this database. A pre-boot authentication user does not need to correspond to a specific Windows
user account. If required, you can configure separate credentials that are used for pre-boot authentication

only.
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Properties

Generall Users |Emergenc:_l.J logon
Autornatically add "Windows uzers to pre-boat authentication on logaon
Pre-boot authentication uzers

ger Diomain

£ user DOMAIN

add. | Remove || Edt. |
| akK | [ Cancel ] [ Apply

By default DriveLock FDE adds any user who has successfully logged on to Windows to the pre-boot
authentication database. Deselect the “Automatically add Windows user to pre-boot authentication on

logon” checkbox if you don "t want Windows users to be automatically added.

Use the Add, Remove or Edit buttons to change or remove existing users or to add new users to the

database.

Pre-boot authentication user

Lzer name | |

Domain | |

FPazzword

Confirm pazzword

I 1] H Cancel ]

After you have entered the information and confirmed the password, click OK to save the user.

4.1.3 Configuring emergency logon parameters

Emergency logon parameters specify which logon procedures are available for users when they are not

able to log on by using normal procedures. For example, this includes users who forgot their password. For
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more information about how to perform these procedures, refer to the section “Emergency logon recovery

procedures”.

General | Users | Emergency lagan

Emergency access methods

Allow emergency logan with usermame
[ single Sign-on after emergency logon

Allow emergency logan without uzernanme

[ &sllow emergency logon for token users

[ DK, |l Cancel H Lpply

Emergency logon settings are available when authentication is enabled at the pre-boot level and the Local

user access or Domain user access check boxes are selected.

Allow emergency logon with user name - When enabled, this option lets a user initiate the emergency
logon with user name procedure. This procedure is used when a user has forgotten the pre-boot
authentication password. It also applies to local Windows or domain accounts that have been added to
DriveLock FDE but not been assigned an initial password. Emergency logon with user name enables one-

time-only pre-boot access to the system.

This feature requires that a user was authenticated by pre-boot authentication on
- the computer at least once or that the user was added to the pre-boot
Fa | authentication database by an administrator. A user who is not in the pre-boot
authentication database must initiate the emergency logon without username

procedure.
Single Sign-on after emergency logon - When enabled, this option allows the user to automatically

authenticate to Windows immediately after the successful completion of the emergency logon with

username procedure.
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Allow emergency logon without username - When enabled, local Windows or domain users may initiate
the emergency logon without username procedure. This allows for one-time-only pre-boot access to the
system for users who don’t have a pre-boot user account. This procedure also adds the user to the pre-
boot authentication database. Once the user log on to Windows, the Windows password is automatically
synchronized with the pre-boot authentication database to to enable authentication using this password in
the future.

Allow emergency logon for token users - This option is available only if at least one of the following pre-
boot authentication method options is selected: Domain user access (with token) or Shared Key access. If
this option is enabled, smartcard and token users who have misplaced a token or forgotten the PIN are
permitted to initiate the emergency logon for token users procedure. This procedure allows for a one-time-

only pre-boot access to the computer without having to use a token.

4.2 Configuring Hard Disk Encryption

This chapter contains information on how to configure DriveLock FDE, how it stores emergency recovery

information centrally and how Agents save this data.

=} centerTools Drivelock - [Console Root\CenterTools DrivelockM ocal policyAEncryptioniFull Disk Encryption]
%4 File  Action  View ‘Window Help - J
& 2 3

(Z1 console Root I
=% CenterTools DriveLack
ﬂ Device Scanner

Full Disk Encryption

= Local policy Wiew the installation status and configure all settings For the DriveLock Full Disk Encryption module in this
+ - Global configuration section,
#5 Drives
+ - Devices

r '_"l Metwork profiles @ The Full Disk Encryption certificates were created and stored, (Created at 28,08,2008 19:04:37)
+ Q Applications
= lﬂ Encrypion
+ J;;] Removable media {container-based) enc|
r SFFUl Disk Encryption
+ 19 Management console
?;i’ Group Palicy
%y Configuration files

Displays information abaut the Full Disk Encryption certificates and lets you create or import
these certificates, Certificates must be created once For each installation,

[ Slassic MMC view
; Encryption certificates

E H Operating g
- - Deployment settings
L Configures deployment of Full Disk Encryption to client computers,

Pre-Boot authentication settings
J Configures the settings For Pre-Boat authentication, incuding the user interface, single sign-on,
and authentication methods,

Hard disk encryption settings
Configures the settings For Full Disk Encryption, including how emergency recavery information
L | From clients is stored in a central location,

Daone

Click Hard disk encryption settings to open the Properties dialog box.
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Properties E]g|

General Recovery

Encrypt local hard dizsks on Agent computers

Encmyption algorithm | AES w

Advanced Encryption Standard [AES] is the
successor of TripleDES and was standardized in
2000. It iz also called the Rijndael algonthm for its
developers Joan Daemen and Yincent Rijmen.

[ Configure encryption settings per drive

[T]Enable FIPS compliant encroption library
[] Dizplay warning when disks are not fully encropted

System Protection
[JUpdate [protect] dizk intermupt vector address

[T Update [protect] kevboard intermpt vector address
[T Update [protect] clock tick, intermupt vector address

[ )4 |[ Cancel H Lpply ]

To globally enable hard disk encryption, select the “Encrypt local hard disks on Agent computers”

checkbox.
When you enable hard disk encryption, as soon as the DriveLock Agent receives the
,","x updated configuration settings, it starts to encrypt the local hard disk and applies
’,- n ,‘|. the settings you specified. Ensure that all settings are configured correctly before
you enable hard disk encryption.
Depending on the size of your hard disk, encrypting or decrypting may take several
. hours. You can continue to use the computer during this time, but performance will
LY
F, ! E be slightly degraded. You can shut down or re-boot the computer while encryption

takes place. The encryption process will resume once the computer is running

again.

You can select from several encryption algorithms. DriveLock can use the following algorithms:

e AES - The Advanced Encryption Standard (AES) is a symmetric encryption mechanism that was
chosen by the National Institute of Standards (NIST) in October 2000 as the successor to DES and
3DES. It is also called the Rijndael algorithm for its developers Joan Daemen and Vincent Rijmen.

o IDEA - The International Data Encryption Algorithm (IDEA) is a block cipher designed by Xuejia Lai

and James Massey of ETH Zurich and was first described in 1991. The algorithm was intended as
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a replacement for the Data Encryption Standard. IDEA is a minor revision of an earlier cipher, PES
(Proposed Encryption Standard); IDEA was originally called IPES (Improved PES). IDEA operates
on 64-bit blocks using a 128-bit key, and consists of a series of eight identical transformations (a
round) and an output transformation (the half-round). The processes for encryption and
decryption are similar.

DES - The Data Encryption Standard (DES) is a cipher selected as an official Federal Information
Processing Standard (FIPS) for the United States in 1976 and which has subsequently enjoyed
widespread use internationally. The algorithm was initially controversial with classified design
elements, a relatively short key length, and suspicions about a National Security Agency (NSA)
backdoor. DES consequently came under intense academic scrutiny which motivated the modern
understanding of block ciphers and their cryptanalysis. DES is now considered to be insecure for
many applications. This is chiefly due to the 56-bit key size being too small. This algorithm should
only be used in environments with low security requirements.

Triple DES - Triple DES (3DES) is a symmetric encryption method based on the older DES (Data
Encryption Standard) but works with twice the key length (112 bit) of its predecessor. Data is
encrypted using three successive DES operations. Because of the key length, 3DES is regarded as
a relatively safe method for encrypting most data, unlike DES, which is more susceptible to brute-

force attacks.

General Recovery

Encrypt local hard dizks on Agent computers

DES
IDEA
Triple DES

Encmyption algorithm | AES

[ Configure encryption settings per drive

[] Enable FIPS compliant encruption library
[] Display warning when disks are not fully encropted

Syztern Protection

[T Update [protect] dizk interupt vectar address
[] Update [protect] kevboard intermpt vector address
[T Update [protect] clock tick, intermupt vector address

[ OFK. l [ Cancel

J

Apply

Select an encryption algorithm by using the drop-down menu.
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By default DriveLock FDE encrypts all local hard disks. To configure encryption separately for each local

hard disk, select the “Configure encryption settings per drive” checkbox and then click Settings.

If your organization’s policy requires compliance with Federal Information Processing Standard (FIPS)
standard 140-2, select the “Enable FIPS compliant encryption library” checkbox. If this option is not
selected, DriveLock instead uses a secure, CC EAL-2 approved, non-FIPS library that provides better

performance for encryption and decryption operations.

To display a warning message to all users at Windows logon that informs them when disks are not

completely encrypted, select the “Display warning when disks are not fully encrypted” checkbox.

DriveLock FDE maintains a record of some BIOS interrupt vector addresses. This allows DriveLock FDE to
detect attacks that depend on changing the interrupt vector address. When DriveLock FDE detects a
discrepancy between the BIOS interrupt vector address and the copy it stored previously, it displays an
error message. Select the corresponding check boxes to automatically update the stored copy of the

interrupt vector addresses after the user has been notified.
When an interrupt vector address changes for legitimate reasons, for example after
updating the BIOS, the warning message is still displayed. The System Protection
J group provides a mechanism to accept a legitimate change by updating DriveLock

FDE'’s copy of the disk, keyboard, and clock tick interrupt vector addresses.

To configure where the client’s recovery disk keys will be stored, click the Recovery tab.
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Properties EJS|

General | Recoverny

Recovery Disk, Keys will be stored on

(%) Security Reporting Center server

Server connections are configured under Global configuration |
Server connections

() File server [UMC path]

() Local folder on sgent computers [hat recommended)

Uszer name

FPazsword

Canfirm pazzword

[ )4 |[ Cancel H Lpply

The recovery disk keys consist of two files:

e Recovery.env - This is the envelope file for emergency logon recovery

e DiskKeyBackup.zip - This ZIP files contains the recovery files for disk decryption procedures

The envelope file is created and sent to the location you configured immediately
} ' after the Agent has finished installing DriveLock FDE on a client computer. The ZIP
f» file containing the encryption recovery files is created and copied only after all

drives have been completely encrypted.

The recovery files should be stored in the Security Reporting Center or on a central file share. It is not

recommended to store these files on the local computer because of security and recovery considerations.

i If you store the files on a central file share, the following file names are used:
My

i "‘ e <computer>.envelope.env
o
e <computer>.backup.zip
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You must configure a SRC server connection and specify a user name

. (domain\user) and password to enable the Agent to connect to the SRC server, as
' the Agent is usually configured to run as “Local System”. Otherwise the Agent will
not be able to upload the files. Refer to the document “DriveLock Administration

Guide” on how to configure an SRC server connection.

If the file server requires credentials for logon, specify them on the Recovery tab.

General | Recovery

Recavery Disk Keys will be stored on

(") Security Reporting Center server

Server connections are configured under Global configuration |
Server connections

(%3 File server [UNC path]

3 Local folder on &gent computers [hot recommended]

Lagin to File server [UMC path]
Usger name DOMAIMY zer

FPazsword sesEssEsREERRRRRES

Eonﬁrm paSSWDrd LI L Ll ly ]l )]

| 0K | [ Cancel ] [ Apply
"
i ! You need to type domain user names in the format <domain>\<user>.
Verify that you have stored these recovery files for all your client computers, as they
= are required to perform any of the recovery procedures described later in this
manual. Use the Security Reporting Center to get a list of all events created after

the Agent has successfully transferred these files to the central location.
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5 Recovery Procedures

DriveLock FDE contains tools for two types of recovery scenarios:

e Emergency logon recovery procedures

e Recovering encrypted disks

The emergency logon recovery procedures are used when a user can’t log on to the pre-boot
authentication database, for example, because of a forgotten password or PIN. Disk recovery is used
when a local disk drive becomes inaccessible, for example, when data sectors of the drive have become

corrupt or you cannot logon to Windows anymore.

To start the recovery wizard, open the DriveLock Management Console, select Operating = Agent remote

control, right-click Agent remote control and then click Full Disk Encryption recovery.

¥} centerTools Drivelock - [Console RootiCenterTools DrivelockiOperatingidgent remote control] Q@E‘
B4 File  Action  View  Windew Help == x]
& B 2

(L] Consale Roct Remote computer Logged-on user Last contact DriveLock Yersion  Comment

=% CenterToals DriveLack
T Device Scarner
=)@ Local policy
-4 Global configuration
-, Drives
-9 Devices
-2, Network profiles
[ Applications
=W Encryption
& IC3) Removable media (container based) en
) Full Disk Encryption
#-{8 Management console
Wy Group Policy
Wy Configuration files
= £, Operating
a0 "
(3 Shadowed files Connect...
Unlock offline Agent. ..
Unlack multiple Agenl

All Tasks 3

View 3
News ‘Window From Here

Refresh
Export List...

Properties

Help

< >

Perform emergency logon or disk key recovery for agents utilizing DriveLock Full Disk Encryption,
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5.1 Emergency Logon Recovery Procedures

If you disabled pre-boot authentication in the System Policy settings, the

=
~

apply.

There are three emergency logon procedures:

o Emergency logon with username
o Emergency logon without username

o Emergency logon for token users

information in this section does not apply. In this case, the user sees the standard

Windows domain authentication dialog box and normal Windows logon procedures

You can configure which of these procedures are available to users during pre-boot authentication. Refer

to the section “Configuring emergency logon parameters” for details on how to configure these settings.

Full Disk Encryption Recovery @

Recovery type and souice
Select the type of recovery to perform and the zource of recovery
infarmation.

Select the type of recovery that should be performed:

on when a user does not know the password for the
Pre-Boot Authertication but wants to logon.

() Disk key recoverny

Uze this option if an encrypted computer does not boat and pou
want to recover data from the hard disk.

Recovery information is provided from:
() Recoven files [copied fram the agent computer)
() Security Feparting Center Server [SRC)

0

[ MNest >

l [ Cancel

Select Emergency logon for the recovery type.

If you configured DriveLock FDE to send the client’s recovery disk keys to the Security Reporting Center,

select Security Reporting Center Server (SRC). To specify a file as the location of the required recovery

disk keys, select Recovery files (copied from the agent computer).

Click Next to continue.
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Full Disk Encryption Recovery E|

Certificate private key file I_ )
Select the master certificate private key file and passward. = ’l

Maszter certificate private key files and passwords are needed for Full
Dizk Encryption recoveny. Pleaze specify thiz information.

Recovery certificate private key file [PE=]
C:A\DriveLock Certs\PDRecovery. pfx E]

Frivate key pazzword

l < Back ]| Mest > |[ Cancel ]

To perform emergency logon procedures you need to access the private key of the recovery certificate.
Specify the path where the file PDRecovery.pfx file is located and type the password that is used to

protect the private key.

e
# If you lost access to the private key, recovery is not longer possible.

Click Next to continue.

If you selected the option to retrieve recovery information from the Security Reporting Center, the

following dialog box appears.
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Full Disk Encryption Recovery &|

Select computer to recover I_‘
Lookup registered computers in SRC for recovery information. =

SRC zerver connection

3] (G

Full Disk Encrypted-Agents registered on the server

Search for agent

Select the SRC server from the drop-down menu. If the SRC Server requires logon credentials, click

Options and specify these credentials.

To search for Agents registered with the selected SRC server, type the computer name and then click the
Find button. If you enter only part of the name, DriveLock FDE displays all registered computers that
contain this text as part of their names. To view a list of all registered computers, click the Find button

without first typing a computer name.

Select the appropriate computer from the list and then click Next to continue.

If you selected to retrieve recovery information from a file, the following dialog box appears:
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Full Disk Encryption Recovery

Specify recovery information

wizh to recover.

Fecovery envelope fle [EMY)

Select the file containing the cormect recovery information.

In order to perform recovery, files generated during Full Disk,
Encryption installation # encryption are needed from the agent you

C:ADrivelock Certz\Recaven. EWNY

L

’ < Back ]|

Mest >

|[ Cancel ]

Type the path for the location of the recovery file or click the “...” button to open the file selection dialog

box.

Each client computer has its own envelope file, which must be used for emergency

recovery logon procedures. If you have configured DriveLock FDE to upload this file

automatically to a central file share, the file name is prefixed with the name of the

client computer (for example: DE2319WX.Envelope.env).

Click Next to continue.

Specify recovery code

logon without user name.

Recovery for specific user

Select user to recover and enter recovery code generated by PBA. =

I the Pre-B oot Authentication screen the uzer needs to enter the
uzername press Shift-F10 for pazsword recovery or pregz Shift-F3 for

|USEI'I"IEITIE

Recovery code as specified by

the uzer

|a9fs. | |pguwd | 234 |

< Back ]|

Mest >

{ [ Cancel
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If the user has logged on to pre-boot authentication before, at the pre-boot authentication screen, the user

must type the user name, select the domain, place the cursor in the password field, and then press

SHIFT-F10. This starts the emergency logon with username procedure:

If the user has never logged on to the pre-boot authentication at any time or PIN authentication is used, at
the pre-boot authentication screen, the user must place the cursor in the “User ID” or “PIN” field and then
press SHIFT-F9. This starts the emergency logon without username procedure or emergency logon for

token user procedure:

In the DriveLock Management Console, type the user name (if user has pressed SHIFT-F10) and the

recovery code provided by the user.

Click Next to generate a response code for the user.
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Creating recovery information... P

Full Disk Encryption Recovery

Diivelock Full Dizk Encryption is creating recovery infarmation. =

Performing recovery. .

OO )

If an error occurs during the generation of he response code, DriveLock displays the following message:

Full Disk Encryption Recovery E|

Recovery completed ]
Flease review the results of the recovery operation. =

F Performing the Full Dizk Encryption recovery did not succeed:

Invalid uzer name or recovery code.

Response code

Click Finish and then start the recovery procedure again.

If recovery was successful, DriveLock displays a response code.
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Full Disk Encryption Recovery

Recovery completed
Please review the resulls of the iecovery operation.

Autthentication "E nter reponse below:" field and then

Response code
FAIFAZDAIIPR-O7SIFIDASKITIZ4ZD)

The user has to enter the generated Resporse Code in the Pre-Boot

peess ENTER.

Fiish | | Cancel |

The user must type this response code at the pre-boot recovery screen:

Enter response below:

[ | [ |

| r

Once the user types the response code, pre-boot authentication continues and Windows starts normally.

Depending on how you configured DriveLock FDE, the user will be logged on to Windows automatically or

can log on manually.
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5.2 Recovering Encrypted Disks

Disk recovery becomes necessary when local disk drives can no longer be accessed. This can occur, for

example, when data sectors of the drive have become corrupt.
To recover (decrypt) an encrypted disk you must perform the following steps:

Create the recovery files

Copy all the files that are required for decryption to bootable media, such as a floppy disk,
removable USB drive or CD.

Start the computer using the bootable media.

Use the files on the recovery media to decrypt the inaccessible hard disk.

These steps are described in more detail below.

5.2.1 Creating the files required for decryption

Full Disk Encryption Recovery @

Recovery type and source I_)
Select the type of recovery to perform and the source of recowverny =
information, i I

Select the type of recovery that should be performed:

() Emergency logon
Uze this option when a user does not know the passward for the
Pre-Boot Authentication but wants to logan.

® D veni
Ulze thiz option if an encypted computer does not boot and you
want ta recaver data from the hard digk.

Recoverny information iz provided fromm:
() Recovem files [copied from the agent computer]

() Security Fieparting Center Server [SRC)

[ Mext > l[ Cancel

Select Disk key recovery as the recovery type.

If you configured DriveLock FDE to send the client’s recovery disk keys to the Security Reporting Center,
select Security Reporting Center Server (SRC). To specify a file as the location of the required recovery

disk keys, select Recovery files (copied from the agent computer).

Click Next to continue.

50 Version 5.5



CenterTools
DriveLock Full Disk Encryption

Full Disk Encryption Recovery E|

Certificate private key file I_ )
Select the master certificate private key file and passward. = ’l

Maszter certificate private key files and passwords are needed for Full
Dizk Encryption recoveny. Pleaze specify thiz information.

Maszter certificate private key file [PF=]

C:ADrivelock Certs\PDMaster pfx E]

Frivate key pazzword

l < Back ]| Mest > |[ Cancel ]

For disk recovery procedures you need to access the private key of the recovery certificate. Specify the
path where the file PDMaster.pfx file is located and type the password that is used to protect the private

key.

e
# If you lost access to the private key, recovery is not longer possible.

Click Next to continue.

If you selected the option to retrieve recovery information from the Security Reporting Center, the

following dialog box appears.
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Full Disk Encryption Recovery

Select computer to recover
Lookup registered computers in SRC for recoven information.

SRC zerver connechion
| v| [ Optiors... ]

Search for agent

| |

Full Digk Encrypted-Agents registered on the zerver

Fird.. |

Cancel

Select the SRC server from the drop-down menu. Click Options if the SRC Server requires logon

credentials.

To search for Agents registered with the selected SRC server, type the computer name and then click the

Find button. If you enter only part of the name, DriveLock FDE displays all registered computers that

contain this text as part of their names.

Select the computer from the list and then click Next to continue.

If you selected to retrieve recovery information from a file, the following dialog box appears:

Specify recovery information
Select the file containing the conect recovery information.

I arder bo perfarm recoveny, files generated during Full Dizk;
Encryption installation / encryption are needed from the agent you
wizh to recaver.

Full Digk Encryphion file backup [ZIP]
C:A\Drivelock Certs\DiskkepBackup.zip

L

< Back ]| Mext >

{ [ Cancel
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Type the path for the location of the recovery file or click the “...” button to open the file selection dialog

box.

Each client computer has its own disk recovery file, which must be used for

emergency recovery logon procedures. If you have configured DriveLock FDE to

T

upload this file automatically to a central file share, the file name is prefixed with

the name of the client computer (for example: DE2319WX.Backup.zip).

The EFS recovery files are automatically generated by the DriveLock Agent after all

L N

"

hard disks have been completely encrypted.

Click Next to continue.

Full Disk Encryption Recovery E|
Select Disk Key file target I_‘
Specify paszphraze and where the generated Digk ey File shouldbe ’l
stored. 3

Dizk K.ey Recovery produces a Disk Key File to be used by the
DECDISKE-Tool. Pleaze refer ta the manual on how ta recover cormupt
or non-booting hard digks.

Dizk Kev File path
C:ADrivelLock Certzs\RecovenDizkFeps. DKE [:]

Pazzphrase AR E LI R R R RS

Confirm passph. |sessssstssssssssstssssns

l < Back ]| [{ext > |[ Cancel ]

To allow for recovery, DriveLock FDE must generate a Disk Key File. To specify a file name and path, click

the “...” button, or type the path and file name, including the file extension (.dke).

Type a password or passphrase to secure access to this file and confirm this password by typing it again.

The password must at least contain 6 characters.

Click Next to generate the Disk Key File.
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Creating recovery information. _. P

Full Disk Encryption Recovery

Diivelock Full Dizk Encryption is creating recovery infarmation. =

Performing recowvery...

(RERRRARRRAR )

Cancel

If you have selected an incorrect recovery file, the following dialog box appears:

Full Disk Encryption Recovery [g|

Creating recovery information. .. [
Creating recowvery information. . =

ri The specified Full Dizk Encryption key backup file could not
be extracted.
The file mayw be corrupt or not a valid key backup file.

Click Finish and then restart the recovery procedure.

After the Disk Key File has been created, DriveLock displays the following message:
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Full Disk Encryption Recovery g]

Creating recovery information. _. I_)
Creating recovery information. . =

The disk key file was created successfully,
Pleaze refer to the documentation an how to uze this file and
the DECDISE. utiltiy to decrypt cormupted hard disks.

Click Finish to close the wizard.

Copy the Disk Key File you created and the command line utility decdisc.exe to a bootable floppy disk,

USB drive or CD to be used for recovering disks.

The decdisk.exe command line utility is located in the DriveLock program folder
¥, '\E (Default: C:\Program Files\CenterTools\DriveLock). You can also use the ISO-Image

provided to create a bootable CD containing all the tools required.

5.2.2 Recovering (decrypting) disks

Before you begin, verify that you have bootable media that contains DOS or an equivalent operating
system. Ensure that the media contains the decdisk.exe utility and the encrypted *.dke file and that you

know the passphrase you specified.

Start the computer by booting from the disk you created .
To decrypt the disk, from the command line, run the decdisk.exe program with the /dk option and
specify the Disk Key File, for example: decdisk /dk diskkey.dke.
When prompted, type the passphrase that protects the Disk Key File.
4. When prompted, select the area of the disk to be decrypted.
After decrypting the disk, type fdisk /mbr to remove the DriveLock pre-boot authentication and

restart the PC.
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","-‘_ Running fdisk /mbr may not be sufficient to restore the boot environment on a
E Ny
i computer running Windows Vista.

6. After the computer restarts, uninstall DriveLock FDE (see chapter “Uninstalling DriveLock FDE
Completely”).

7. Delete the Disk Key File and passphrase, as they are now obsolete.
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6 Uninstalling DriveLock Full Disk

Encryption

You can configure DriveLock FDE to decrypt previously encrypted hard disks on client computers, to

remove pre-boot authentication and to completely uninstall DriveLock Full Disk Encryption.

6.1 Uninstalling DriveLock FDE Completely

"% CenterTonls Drivelock - [Console Root\CenterTools Drivel.ock\ ocal policyAEncryptionFull Disk Encryption]

%4 Fille  Action  Wiew indow Help =] x|
& 22
(Z] Consale Root ‘=

Full Disk Encryption

=% CenterTools DriveLack
ﬂ Device Scanner

=8 Local policy Wiew the installation status and configure all settings For the DriveLock Full Disk Encryption module in this
+-3" Global canfiguration section,
+-'& Drives
+- J® Devices

-2k, Network profiles @ The Full Disk Encryption certificates were created and stored, {Created at 25.08.2008 19:04:37)
+-[3] Applications

= l‘] Encryption

dia {container-based) enc|

. [ lassic MMC view
‘& - - Encryption certificates
(B Management consale

Displays information abaut the Full Disk Encryption certificates and lets you create or impart
E:r Group Palicy these certificates, Certificates must be created once For each installation,
By Configuration files

= D) Cperating —
- ==, Deployment settings
L‘ Configures deployment of Full Disk Encryption to client computers.

Pre-Boot authentication settings
" Bl J Configures the settings For Pre-Boat authentication, including the user interface, single sign-on,
¥F and authentication methods,

4 Hard disk encryption settings
Configures the settings For Full Disk Encryption, including how emergency recovery information
L | From clignts is stored in a central location,

Daone

To completely remove DriveLock FDE from client computers click Deployment settings.
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Properties EJE|

General | Lsger interface

[TTinstall Full Dizk E ncryeption on licensed / confiqured dgents

Retrieve installation package fram

Server connections are configured under Global configuration |
Server connections

|Jzer name

Paszword

Confirm password

[ ak Il Cancel ]

Clear the “Install Full Disk Encryption on licensed / configured Agents” checkbox and then click OK to

close the dialog box.
When the Agent receives the new configuration settings, it performs the following steps:

1. Decrypting all encrypted hard disks
2. Removing pre-boot authentication from the system

3. Uninstalling DriveLock FDE

h If you installed the DriveLock FDE installation package pdinstall.bin locally on the

o

client and it is no longer required, you must delete it manually.

6.2 Disabling Pre-Boot Authentication

You can configure DriveLock FDE to disable pre-boot authentication.
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Disabling pre-boot authentication also initiates the decrypting of any encrypted hard
disks.

CenterTools DrivelLock - [Console RootiCenterTools DrivelockM ocal policyAEncryptioniFull Disk Encryption] Ll
-'-‘d Eile  Action Wew ‘window Help - J
& 2 |3

(L] Consale Roak
=4 CenterTools Drivelock

 \
]

A Device Scanner J— \
=% Local pelicy \ Wiews the installation status and configure all settings For the DriveLock Full Disk Encryption madule in this

& Global configuration section,

‘) Drives A

¥ Devices \ N

% Wetwork profiles h @ The Full Disk Encryption certificates were created and stored. (Created ak 28.08.2008 19:04:37)

Applications

=l Encryption
[3 Removable media (container-based) enc

Full Disk Encryption

(B Management console

ﬁv iaroup Policy
&y Configuration files

[ Operating =
@ ’E Deployment settings

Displays information about the Full Disk Encryption certificates and lets you create or impart
these certificates. Certificates must be created once for each installation.

[7] Classic MM view
§ Encryption certificates

Configures deployment of Full Disk Encryption to cient computers,

Pre-Boot authentication settings
Configures the settings For Pre-Boat authentication, including the user interface, single sign-on,
and authentication methods.

Hard disk encryption settings
Configures the settings For Full Disk Encryption, including how emergency recovery infarmation
From clients is stored in a central location,

|~
2

Cone

To disable pre-boot authentication on client computers, click Pre-boot authentication settings.
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Properties

General | Users | Emergency logon

[(JEnable pre-boat authenticatior:

[C] Enable Single Sigr-on for wWindows

Authentication methods
Windows

Options
Mawiriurn number of failed logans befare lackout |3

Lockout perod in minutes 30

Daps before show certificate exping warning 30

Local useraccess  ................. ¥ .....
Damain uzer access [with passward] ... v ... ..
Damain uzer access [with taken] ... .. .. P
S harE e e E B s R A A e

Preboot

LIRS

4

[ OFK. l l Cancel

J

Apply

Clear the “Enable pre-boot authentication” checkbox and then click OK to close the window.

When the Agent receives the new configuration settings, it performs the following steps:

1. Decrypting all encrypted hard disks

2. Removing pre-boot authentication from the computer

When you disable pre-boot authentication, DriveLock FDE is not uninstalled from the client computer and

you can re-enable pre-boot authentication later.

6.3 Decrypting Hard Disks

You can configure DriveLock FDE to decrypt encrypted disk drives.
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% CenterTools Drivelock - [Console Root\CenterTools DrivelockMocal policyAEncryptionyFull Disk Encryption]

4 Fle  Action  Wiew Window Help
& 2 |3

(L] Consale Roat
= %4 CenterTools Drivelock

Full Disk Encryption

 \
|
ﬁ Device Scanner —
=@ Local pelicy \ wigw the installation status and configure all ssttings for the DriveLock Full Disk Encryption maduls in this
& Global configuration section.
) Drives A
[ Devices b,
< Metwork profiles

@ The Full Disk Encryption certficates were created and stored, (Created at 28.08,2008 19:04:37)
@ Applications

=l Encryption
@ Removable media (container-based) eng

[T] Classic MM view
@ Encryption certificates
@ Management cansole

Displays information about the Full Disk Encryption certificates and lets you create or impart
t? Group Policy these certificates. Certificates must be created once For each installation.
By Configuration files

@ Operating

Deployment settings
Configures deployment of Full Disk Encryption to cient computers,

and authentication methods.

Hard disk encryption settings
Configures the settings For Full Disk Encryption, including how emergency recovery infarmation
From clients is stored in a central location,

[ﬂ
Pre-Boot authentication settings
Configures the settings For Pre-Boat authentication, including the user interface, single sign-on,

Diane

To disable encryption on client computers, click Hard disk encryption settings.

Properties

General | Recoveny

[JEncivpt local hard disks on Aoent computers

Encryption algorithm | AES w

Advanced Enciyphion Standard [AE5] is the
successor of TripleDES and was standardized in
2000. It iz algo called the Rijndael algorithm for its
dewvelopers Joan Daemen and Yincent Rijmen.

[ Configure encryption settings per drive

[CJEnable FIPS compliant enciyption library
[ Display warning when disks are not fully encropted

System Protection
] Update [protect] disk intermupt vectar address

[JUpdate [protect] keyboard interrupt vector address
[J Update [protect] clock tick, intermupt vector address

[ OF. l[ Cancel ]

Clear the “Encrypt local hard disk on Agent computers” checkbox and then click OK.
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When the Agent receives the new configuration settings, it starts decrypting all encrypted hard disks.

When you decrypt hard drives, DriveLock FDE is not uninstalled from the client computer and pre-boot

authentication remains active. You can re-encrypt drives later.
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7 User Logon and Appearance

If you disabled pre-boot authentication in the System Policy settings, this section
L A does not apply. Without pre-boot authentication users only see the standard

-

Windows authentication dialog box and normal Windows logon procedures apply.

7.1 Authenticating With Smartcard or Token and
PIN

7.1.1 Pre-boot authentication

If you selected the DriveLock FDE Domain user access (token) or Shared Key Access authentication check
boxes, the pre-boot authentication screen shown below is displayed when the computer starts. If the Local
user access or Domain user access (password) authentication options are also enabled, pressing [F2]
toggles between the Username/Password/Domain Name logon screen and the Token/PIN password

screen.

To authenticate from this screen a user must insert a smart card or token and type the corresponding PIN.
To prevent PIN guessing, you can define a lockout policy to lock the computer after a configurable number
of consecutive failed authentication attempts. To view details of failed logon attempts and other events

use the Windows Event Viewer.
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-

Full Disk Encryption

Pm]

If a user doesn’t remember the correct PIN and therefore cannot logon to the system, the user can press
SHIFT-F9 to start the emergency logon for token user procedure. For details about this procedure, refer

to the section “Emergency logon recovery procedures”.
7.1.2 Windows authentication

Every time a user successfully logs on to Windows or changes the password in

-' Windows, the user’s current Windows password is synchronized with the pre-boot
L

user database.

7.1.2.1 Automatic - Single sign-on mode is on
If DriveLock FDE Single sign-on mode is enabled, users are automatically authenticated by Windows.
7.1.2.2 Manual - Single sign-on mode is off

If you didn’t configure Single sign-on, the following standard Windows domain authentication dialog box

appeatrs.

Welcome to Windows
=y
.|

Copyright € 1985-2001
Microsoft Corporation

% @ Insert card or press Ctrl-Alt-Delete to begin,

Ckrl-Ale-Del helps keep your passward secure. Click Help Far maore infarmation,
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If you insert a smartcard or token into a reader, the following standard Windows certificate authentication

dialog box is displayed. At this point, the user must type the PIN to continue.

Log On to Windows

[ Log on using diak-up connection

[ Ok, ” Cancel I[ Shutdown. .. Il_thions << ]

If the Local user access or the Domain user access (password) checkboxes are selected, the user can

press CtriI-Alt-Del at this point to display the standard Windows logon dialog box.

7.2 Authenticating With User Name, Password, and

Domain Name

7.2.1 Pre-boot authentication

If the Local user access or the Domain user access (password) options are selected, the DriveLock FDE

pre-boot authentication screen displayed below appears after the computer is turned on.

Driveleack i)

Fl | for Help
Full Disk Encryption
User ID _
Password
Domain UM-XPENHORE

The domain field lists all available domains if Domain user access (password) is allowed, The Local

Computer Name is also be listed in the Domain field of the pre-boot authentication screen. Use the [Up-
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Arrow] and [Down-Arrow] keys to scroll through the list of available domains. To prevent password

guessing, you can define a lockout policy to lock the computer after a configurable number of consecutive
failed authentication attempts. To view details of failed logon attempts and other events use the Windows

Event Viewer.
7.2.2 Windows authentication

Every time a user successfully logs on to Windows or changes the password in
" Windows, the user’s current Windows password is synchronized with the pre-boot

user database.

7.2.2.1 Automatic - Single sign-on mode is on
If the DriveLock FDE Single sign-on mode is enabled, users are automatically authenticated by Windows.
7.2.2.2 Manual - Single sign-on mode is off

If you didn’t configure Single sign-on, the following standard Windows domain authentication dialog box

appeatrs.

Welcome to Windows

% Prass Ctrl-alt-Delete to begin,

Ctrl-Alt-Del helps keep your password secure. Click Help For more information.

el

After you press Ctril-Alt-Del the following logon dialog box appears. To log on to Windows, type your

Windows credentials.
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Log On to Windows

—
-

Microsoit Corporation

User nare: I Administrator

Password: I

legento:  [PDHOST |

™ Log on using dial-up connection

[ ok )| Cancel [ shutdown... | [ Options << |
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