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O About This DriveLock

Documentation

0.1 Content

This manual contains information about all DriveLock encryption functions, except for the full disk encryption,
which is covered in the document “DriveLock Full Disk Encryption”. The first part of this document is intended

for administrators who need to configure encryption; the other chapters instruct users how to use encryption.

e Chapter 1 presents an overview on how data encryption works.

e Chapter 2 explains the configuration parameters and is relevant to administrators only.

e Chapter 3 contains information on how to create, maintain and delete encrypted volumes.
e The Mobile Encryption Application is described in Chapter 4

e Chapter 5 describes how to create an encrypted CD or DVD

o Chapter 6 explains how to securely delete data.

Information about how to install DriveLock and how to deploy your configuration settings can be found in the

document “DriveLock Planning - Installation - Deployment”.

Configuring drive and device locking, whitelist rules, network profiles, application blocking, auditing and other

features of DriveLock is covered in the document “DriveLock Administration Guide”.

For information about the Security Reporting Center, see the document “DriveLock Security Reporting Center

Manual”.

More information about DriveLock (such as video tutorials, white papers and other documentation) can be

found on the DriveLock Web site (www.drivelock.com).
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0.2 Document Conventions

Throughout this document the following conventions and symbols are used to emphasis important issues that

you should read carefully or menus, items or buttons you have to click on or select.

Caution: This symbol means that you should be careful to avoid
i unwanted results, such as potential damage to operating system
functionality or loss of data
Hint: Useful additional information that might help you save time.
"l'-.‘ Information: Additional information about the current topic
; L
italics Italics represent fields, menu commands and cross-references.
A fixed-width typeface represents messages or commands typed
C: \>command at a command prompt.
Cancel Bold type represents a button that you need to click.
A plus signh between two keyboard keys means that you must
ALT+R press those keys at the same time. For example, ALT+R means
that you must hold down the ALT key while you press R.
A comma between two or more keys means that you must press
ALT,R, U them consecutively. For example ‘ALT, R, U’ means that you must
first press the Alt key, then the R key, and finally the U key.
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1 How DrivelLock Encryption Works

DriveLock has advanced encryption capabilities that allow you to encrypt sensitive information easily, quickly
and securely. You can create and manage encrypted drives that consist of container files (encrypted archives)
or encrypt an entire disk partition. Access to encrypted drives is secured by passwords. Each encrypted drive
has can be accessed by typing a use password that is unique to the drive. In addition, a centrally configured
administrative password enables data recovery, providing access to the data when a user’s password is not

available.

Encryption converts data to a format that makes it appear like random data to anyone who does not have the
password that’s required to decrypt the data. When you create an encrypted drive, all files and all empty
space on that drive is encrypted. The encryption algorithm you select when you create the drive determines

how data on it is encrypted.

1.1 DrivelLock Encryption Algorithms

DriveLock supports the following encryption algorithms:

e AES - The Advanced Encryption Standard (AES) is a symmetric encryption mechanism that was
chosen by the National Institute of Standards (NIST) as successor to DES and 3DES in October 2000.
It is also called the Rijndael algorithm for its developers Joan Daemen and Vincent Rijmen.

o Triple DES - Triple DES (3DES) is a symmetric encryption method based on the older DES (Data
Encryption Standard) but works with twice the key length (112 bit) of its predecessor. Data is
encrypted using three successive DES operations. Because of the key length, 3DES is regarded as a
relatively safe method for encrypting most data, unlike DES, which is more susceptible to brute- force
attacks.

o Blowfish - This is a fast algorithm offering exceptional performance, especially on 32-bit-systems. One
advantage of Blowfish is its variable key length (32 to 448 bits). Blowfish was first introduced in
1994 and is considered very secure.

e Twofish - Twofish is the entry in the AES competition by Counterpane Systems (the company of
renowned cryptography expert Bruce Schneier). This algorithm uses a block size of 128 bits and can
utilize key lengths from 128 to 256 bits. Twofish is extremely fast: on a Pentium-class CPU each byte
is encrypted using only 18 CPU cycles. Twofish has been tested extensively without finding any

weaknesses.
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CAST 5 - CAST is a symmetric block cipher with a block length of 64 bits and a key length from 40 to
128 bits. The CAST algorithm is named after its developers and a patent application for it was filed in
1996. Because of its higher speed compared to DES, CAST is well-suited for real time applications.
When used with key lengths from 80 to 128 bit, the algorithm is referred to as CAST 5.

Serpent - Serpent is a symmetric key block cipher that was a finalist in the Advanced Encryption
Standard (AES) contest, where it came in second to Rijndael. Serpent was desighed by Ross
Anderson, Eli Biham, and Lars Knudsen. Like other AES submissions, Serpent has a block size of 128
bits and supports a key size of 128, 192 or 256 bits. Serpent was widely viewed as taking a more
conservative approach to security than the other AES finalists, opting for a larger security margin. The
Serpent cipher has not been patented. It is completely in the public domain and can be freely used by

anyone without restrictions.

DriveLock doesn’t store passwords. Instead it calculates a unique value (hash) that allows it to determine

whether the password you type to access an encrypted drive is correct. DriveLock can use the following hash

algorithms to perform this calculation:

SHA-1 - This algorithm was developed by NIST (National Institute of Standards and Technology) in
cooperation with the NSA (National Security Agency) as the secure sighing hash function of the digital
signature algorithm (DSA) for the Digital Signature Standard (DSS). Published in 1994, Secure Hash
Standard (SHS) specifies a secure hash-algorithm (SHA) with a hash value of 160 bits for messages
with a size of up to 264 bits. SHA is similar to the MD4 algorithm developed by Ronald L. Rivest.
Initially, SHA existed in two versions, SHA-O and SHA-1, differing from each other in the number of
cycles used for generation of the hash value. Today only SHA-1 is used.

RIPEMD-160 - RIPEMD-160 was developed by Hans Dobbertin, Antoon Bosselaers and Bart Preneel
and published 1996. It is an improved version of RIPEMD (based on MD4) and comparable to SHA-1
in security and speed. This algorithm is less likely to contain security holes because is development
process was more open than that of SHA-1.

WHIRLPOOL - Whirlpool is a cryptographic hash function designed by Vincent Rijmen (co-creator of
the Advanced Encryption Standard) and Paulo S. L. M. Barreto. The hash has been recommended by
the NESSIE project. It has also been adopted by the International Organization for Standardization
(ISO) and the International Electrotechnical Commission (IEC) as part of the joint ISO/IEC 10118-3

international standard.

1.2 DrivelLock Encryption Modes

With DriveLock you can create two types of encrypted drives:

Drives that are physically represented as a container file.
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o Drives that map to an entire existing drive partition.

A DriveLock container file has a DLV extension. You can save a container file on all types of storage devices or
on a network share. To use a container, DriveLock mounts it and assigns it a pre-defined or user-selected

drive letter, so you can use it like any other drive in Windows.

A DriveLock partition is a normal drive partition that has been completely encrypted by DriveLock. You can
encrypt any partition, including floppy disks, ZIP drives, USB or Firewire-connected hard disks, USB flash drives

and other mass storage devices.

Certain storage media don’t allow the creation of an encrypted patrtition. If you

¥ ,'|. encounter such a drive, contact the manufacturer for more information.

Local drives cannot be encrypted using the methods described here. To encrypt a
L local drive, use DriveLock Full Disk Encryption instead.
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2 Configuring DriveLock Encryption

Before you can use DriveLock container-based encryption, an administrator must configure some general

encryption parameters.

Click Encryption and then Removable Media Encryption (Container Based) to display the encryption

configuration page.

=% CenterTools Drivelock - [CenterTools Drivel.lock¥ ocal policyAEncryption]

-'Qj File  Action Wew wWindow Help

& = 5 2

CBX
ETET

%4 CenterTools DriveLock
[ Device Scanner
=%~ Local policy
& Global configuration
=, Drives
[# Devices
<, Network profiles
El Applications
= Ia Encryption
= E:g Remavable media {container based) encryption
@ Settings
]i Password management
lﬁl Enforce encryption
g Full Disk Encryption
[ Management console
EP Group Policy
Wy Corfiguration files
@ Cperating

Encryption

Settings for the bwo DriveLock encryption add-ons are configured in this
configuration seckion,

Configures the settings for the removable media encryption,
which allows encrypting any bype of removable media as well
as containers stored on local hard drives.

4= Removable media {container based) encryption
A

Configures the settings For full disk encryption, which allows
encrypting all local hard drives including the Windows system

o "j Full Disk Encryption settings
drive and which also contains Pre-Boot authentication.

IDone
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2.1 Configuring Global Parameters

Click Settings to configure global parameters for encryption.

CenterTools DrivelLock - [CenterTools DriveLockM oocal policyAsEncryption\Removable media (container based) encryptioniSettings]

-'r‘d Fle Action  Wiew indow Help - J
* 2
%4 CenterTools DriveLock /. i -~
I3 Device Scanner Sethngs
=8 Local policy
& clobal configuration Configures global settings For Drivelock encryption, (These settings are only applied when the
= Drives DriveLock license includes the encryption option. )
p Devices
b y
Metwork profiles
3 a Iicatiopns iy Encryption strength settings
- App ﬁ}) These settings determine the encryption algarithms to be used,
= Iﬁ Encryption
= E}) Removable media {container based) encryption \'§ Encryption algorithm ko be used For encryvpted drives
2l Sethings . . ;
g Password management [ Slassic MMC view 4 Password hash algorithm ko be used For encrvpted drives
@ E“\I Enf:rce encryption 45 Method bo secursly delete files
Full Disk Encryption
[ Management console 45 Minimum required password complexity For encrypted drives
EP Group Policy ;
q . "
y L plescity policy
By Configuration filss 4 Password complexity polic
@ Cperating
Encryption user experience
@ These settings determine the program options that are avaiable to users,
4 Conkext menus available in Yindows Explorer
4 Start menu configuration
4 Available Start menu items
4 Menu items available from the taskbar icon
Encrypted drives settings
These settings determine how encrypted drives are created and made available to
users,
4 llow encrypted partitions
4 Encrypted drive File system
4 Encrypted drive cluster size
4 available drive letters for mounting encrypted drives v
Done
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2.1.1 Encryption strength settings

2.1.1.1 Encryption algorithms

Select the encryption algorithm to be used. The available algorithms are described at the beginning of this

document.

Properties

General |

Encivption algarithm to be used far encrypted drives

W

Advanced Encryption Standard [AES] iz the successor of
TripleDES and was standardized in 2000, It iz alzo called
the Rindael algarithm for it developers Joan Daemen
and Vincent Rijmen.

Help

Selects the encryeption algorithm which will be used far all encrypted drives
created by the users.

0k ] [ Cancel
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2.1.1.2 Hash algorithms

Select the hashing algorithm to be used. The available algorithms are described at the beginning of this

document.

Properties

General |

Pazzward hash algarithm to be used for encropted drives

Mot conl figured
(7 Set to fived value

RIFEMD [Race Integrity Primitives Evaluation Meszage
Digeszt) was developed in Eurape in 1996 1t iz
comparable to SHA-T but iz open-source. Mo effective
cryptanalyziz iz known to date.

Help

Selects the password hash algorithm to be used for all encrypted dives
created by the users.

K ] [ Cancel
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2.1.1.3 Method to secure-delete files

Select the algorithm to be used for securely deleting files. The available algorithms are described in the

chapter “Securely Deleting Data”.

Properties EJ§|

General

Method to secure-delete files

() Set to fived value

Thiz US Departrment of Defenze standard i uzed to
delete confidential and secret information. Al data iz
avenwrtten three times [a fized byte, itz complement and
random data).

Help

Selects the method to be used to secure-delete files.

[ (]4 ][ Cancel ]

2.1.1.4 Minimum required password complexity for encrypted drives

To ensure that users select secure passwords, you should define the minimum complexity that is required for
these passwords. This complexity requirement should match your organization’s guidelines for data security.
The password complexity is dynamically calculated based on the characters used in the password and the

password length.

If you want to configure your own password complexity policy, select “Use password policy” and then

configure a custom policy (see the section “Password complexity policy” for more information).

"1“-.' Password complexity policy can only be enforced by Agents Version 5.5 or higher !
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eneral

kimimum required pazsword complesity for encrypted drives

YWery strong passwords are equivalent bo a cryptographic
ke with mare than 257 bits in lenagth.

Help

Sets the minimum required pazsword complexity. Complexity iz calculated
bazed on chosen character et and password length,

I Ok H Cancel ]

2.1.1.5 Password complexity policy

A password complexity policy contains all requirements that a user password must meet when it is created.
This includes the minimum number of characters and the number of special characters or numbers it must
contain. DriveLock can also prevent users from creating a password that exists in a dictionary you specify

(password dictionary validation).
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Password complexity, policy, Properties E]E|
General
Minimum paszword length (12 % | characters

A valid password must contain at least...

1 lower caze letters
1
1

1

upper caze letters

numbers

AN AN R

gpecial characters

Check if pazsword [or any part of it] iz in a given dictionary
Dictionary file | ram FileshCenterT ools\DriveLock\DictE nglizh.diz

Dictionay type () DpenOffice dictionary File system...
(® Test file with word list Policy file storage. ..
(1] 8 ] [ Cancel ] [ Apply

A dictionary can be a dictionary file in the OpenOffice format or a text file that contains one single word on
each line. DriveLock includes OpenOffice dictionaries for English, German, Dutch and French. You can find
these .diz-files in the DriveLock installation folder on the administration computer where you installed the

DriveLock Management Console (for example “DictEnglish.diz”").

- If you specify a custom file, ensure that this file exists on all Agent computers in
Fa | exactly the same location, as the Agents looks for this file in the location you
-

specify.

You can also place dictionary files into the policy file storage and select “Policy file storage...” as the
dictionary location. Files located in the policy file storage are identified by an asterisk (“*”) in front of the file
name and are copied to the client automatically. For more information about the policy file storage, see the

corresponding chapter in the document “DriveLock Administration Guide”

When you use a dictionary to validate your passwords, keep in mind that passwords
' containing any part of a word contained in the dictionary are not allowed (for
{ example if the dictionary contains “it”, passwords such as “hit”, “with” or “glitter”

are not allowed).
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2.1.2 Encryption end-user appearance

2.1.2.1 Context menus available in Windows Explorer

These settings determine which commands are displayed to users in the context menus that appear when a
user right-clicks an encrypted drive or container file in Windows Explorer. When this option is set to “Not

configured”, all available commands are displayed.

Properties E| E|

General

Awaillable context menusz in wWindows Explorer

() Set o value

Context menu for DLV files ~
Moaount drive [default)
nmount drive [default)
Change password [default]

(= Cantext menu far encrypted drives

[vw] nmount drive [default]
< >

Help
Configurez which contest menus are available in Windows Esplorer.

(] ] [ Cancel
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2.1.2.2 Start menu configuration

You can configure whether DriveLock commands are available from the Start menu and how they are
arranged. When this option is set to “Not configured”, the commands can be accessed from the default

location “Start - Programs - CenterTools DriveLock”.

Properties

General |

Start menu configuration

{7 Mot configured

‘@ Start | Programs | CenterTools Drivelock hd

Shows selected menu entries in Start | Programs |
CenterTools Drivelock.

Help

Configures if and where start menu entries should appear on all clients.

Ok ] [ Cancel
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2.1.2.3 Available Start menu items

This option defines which commands are available from the Start menu. When this option is set to “Not

configured”, all commands appear in the Start menu.

Properties

General |

Available Start menu items

@ ot config
() Set to value

kM anage encrypted volumes [default] ~
Inmount encrypted drive [default]

Change encrypted wolume password [default]
Create encrypted volume [default] . -

Mount encrypted wolume [default]

[¥] Create Mobile Encruotion dizk (default] o
£ | ¥

Help

Canfiqures which Start menu itemz zhould be available on clients.

(] ] [ Cancel

19 Version 5.5



DriveLock Manual

2.1.2.4 Menu items available from the taskbar icon

This option defines which commands are available when right-clicking the DriveLock taskbar icon. When this

option is set to “Not configured”, all commands can be accessed from the taskbar icon.

Properties

General |

Awailable menu items for tazskbar icon

@1

Setto value

M anage encrypted volumes [default) ”~
Inmount encrypted drive [default)

Change encrypted volume pazsword [default)
Create encrypted valume [default] .
Mount encrypted volume [default)

[#] Create Mobile Encrootion digk [default] b’
£ | ¥

Help

Configures which entries should appear in the contest menu of the taskbar
notification area icon,

(] ] [ Cancel
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2.1.3 Encrypted drive settings

2.1.3.1 Allowing encrypted partitions

Configure whether users are allowed to encrypt entire partitions. This setting does not affect the creation of

encrypted container files.

Properties

General |

Allowe encrypted partitions
(") Enable [default]

Help

Enables or dizabled the user's ability to create encrypted partitionz on devices.
If the ophion iz dizabled, only container-file based encypted volumes are
allowed.

0k ] l Cancel

21 Version 5.5



DriveLock Manual

2.1.3.2 Encrypted drive file system

Configure this option to set the file system that is used for new encrypted drives to FAT or NTFS.

When you select FAT, DriveLock automatically uses FAT32 when the size of the drive is larger than 40 MB. For

smaller drives DriveLock uses FAT.

Properties

General |

Encrypted drive file spstem
() Mot configured
(®) Set to fiked value

FAT v

FaT
NTFS

Help

Sets the file system of new encrypted dives. Users cannat choose a file
aystern if thiz option is configured.

(] 8 ][ Cancel ][ Apply
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2.1.3.3 Encrypted drive cluster size

Configure this option to set the cluster size that is used for new encrypted drives.

Properties

General |

Enciypted dive cluster size

) Mot configured
(%) Set ta fived value

16 KB
32KB
64 KB

Help

Setz the cluster size of new enciypted drives. Users cannot choose a cluster
zize iIf thiz option iz configured.

(] ] [ Cancel
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2.1.3.4 Available drive letters for mounting encrypted drives

Configure this option to select the drive letters that can be assigned to encrypted volumes when they are
mounted on a computer. If you don’t configure this option, a user can assign any available drive letter to an

encrypted volume and DriveLock offers the next available drive letter as the default choice.

Properties

General |

Awailable drive letters for mounting encrepted drives

() Set to value

C: [default) "
D [default] i
E: [default]
F: [default)
G: [default)

[v] H: idefaultl b’
4 | | *

Help

It configured, only the selected drive letters are available far mounting
encrypted drives.

0k ] [ Cancel
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2.1.3.5 Enforce drive letter when mounting encrypted drives

Configure this option to always assign a single drive letter to encrypted volumes when they are mounted on a
computer. When you configure this option, only one encrypted drive can be connected at a time and the drive

letter you selected is assigned.

Properties

General |

Enfarce drive letter when mounting encrvpted dives

{7 Mot configured
@%

Help

It configured, only one encrypted drive can be mounted. This drive iz mounted
to the selected drive letter.

0k ][ Cancel ][ Apply
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2.1.4 End-user restrictions

2.1.4.1 No history for mounted volumes

Configure this option to prevent client computers from storing information about which encrypted volumes

users mount.

Properties

General |

Ma higtary for mounted vaolumes
(") Enable

() Mot configured

Help

If active, agents maintain no history of mounted wolumes.

k. H Cancel H Apply
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2.1.4.2 Do not allow creation of Mobile Encryption disks

The Mobile Encryption Application (MEA) is a standalone program that lets you access encrypted drives on a
computer without the DriveLock Agent. When a user creates a Mobile Encryption disk by selecting the
corresponding option on the DriveLock menu, DriveLock copies the MEA and an auto-start file (Autorun.inf) to

the drive. Enable this option to prevent the copying of the MEA and Autorun.inf to drives.

General

Do not allowe creation of Mobile Encryption digks

(") Enable

Help

|f enabled, no mobile encruption disk can be created. [Mobile encrsption
inzludes an application ta mount valumes without Divelock Agent)

0k ][ Cancel ][ Apply

If you disable the Mobile Encryption disk DriveLock will prevent execution of the

",
>

Mobile Encryption Application on removable drives also.

2.2 Configuring an Administrative Password

In addition to the user password that is unique to each encrypted volume, you can configure a central
administrative password. Use the administrative password to access an encrypted drive if a user cannot
remember his or her password or if the password is not available for any other reason. You can use the
administrative password to access the encrypted drive or reset the existing user password. CenterTools

recommends that you use a very strong password or passphrase as the administrative password.
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If you don’t create an administrative password (the option is set to “Not

configured”), you must know the user password to access and encrypted drive or to

R

reset its password. This may be a desired configuration in certain high-security

environments, but using encryption without enabling the password recovery

mechanism provided by the administrative password significantly increases the risk

of losing access to the data due to a forgotten password.

=% CenterTools Drivelock - [CenterTools DrivelockMocal policyAEncryptioniRemovable media {container, based) encryption... E'E'E'

24 Ele  Action  Miew Window  Help
&

=Nl

=1=1]

4 CenterTools Drivelock
M Device Scanner
=& Local palicy
" Global configuration
= Drives
]# Devices
= Metwork profiles
[@] Applications
= Iﬁ Encryption
-0 Removable media (container based) encryption
3 Settings
li Password management
lﬁl Enforce encryption
@) Full Disk Encryphion
B Management console
% Group Policy
Wy Corfiguration files
E!B Operating

Camment Skakus

n?ndministrative password Mot configured

For maximum security it is strongly recommended that you use a very strong

'\._' password or passphrase as the administrative password. Use the strength indicator

L in the password dialog box to determine whether the password is strong enough to

meet your requirements.
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Administrative password Properties

General

PaSSWD[d (21312 R i1l iR iR IRl i i Il ]l ]}
I:Clr'lﬁrmatiun '.'.'.'.'."".'.'.'.'.'."'F.'.'.'.'.
Strength I | Stong

An adminiztrative pazzword can be configured in addition to the user's
pazsword and can be uzed to rezet a volume's pazsword if the user password
iz ho longer available. & wery strong password iz recommended for
adminiztrative nazswnrds

[ k. H Cancel H Apply

Consider using the following guidelines when choosing an administrative password:

Use a combination of characters from the at least three of the following categories: Numbers (O to
9).,, uppercase letters (A to Z), lowercase letters (a to z) and special characters
(+"*¢%&/()=2eléaL;._,.-6a$ii""# etc.)

e The password cannot be guessed by anyone.

e The password or parts of it don’t appear in any dictionary

e The password should be as long as feasible. Passwords that are shorter than 15 characters generally
don’t provide sufficient long-term protection for stored data. If you find it too difficult to remember a
long, complex password, consider using a phrase instead.

e  Consider storing a copy of the administrative password in a secure location, such as a safe.

Do not write down a password unless you can store it in a secure location, such as a safe.
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2.3 Configuring Encryption Enforcement

To enable automatic encryption of removable drives you must configure the settings that are used to

automatically encrypt removable drives that you connect to the computer.

=% CenterTools Drivelock - [CenterTools DrivelockM.ocal policyAEncryptioniRemovable media (container based) encryption] E'E'E'
24 Fle  Action  Wiew window  Help .- J
& EX

H4 CenterTools Drivelock
T Device Scanner r

Removable media (container based)

encryption
=% Local policy — VP
" Global configuration A The user experience of the DriveLock removable media {container
= Drives \ based) encryption add-on, administrative passwords and the
p Devices "\ enfarced encryption palicy are configured in this configuration
1, ¥ section,
[#-=k, Metwork profil
&, hietwork profiles \ To enable enforced encryption vou also must configure appropriate

Applications
= Iﬁ Encrypkion

whitelist rules in the "Drives" section.

SR IR en n .
@ Settings = Settings
I Password management \ S Configures global settings of the Drivelock encryption
1 add-on, such as the user experience on client

l:?l Enforce encryption
[ Full Disk Encryption
B Management consale
ﬁ:i’ Group Policy — Password management

e_] Configuration Filles J_ Rl Configures the administrative password, which is an
- " e additional password for each encrypted container and
@ Cperating can be used if the user passward is not available,

computers and various encryption-specific options.

Configures the settings for enforced encryption, which
allows For a policy that ensures that all remowvable

o — Enforce encryption
\ 1 e
drives used throughout the network are encrypted.

IDone

Double-click Enforce encryption.

Configure the encryption settings that DriveLock will use when automatically encrypting a removable drive.
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Enforce encryption settings Properties

General | Waolume creation
Pazzword zettings
bount or create encrypted diives using thesze zettings

() ze administrative pazsword, don't prompt uger

{(*)Prompt user for personal password

Attermnpt to mount using adminiztrative password first

The administrative pazaword iz 2et using Encryption | Passward
management | Adminiztrative pazswaord

[ Ok l [ Cancel

The following general settings are available:

e Use administrative password, do not ask user
Select this option if you want DriveLock to mount and create encrypted drives without prompting
users for a password. To use this setting, you must first configure an administrative password, as
described in the section “Configuring an Administrative Password”. Users do not have the option to
specify their own password. If you select this option, you can use encrypted drives on all computers
that are configured with the same administrative password, but you are not able to access any
encrypted drive using the Mobile Encryption Application.

e  Ask user for personal password
Select this option if you want DriveLock to prompt for the password of the encrypted drive when the
computer detects an encrypted drive or when initially encrypting a drive. If you select this option, you
can use encrypted drives using the Mobile Encryption Application. If you have configured an
administrative password, you can also select the option to try mounting drives using the
administrative password first. If you select this option, users are not prompted for a password when
using an encrypted drive on any computer that is configured with the same administrative password.
Users are still prompted for the password when accessing an encrypted drive by using the Mobile

Encryption Application.
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Enforce encryption settings Properties

General | Yolume creation

Encryption settings

Encryption algorithm BES w
Hazh algorithim SHA-1

File zystem FaT

Cluster zize Drefault hd

Yolume settings

YWolume label Encrypted Yaolume
Freserve existing data [copy exizting data into encrypted container]

Copy Mobile Encrpption Application to unencrypted portion
Create auto-run infarmation [AUTORIM [MF]

[[]Use customized auto-run information

[ 2k, H Cancel ][ Apply

The following settings for volume creation are available:

e Encryption algorithm
Select the encryption algorithm that is used to encrypt drives when your policy enforces media
encryption.

e  Hash algorithm
Select the password hash algorithm that is used to encrypt drives when your policy enforces media
encryption.

e File system
Select NTFS or FAT as the file system that is used on encrypted drives when your policy enforces
media encryption.

e  Cluster size
Select the cluster size that is used for the file system on encrypted drives when your policy enforces
media encryption.

e Volume label
Type a volume label that is assigned to encrypted drives when your policy enforces media encryption.

e  Preserve existing data
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Select this checkbox to create an encrypted removable drive without deleting the data that’s currently
stored on it. Instead, DriveLock creates a temporary container on the computer’s hard drive, copies

all files from the drive to this container and then moves this container to the removable drive.

When a drive contains data, DriveLock needs to estimate how much space will be
available for the encrypted container when it will be copied to the removable drive.
To ensure that the container size doesn’t exceed the available space, some

unencrypted space will remain available on the drive after the process complete. To

4[.[_&_

ensure that the container uses all the available disk space, disable the option to
preserve existing data, allowing DriveLock to delete any existing files before

creating the encrypted container.

o Copy Mobile Encryption Application
You can select to have DriveLock copy the Mobile Encryption Application to removable drives when a
drive is encrypted and your policy enforces media encryption. You use the Mobile Encryption
Application to access encrypted removable media on computers where DriveLock is not installed,
such as an employee’s home computer. You can find additional information about the Mobile
Encryption Application in the section “The Mobile Encryption Application”.

e Create auto-run information
Check this to automatically copy the default autorun.inf to the removable drive.

e Create custom auto-run information
You can also define the content of the autorun.inf file by entering the lines of code in the text box and

activate “Create custom auto-run information”.
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3 Managing Encrypted Drives

DriveLock includes an application that you can use to manage encrypted drives. The Manage mounted

volumes program lists all mounted encrypted drives and the drive letters assigned to them.

& Manage mounted volumes

) T Create volume... ¥ Close [

Size Free space Encryption al. .

=
e Mount..

=
.

Drrive Yalume

Access the Manage mounted volumes program from the Start menu (“Start 2 Programs > CenterTools

DriveLock - Manage mounted volumes”) or right-click the DriveLock icon in the taskbar notification area.

",

-

The Start menu shortcut and taskbar icon command may not be available because
they were disabled using a central policy. Contact your system administrator if you

need to manage encrypted volumes and cannot access the program.

You can use all DriveLock encryption functions and manage encrypted drives by using the buttons and menu

items in the program. Clicking the buttons starts wizards that guide you through the encryption tasks.

é

Partitions on storage devices that have been encrypted by DriveLock appear as “Not
formatted” when connected to the computer. To mount such an encrypted patrtition,
connect the device as described in the section “Connecting an encrypted drive that
is based on a partition”. If you format the storage device (as suggested by

Windows), you will permanently lose access to all data on the drive.
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3.1 Encrypted Drives History

The encrypted drive history consists of a list of all currently and previously connected drives. Drives that are
currently connected to the computer are displayed with a dark gray icon. Drives that are not currently
connected are displayed with a light gray icon.

& Manage mounted volumes |'._ E| rz|

B Mourt. [ B 4 Create volume.. % Close B Hs
Drrive Yolurme Size Free zpace Encryption al..

i b C:vmanual. dbs 512 MB

=P C:\FileghProject.DLY 0GB 30GE AES

[=HE: C:ADocuments and SettingshaAll Dzers\Docume... 33 MB 93 B AES

To mount a previously attached drive, double-click it. The mounting wizard starts, as described in the section

“Connecting Encrypted Drives”.

To remove a drive from the list, right-click the drive and then click Remove entry.

£ Manage mounted volumes |'._ E| E'

B Mourt. [ B 4 Create volume.. % Close B Hs
Drrive Yolurme Size Free zpace Encryption al..

g R ' o 512 ME

=R C:\File  Mount... 30GE 30GE AES

=IE: C:AD o LRI | Users\Docume... 99 MB 99 MB AES
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Depending on your company-wide DriveLock configuration, the history function may

SN not be available. If you need to use the history and it is not available, contact your

system administrator.

3.2 Creating an Encrypted Drive

DriveLock includes an integrated wizard for creating an encrypted drive. To start the wizard, click “Start >
Programs > CenterTools DriveLock - Create encrypted drive”, or use the “Manage encrypted drives”-menu. If

the DriveLock task bar icon is available, you can also right-click it and then click “Create encrypted drive”.

3.2.1 Using the Create encrypted drive wizard

Use the wizard to create encrypted drives that are stored as a container file or that occupy an entire existing

disk partition.

3.2.1.1 Create an encrypted drive based on a container file

& Create encrypted drive @

Create encrypted drive

Thiz wizard will quide you thraugh the
process of creating a new encrypted
drive.

Encrypted drives are either bazed on a
container file or on a real existing drive.

[J Do nat show this page again

| MNewt > |[ Cancel ] [ Help

Click Next.
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& Create encrypted drive

Drive container
Flease chooze where the enciypted dive should be stored.

& Ed

H‘ (%) Drive is bazed on a file [container file)

Container file
|ument$ and Settingz'all UsershDocumentshpublic, DLW | E

; ,fj' () Drive is bazed on existing partition

Partition

< Back “ Heut > ][ Cancel ] [ Help

To create an encrypted drive as a container file, select or type the name and path for the new container. You

can click “...” to open a file selection dialog box.

& Create encrypted drive

Drive zettings
Please choose the drive size, wolume label and file system.

!) Drive sice | 100 slme v

Free space on drive: 12.4 GB

a

EH File spztem | FaT - |

Cluster size | Drefault W |

Yolume Label |F'ub|ic5tme| |

[ < Back “ Hext » ][ Cancel ] [ Help

Specify the size of the container file. This will also be the size of the encrypted drive you are creating. A certain
minimum size is necessary to support the file system you select (FAT: 100 KB; NTFS: 3072 KB). Add this
minimum to the desired drive size, and then select the cluster size for the drive. Finally, type an optional

volume label, and then click Next.
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) "‘ You may not be able to change some of the fields if your system administrator has
. centrally configured these settings.
A cluster is a logical unit of blocks on a disk. Normally the file system reads and
writes files by accessing entire clusters, and can’t address single blocks or bytes
3 contained within a cluster. Therefore files always use space in multiples of the
‘J cluster size. On drives with large clusters the operating system can access large

files more efficiently and creates less fragmentation. However, using a large cluster

size on drives that store many smaller files can result in wasted storage space.

& Create encrypted drive

Encrpption algorithms
Please choose the encryption algorithms to use for this drive.

fl Encryption algarithm
g

- Advanced Encryption Standard [AES] iz the
zuccessor of TrpleDES and was standardized in
2000, It iz alzo called Rijndael algorithm after itz
developers Joan Daemen and Yincent Rijmen.

. Hash algorith RIPERMD-160 A
L

RIPEMD [Face Integrity Primitives Evaluation
Mezsage Digest) was developed in Europe in 1936,
It iz comparable to SHA-T but iz open-zource. Mo
effective crpptanalysis iz khown to date.

« Back ]| MNewt > |[ Cancel ] [ Help

Select the encryption and hash algorithms to use for the encrypted drive and then click Next.
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& Create encrypted drive @|
Drive encryption password
Fleasze enter the password to be uzed to encrypt the diive,
Pazzword YL LTI

Confirm pazsword  [eessssssssssssssssssssnsnnnnne

Pazzword strength [(EEEssscssssassas ] Strang

< Back ]l Mest > |[ Cancel ] [ Help

Type the password to be used for the encrypted drive, and then confirm the password by typing it again. If
both entries are identical and meet your organization's password strength requirements, the “Next”-button

becomes available.

The strength of a password is determined both by its length and its complexity. DriveLock analyzes both of

these factors and displays an estimate of the password strength.
Password may include the following characters:

o Capitals (A-2)
o Lower case letters (a-z)
e Arabic numerals (0-9)

¢ Non-alphanumeric characters (e.g. !,$, #, \ or &)

You can also use a passphrase that consists of multiple words and punctuation instead of a password.
Passphrases are typically easier to remember than long complex passwords. If your system administrator
configured a requirement for minimum password strength or defined a password complexity policy, DriveLock

notifies you of this requirement on this wizard page.

Click Next to continue.
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& Create encrypted| drive Bl

Ready to create drive

The selected volume will be created
and formatted after you click "Mest >"
or "Finizh"".

[ < Back ]l Mewt > |[ Cancel ] [ Help

Click Next to start creating the encrypted drive.

£ Create encrypted drive E|
Formatting encrypted volume
Please wait while Drivelock farmats the encropted volume.
& I s
-

Estimated time left. 2 seconds

[ Cancel l [ Help l

Depending on drive size and encryption algorithm used, creation of a new encrypted drive may take several

minutes.
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& Create encrypted drive @

Formatting completed

The zelected volume was
successfully formatted by
Dnvelock.

[J Do nat add to mounted drive history

When DrivelLock has finished formatting the volume, you can mount it and assign it a Windows drive letter. To

mount the volume and make it available in Windows, select a drive letter and then click Finish.

If you don’t want DriveLock to add the drive to the drive history in the encrypted drive management program,

select the “Do not add to mounted drive history“ checkbox.
3.2.1.2 Creating encrypted drive based on existing partition

Creating an encrypted drive that occupies an entire existing partition is almost identical to creating an
encrypted drive based on a container file. The only difference is that you must select a partition instead of a
container file. This section describes the steps that are different when creating a drive that is based on a

partition.

After starting the wizard, select “Drive is based on existing partition”.
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Create encrypted drive

Drive container
Please choose where the encrppted drive should be stored.

;'j " Drive is based on a file [container file)

Container file

| o

i -a * Drive is based on existing partitior

Partition

Select... |

< Back | Cancel

Click Select and then select the partition to encrypt from the list of all partitions on the computer.

Choose partition

%]

= Partition 5

A.0GE

(]9

Wolume Drive Size | Filezystem
= Digk 0 8.2 GE
& Partition 1 C: [win 2k BAGE MTFS
8 Partition 2 E: %P Pro 5. 49GB MNTFS
& Partition 3 H: [<F SFZ2 ... EBGE MTFS
2 Partition 4 F: (<P dew. ... 15.6GE MTFS

Cancel

Select the partition to encrypt, and then click OK.
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Create encrypted drive

Drive container
Please choose where the encrppted drive should be stored.

H‘ " Drive is based on a file [container file)

Container file
| |
-

; ....—f} * Drive is based on existing partition

Partition

Select... |\Device'~.H arddisk04Partitiond

<Back | Mest> |  Cancel
Click Next to continue.
Create encrypted drive El
Drive settings
Fleaze chooze the dive size, wolume label and file system,

!) Drive size :ll | J

File system | J

il

Cluzter size |Default j

Walume Label |TD|:I Secret

< Back | Cancel

You can’t change the drive size for a partition-based encrypted volume. Complete all other settings, click Next,

and then confirm that the drive will be formatted and that all existing data on the drive will be permanently
deleted.
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Drivelock Encryption - Formatting

9P Drive I already exists and will be reformatted,

Do o wank to delete all data on this drive an reformat ity

The remaining steps of creating a partition-based encrypted volume are described in the section “Using the

Create encrypted drive wizard*“.

Partitions encrypted by DriveLock appear in Windows as “Not formatted”. Be careful
to not encrypt partitions that are already encrypted or partitions that contain the
. operating system files. Don’t format such partitions using Windows. Formatting a
‘ partition overwrites all existing data and you will permanently lose the ability to
access the information on it. Also, don’t create an encrypted drive based on the
partition that contains the operating system or any other important files as

encrypting a partition permanently erases all dater on it

The remaining steps of creating a partition-based encrypted volume are described in the section “Using the

Create encrypted drive wizard*“.

3.3 Connecting Encrypted Drives

To connect (mount) an encrypted drive, use the Mount encrypted volume wizard. Start the wizard by

performing one of the following steps:

Click “Start - Programs - CenterTools DriveLock - Mount encrypted volume”.

If the DriveLock taskbar icon is available, right-click the icon, and then click “Mount encrypted

volume”.

In the Manage encrypted volumes program, click the drive, and then click Mount.

In the Manage encrypted volumes program, double-click a previously connected drive.

In Windows Explorer, double-click a *.dlv file.

In Windows Explorer, right-click a *.dlv file and then click “Mount”.

L ]

If a volume has been already mounted, only the option “Unmount” will be available.

"
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*= Local Disk (C:) |:”§ E
File Edit View Favorites Tools Help ?
@Back 2 -J l.@ pSearch H__i‘ Folders v
Address s Y v| Go

System Tasks — Documents and Settings D Files

@ Hide the contents of this
drive

3_') Add or remave programs i Logs
)3 Search For files or Folders

Program Files

o

[ WINDOWS

File and Folder Tasks

=1 Mount, ..,
™[ Rename this File P = "J"' .
[y Move this file W3DL File & Change password. .
L 105 KE Open Wikh, .
Copy this fils &) Secure delete
@ Publish this File to the Web ?
end To
() E-mail this File -—
W Delete this file Cut
Copy

Create Shorkout
Other Places

Delete
'Q My Computer Rename
@ [y Documents Properties

g Ity Mebwork Places

Details

Availability of Start menu entries can vary, depending on your central configuration
settings. If an item does not appear, your system administrator may have disabled
it.

Use the wizard to connect encrypted drives that are based on a container file or an existing partition.
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3.3.1 Connecting an encrypted drive that is based on a container file

Mount encrypted volume @

Mount encrypted volume

Thiz wizard will guide you through the
zteps of mounting the encrypted volume
"C:Amanual diy",

[ Do nok show this page agair

| Mest » | Cahcel Help

Click Next.

£ Mount encrypted drive @
Drive container
Please choose an existing encrypted drive container.

I |l (=) Drive iz bazed on a file [container file]

Caontainer file
C:\FilesProject DLY [E

,,'r"L' ) Dive is based on existing partition
1

Fartition

< Back “ Mext » |[ Cancel ] [ Help

Select “Drive is based on a file (container file)” and then type the path and name of the *.dlv file, or click the

..."-button and then select the file. Click Next.
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& Mount encrypted volume @

Yolume password and dnve letter
Please choose the desired drive letter and enter the volume
pazsword,
e | .
H Mount az drive [letter) = P w
15 Yolume password LT Y Y Y T Y Y YT T Y YY)
< Back “ Mewt> | [ Cancel ] [ Help

Select the drive letter to use for the encrypted drive, type the password you specified when you encrypted the

drive, and then click Next.

If the wizard does not let you change some items, your system administrator has

preconfigured these items.

£ Mount encrypted drive @

Drive mounted

The volume
"CAFileshProject. DLW was
mounted successfully and is

accessible &z drive P

[ ]iDo mot add ta mounted drive histong
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To not add the drive to the mounted drives history, select the “Do not add to mounted drive history” checkbox.

Click Finish to close the wizard.

3.3.2 Connecting an encrypted drive that is based on a partition

Connecting (mounting) an encrypted drive that is based on a partition is almost identical to connecting an
encrypted drive that is based on a container file. The only difference is that you must select a partition instead

of a file. For all other steps, refer to the section “Create encrypted drive based on a container file”.

After starting the wizard, select “Drive is based on existing partition”.

& Mount encrypied drive

Drive container
Fleasze choose an existing encrypted drive container.

" |J " Drive is based on a file [container file]

Container file
| |

_#l ¥ Diive iz based on existing partition

Partition

Select. . |

Cancel

Click Select to select the encrypted partition.
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& Choose partition

Yolume Dirive Size | Filesystem
=aDizk 0 3B2GE
& Partition 1 C: [win 2k) 59GE MTFS
& Partition 2 E: %P FPras.. 49GB MNTFS
&7 Partition 3 H: [P 5P2 ... BB GE MTFS
e Partition 4 F: (%P deu. ... 15.6GE HMTFS

- Partition 5 ) o R0 GE

oK Cancel

Click the encrypted partition to mount, and then click OK.

£ Mount encrypted drive

Drive container
Fleaze choose an existing encrypted drive container.

;] " Dnive is bazsed on a file [container file)

Container file

| =

: ,.a f* [Diive is based on existing partition

Partition

Select... |'~.Device'~.H arddiskD4Partitions

< Back Cancel

Click Next to continue.
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3.3.3 Disconnecting an encrypted drive

To disconnect (unmount) an encrypted drive, use the Unmount encrypted volume wizard. Start the wizard by

performing one of the following steps:

e Click “Start = Programs = CenterTools DriveLock = Unmount encrypted drive”
o If the DriveLock taskbar icon is available, right-click the icon, and then click “Unmount encrypted

volume’.
¢ |n the Manage encrypted volumes program, click the drive, and then click Unmount.

e In the Manage encrypted volumes program, right-click the drive, and then click “Unmount”.

& Manage mounted volumes |Z| |E| [X|

L Mount.. [ Unmount Properties... @ Changs password.. | T3 Create volume.. % Cloze | [B] Hs

Dirive Yalume Size Free space Encryption al...
(=55 C:FileshPrps 30GE 30GB

=HE: C:ADocunm scume... 93 MB 93 kB AES

Zhange password., .,
Delete

Properties...

e |In Windows Explorer, right-click an encrypted volume, and then click “Unmount”.

e In Windows Explorer, right-click a *.dlv file, and then click “Unmount”.
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= Local Disk (C:)

File Edit View Favorites Tools  Help

eBack @ \J\J l@ pSearch H__:‘ Folders v

Address |<e CY

System Tasks i Documents and Settings

Hide the contents of this
drive

l‘-) Add or remove programs - Logs
}) Search for files or folders
| wmnpows
File and Folder Tasks
EE Renare this File . B srows
[ Move this file j WISDL File
105 KB

Copy this File

& Publish this file to the Web
) E-mail this File
¥ Delste this fil=

Other Places

'Q My Comnputer
D My Documents
g Iy Mebwork Places

Details

=

Files

Program Files

2y Unrnaunt
Open With. ..

& Secure delste
Send To

Cut
Copy
Create Shorbeut

Delete
Rename

Praperties

& change password. ..

The Unmount-Wizard starts.

Availability of Start menu entries can vary, depending on your central configuration

f‘; !' settings. If an item does not appear, your system administrator may have disabled

it.
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Unmount encrypted volume @

Unmount volume

Thig wazard will guide you through the
steps of ummounting one an encrypted
volume,

[JDa nat show this page agaird

Heut > ] [ Cancel ] [ Help
Click Next.
Unmount encrypted volume @
Choose volume to unmount
Please choose the encrppted volume you want ko unmaount.
|
H {® Unmount volume = hd

) Unmount all encrypted volumes

[T Farcibly unmaunt valumes

¢ Back ” Mewst > ][ Cancel ] [ Help

Select the volume to unmount, or to disconnect all currently attached volumes, select “Unmount all encrypted

volumes”.

Select the “Forcibly unmount volumes” check box to unmount the volume even if files on it are still in use by a

program running on your computer.
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Always close all files that are in use before disconnecting an encrypting drive.

Unmounting or removing an encrypted drive while files on it are opened may result

('R

in damaged files and loss of your data. CenterTools is not responsible for any data

loss.

Unmount encrypted drive @

Yolume unmounted

The wolume E: was
unmounted successiully,

Finsh |

After the volume has been disconnected, click Finish to close the wizard.

3.4 Changing a Password

To change the password of an encrypted drive, use the Change volume password wizard. Start the wizard by

performing one of the following steps:

e Click “Start = Programs - CenterTools DriveLock = Change password”
o If the DriveLock taskbar icon is available, right-click the icon, and then click “Change password”.
o In the Manage encrypted volumes program, click the drive, and then click Change password.

¢ Inthe Manage encrypted volumes program, right-click the drive, and then click “Change password”.
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- [BX
L Mount.. [ Urmount Properties... g Change password.. T3 Create volume... ¥ Close He

Dirive Yalume Size Free space E ncryplion al.
fedE C:ADocuments and Settingzall Uzers\Documentshpublic.0... 100 MB
et C:Amanual div A12 MB

3.0 GB J0GE

Unmmount
Zhange pa
Delete

Properties...

e In Windows Explorer, right-click an encrypted volume, and then click “Change password”.

e In Windows Explorer, right-click a *.dlv file, and then click “Change password"”.

# Local Disk (C:) = [B)X]
File Edit Wiew Favorites Tools  Help ﬂ'
@ Back - J lﬁ p Search [l 7 Folders v
Address |See O V| Go

System Tasks D Documents and Settings D Files
Hide the contents of this
drive — —
b Add or remove programs "__ Logs D Program Files
,') Search For files or Folders
| wmnoows
File and Folder Tasks
IEE Renarne this file — By srows
[y Move this File j YESED}L_BFHE =) N4
- Open With. ..
™ Caopy this file
o & Secure delete
£ Publish this file ko the Web =
() E-mail this File Send Ta >
¥ Delete this file Cut
Copy
Other Places Create Shorkout
Delete
§ My Computer Rename
[} My Dacuments Praperties

ﬁ; Iy Metwork Places

Details

The Change volume password Wizard starts.
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L

Availability of Start menu entries can vary, depending on your central configuration

SN settings. If an item does not appear, your system administrator may have disabled

)

it.

& Change volume password

Change password

Thiz wizard will guide yau through the
proceszs of chanaging an encrypted
diive's password,

The drive will be unmounted during this
operation,

0o not show this page agairé

Mext > ][ Cancel ] [ Help

. To change a password used to access an encrypted drive, you must know the

P AN current password. If you don’t know the current password, contact your system

administrator.

Click Next.
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& Change volume password @

Change volume password
Fleaze enter the old and the new pazsword of the encppted valume.

0ld password I Y T Y YT YT YT YT YT Y

MHew password LA A A L LA L Ll Lyl Lyl L ll])]

Confirm pazsword  |essssssssssssssssssssssssssses

Pazsword strength (EEESEeseemeeeass ) Strang

< Back ” Mewst > ][ Cancel ] [ Help

Type the current password, the new password, and then confirm the new password. If the new password and
confirmation are identical and meet your organization’s password strength requirements, the “Next’-button

becomes available. Click Next.

& Change volume passwond @

Password change
completed

The volume's password was
changed succeszsfully.

Click Finish to close the wizard.

56 Version 5.5



DriveLock Manual

3.5 Deleting Encrypted Containers

You can delete encrypted containers by using the Manage mounted volumes program or by using Windows

Explorer.

To open the Manage mounted volumes program, click “Start = Programs - CenterTools DriveLock >
Manage mounted volumes”. If the DriveLock taskbar icon is available, you can also right-click it and then click

“Manage mounted volumes”.

Availability of Start menu entries can vary, depending on your central configuration
settings. If an item does not appear, your system administrator may have disabled
it.

L]
-l )

£ Manage mounted volumes |Z E| E|

[ Mount_. [ Unmount Properties.. @ Change password... T Create volume.. | 3 Close B Hs

Dirive Yolume Size Free space Encryption al.
e 1 C:ADocuments and Settingzhall zers\Documentzhpublic.D... 100 MEB

C:hFiles' Rraiack Blts 30 GE
Unrnounk

3.0 GE

Change password. ..

Delete

Properties...

Right-click a currently connected container and then click “Delete”.

DriveLock prompts you to confirm the deletion.

& Delete volume X

= Are vou sure that vou want do delete volume "C:\Files\Project. DLY"?
1l Any conkent stored on this wolume is lost and there is no way to recover ik,

£ res | [ Mo ]

Click Yes to permanently delete the selected container.
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You can also delete the *.DLV file by using Windows Explorer after disconnecting the encrypted drive, or by

using the secure deletion function of DriveLock. (For more information about secure deletion, see the section

“Securely Deleting Data”.)

Secure deletion of an encrypted partition is not possible. Instead use the Windows
LAY Drive Manager console to format the partition, or contact your system

:-I

administrator.
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4 The Mobile Encryption Application

To access and use a DriveLock-encrypted drive that is based on a container file on a computer that does not
have DriveLock installed, use the Mobile Encryption Application (MEA). The MEA is a small program

(DLMobile.exe) that doesn’t require any installation steps and puts no files on the computer you run it on.

Use the MEA to mount and unmount encrypted containers and access them in Windows using drive letters. If
you run MEA using an account that does not have local administrative rights, you can’t access the encrypted
drive using a drive letter. Instead, you can view the contents of a container in a window and export or import

files and folders.

4.1 Copying the Mobile Encryption Application

To copy MEA to removable media or another location, use the Create Mobile encryption disk wizard. To start
the wizard, click “Start = Programs > CenterTools DriveLock > Create Mobile Encryption Application”. If the

DriveLock taskbar icon is available, you can also right-click it and then click “Create Mobile Encryption

Application”.
Availability of Start menu entries can vary, depending on your central configuration
L) "'xﬁ settings. If an item does not appear, your system administrator may have disabled

-

it.
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Create Mobile encryption disk @

Create Mobile Encryption
disk
Thiz wizard will copy the Mobile

Encivphion application to a selected
drive.

[ ]:Di kot shaw this page agairé

Mext > ][ Cancel l [ Help

Click Next.

Create Mobile Encryption disk @

Select target for Mobile Encryption application
Fleaze choose a folder where to stare the Maobile Encrpption
application,

Store Mobile Enciyption

f‘ll M:4 (-]

Tou can copy the Mobile Encivphion application to any computer
nat running Drivelock.

Start thiz application to mount Drivelock enciypted volumes on
theze computers. The computers must be running Windows
2000 o Windows #P and you need Power user or Adminiztrator
rights on these computers.

< Back ]| Mest » |[ Cancel ] [ Help

Type the location to store the Mobile Encryption Application, or to select a location, click “...".

Click Next.
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Mobile Encryption disk
created

The Mobile Encryption
application was successiully
stared.

e

Click Finish to close the wizard.

4.2 Using the Mobile Encryption Application

To start the Mobile Encryption Application, double-click the program file (DLMobile.exe).

CenterTools Drivelock

Driveleck

Mobile Encryption

& , Mount encrypted volume...

Unmount encrypted drive...

Exit

I\Cg Open encrypted volume...
CenterTools E)
s
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Click Mount encrypted volume to mount a drive by using the wizard described in the section “Connecting an

encrypted drive that is based on a container file”.

Click Unmount encrypted drive to disconnect an encrypted drive by using the wizard described in the section

“Disconnecting an encrypted drive”.

Click Open encrypted volume to open a container file and view its contents. Use this button to access files on
an encrypted drive when you don’t have administrative rights on the local computer. The following steps

describe the procedure for accessing an encrypted drive using this method.

Open encrypted drive §|

Mabile encryption application can only open container file bazed
L l] encrupted vaolumes. Only FAT 32 file system iz supported.

Container file
C:hDocurments and Settingshall U zershD ocumentzhpublic.D E]

T Molume pazsword 2Ll
a 4

[ ok [ Cancel

Type or select the name of the encrypted container file, type the encrypted drive password, and then click OK.

The MEA Import/Export window opens.
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¥ CenterTools Drivelock Mobile Encryption E@
[ open... ¥ Close @D Export (&) Impart
I.ﬂ public. DLW M arme Size  Type Date modified
}Auloﬂun.inf 0KB Setup Information 18.06.2007 19:23:12
Company Revenue. sz QKB L5 File 18.06.2007 19.26:56
FloMabile.exe 1186 KB Application 18.06.2007 19.29:12
Security Concept Systemcenter.d... 0KE ‘wordpad Docu..  18.06.2007 13.27:44

SensitiveD ata. bat 0KB Text Document 18.06.2007 19:26:32

To copy files or directories to a local disk, select one or more items, click Export, and then select the folder

where you want to store the files.

&3

Browse For Folder

Please select the Folder where bo store the extracted Files,

@' Deskkop

ﬂ:; My Dacuments

3‘ Iy Computer

.a My Metwark Places
& unc on vekb-muc-src

Falder: | My Docurnents |

[make Mew Folder ] | K, |[ Cancel ]

Click Import to copy files from a local disk or network location to the encrypted container.
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Click Exit to close “Mobile Encryption Application”.

If the MEA is started from a location that also contains a file with a DLV extension, it

) automatically prompts you for a password. After you provide the password, MEA
‘qr mounts or opens the volume, depending on whether you have local administrative
rights.

If you detach the removable drive from your computer, DriveLock MEA will automatically unmount the

volume.
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5 Creating an encrypted CD /DVD

DriveLock “s encryption features can be used to store sensitive information in an encrypted container, either
on a removable drive or the local hard disk. You can also copy such container files to a recordable CD or DVD

by using third-party products or native Windows functionality.

Starting with Version 5.5, DriveLock includes a wizard that lets you to create an encrypted recordable CD or
DVD automatically. Use this wizard to select the files to be encrypted and to specify an encryption password.
DriveLock then creates an encrypted container, copies the files to it and burns this container to the media.
You can also specify whether DriveLock adds the Mobile Encryption Application to the CD or DVD to allow easy

access to the data on a computer where DriveLock is not installed.

To start the wizard, click “Start 2 Programs > CenterTools DriveLock = Record encrypted media”. If the

DriveLock taskbar icon is available, you can also right-click it and then click Record encrypted media.

Record encrypted media E|

Record encrypted media

Thig wizard guides pou through the
steps of creating and recording an
enciypted container on a CO-ROM ar
0D,

Do not show this page agair

Mest > ][ Cahcel

Click Next.

If your computer doesn’t meet the prerequisites for recording a disk, the wizard alerts you of the problem:
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Recording device to use
Select the recording device to uge for the encrypted container lnl

o
N b o

DriveLock Manual

The encrypted container will be copied to a CD-ROM ¢ DVD uzing a
recording device supported by Windows,

A required system component [IMAP] 2.0] i not installed on
thiz computer. Please contact your system administrator or
..... 4

e companent from hittp:/ suppaort microzoft, comé

Cancel

The CD/DVD recording wizard requires that the Image Mastering API (IMAPI v2.0) is
installed on your computer. See http://support.microsoft.com/kb/KB932716 for

information on how to obtain this system component for Windows XP. Windows
Vista already includes this component.

If your computer doesn’t contain a drive capable of burning CDs or DVDs the following message appears:

Record encrypted media §|
Recording device to use =4
Select the recarding device to uze for the encropted container -] y
Y

The encrypted container will be copied ta a CO-ROM ¢ DYD uzing a
recording device supported by Windows,

There is no zupported recording device available on this

_____ computer or you do hiot have permizsions to record CO-ROM
4 DVD discs.

i Cancel
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Select a recording device from the list and then click Next.

Record encrypted media E|
Recording device to use o
Select the recording device to uge for the encrypted container {rfﬁ r

The encrypted container will be copied to a CD-ROM ¢ DVD using a
recording device supported by Windows,

Recording device o use:

@ M

[ £ Back ” Meust > ]l Cancel ]

Use the available buttons to add files or folders to the list of items you want to encrypt.

Record encrypted media E|
Files to be encrypted o
Select the filez and folders to be encrypted {rfﬁ 5
File: ¢ fiolder Size
E D:ATempiDriveLock55.iso 142 ME
[T D:AT empiDrivelock 55, 141 ME
| Addfies.. | [ sddfolder. | [ Remove |  Totalsize 284 MB
[ < Back ][ Meut > ] [ Cancel

When you select a folder, all files and folders in it will also be copied and encrypted.

Click Next after you have finished adding files.
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Record encrypted media

Drive settings
Flease chooze the dive zize, volume label and file system,

@ Drive size 312 ME

ﬁ File system | FaT w |
]

Cluster zize | Default A |

Yolume Label |DriveLu:-c:k 55 |

£ Back ” Meust > ]l Cancel

|

Select the file system, cluster size and the volume label for the encrypted volume and then click Next.

Record encrypted media

Encryption algonithms
Please chooze the encryption algorithms to wse for thiz drive.

fl Encmyption algorithm AES hd

Advanced Encryption Standard [AES] is the
succeszor of TripleDES and waz standardized in
2000. Itis alzo called the Rijndael algorithrn after its
developers Joan Daemen and Yincent Rijmen.

", Hash algorithm SHA- 3
% | |

SHA-1 [Secure Hash Algornithr) is a cryptographic
hazh algorithm publizhed in 1995 and dezigned by
the Mational Security Agency [M54). Due ta found
cyptoanalyzis SHA-T will be phased aut by MSA,

[ < Back ]l Mewt > |l Cancel

Select the encryption and hash algorithms to be used for encryption and then click Next.
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Record encrypted media gl

Drive encryption password
Fleaze enter the pazsword to be uzed to enciypt the drive.

f Paszword LA AL LI L Ll Ll Ll lyrlyy)))

Confirm paszword [ sessssssssssssssssssssnsnsnnes

Pazzword shength [(EESSEeseaaas ] M ediurn

< Back ” Meut > ]’ Cancel

Type the password to be used for the encrypted drive, and then confirm the password by typing it again. If
both entries are identical and meet your organization's password strength requirements, the “Next”-button

becomes available.

The strength of a password is determined both by its length and the number of unique characters it contains
(complexity). As you type the password, DriveLock analyzes both and displays an estimate of the password
strength.

Password may include the following characters:

e Upper-case (A-Z)
e Lower case letters (a-z)
e Arabic numerals (0-9)

e Non-alphanumeric characters (e.g. !,$, #, \ or &)

You can also use a passphrase that consists of multiple words and punctuation instead of a password.
Passphrases are typically easier to remember than long complex passwords. If your system administrator
configured a requirement for minimum password strength or defined a password complexity policy, DriveLock

notifies you of this requirement on this wizard page.

Click Next to continue.
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Record encrypted media

£

Ready to create media

The encrypted media can now be
created after you click "Mest ="

Finalize dis

[ Encrypt existing data

[ £ Back ” Meust > ]l Cancel ]

If you want the disc to be finalized check ,Finalize disc”. Once a disc has been finalized you can no longer add

data to it. Finalizing a disc may be required to enable certain disk drives to read it.

When you use a re-writeable disk you can select to erase data from the media first. If you want to keep

existing files but encrypt these files in addition to files you added, select the “Encrypt existing data” checkbox.

Click Next to continue.

Record encrypted media E|
Formatting encrypted volume o
Flease wait while Drivelock formats the encrepted volume. .. {I'?é y

Recording encrypted container. ..
Recarding data...

- %

(Fann )

Estimated time left: 4 minutes

Cancel
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DriveLock creates the encrypted disk.

Record encrypted media

Recording completed

The zelected volume waz
successiully formatted by
Dirivelock,

< Back Cancel

When the wizard has finished writing to the disk, click Finish to close the wizard.
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6 Securely Deleting Data

When you delete files or folders by using Windows Explorer, the data contained in them is not destroyed; but
Windows only deletes the corresponding entries in the file system. Many programs exist to recover such

deleted files and make the data accessible again.

Erasing sensitive or confidential files normally requires that the data is made permanently inaccessible. To
prevent recovery of the data DriveLock can delete files and folders securely. To prevent recovery of the data
DriveLock overwrites the files with random data. The deletion algorithm you select determines how many

times the data is overwritten and how the random data is generated.

DriveLock can use the following algorithms to securely delete data:

o DoD 5220.22-M (USA) - Standard 5220.22-M of the US Department of Defense. Regulations for
deleting confidential, secret or top-secret classified data securely are defined in the "National
Industrial Security Program Operating Manual". Use of the regulations in this manual is mandatory
for the US military and most other government agencies. According to these regulations, data can be
deleted by fist overwriting it with an arbitrary pattern. Subsequently the data must be overwritten
three times, using a different pattern each time. Hard disks containing top-secret information are not
allowed to be erased using this method. Instead; they must be physically destroyed or demagnetized.
Demagnetizing destroys all magnetic patterns on a disk to make it unusable.

o Peter Gutmann Algorithm - Peter Gutmann of the Department of Computer Science at the University
of Auckland specializes in the design and analysis of encryption methods. His research results about
data deletion on magnetic media are considered leading in this field. The deletion method he
developed based on his research results overwrites existing data using several passes. The data
patterns used for this operation reduce the risk that any existing data patterns remain on the disk
and applies to all known methods for writing to disks. The algorithm consists of 35 overwrite passes
and is considered the most secure method to destroy data that doesn’t use magnets or physical
destruction. This high level of security increases the time required to erase data. Overwriting a hard
disk with the Peter Gutmann algorithm takes about seven times as long as using the Bruce Schneider
algorithm and about 15 times as long as using the DoD 5220.22-M standard.

e Bruce Schneider Algorithm - Bruce Schneider, a well-known security specialist and author,
recommends overwriting a hard disk seven times. During the first pass the hard disk is overwritten
with the pattern “00”; the second pass uses “11”, and the following five passes apply random
patterns. The result of this method is similar to the VSITR-standard. However, the randomness of the
last five passes adds security by making it extremely difficult to determine whether data patterns on

track borders and bit transitions on the hard disk were produced by overwriting the data, or whether
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they are remnants of the original data. This method is generally considered more secure than the

VSITR standard but takes longer because of the time required to create the random patterns.

e BSI VSITR (Germany) - Guidelines of the BSI (German Federal Office for Information Security) for
securing confidential data using information technology. The VSITR-standard requires that a hard disk
must be overwritten seven times. During each of the first six passes the pattern is inverted from the
previous one. This method is designed to “destabilize” data remaining on the track borders. To further
decrease the chance of successful data recovery, a final pass is performed, overwriting the data on
the hard disk with the pattern ,01010101". This method is generally considered sufficient to securely
delete data.

o Royal Canadian Mounted Police DSX - The Disk Overwrite utility (DSX) uses a triple pass (“0”, “1”
and ASCII pattern generated from the DSX version number and the system time) to overwrite data.
DSX was developed by the Royal Canadian Mounted Police (RCMP).

o DoD 5220.22-M ECE (USA) - This method is an extension of the DoD 5220.22-M standard. This
version of the DoD Standard uses seven passes for overwriting the data. The data is first overwritten
twice according to the DoD 5220.22-M (E) standard and then once with random data according to
DoD 5220.22-M (C).

e Random data - This method uses random data to overwrite the data once. This method is the

quickest but has the highest likelihood that some of the data can get recovered

":'-,_ Securely deleting files by overwriting the data multiple times can take a long to
L1

() complete, especially if files are located in a network location.

To securely delete a file or folder, in Windows Explorer right-click it, and then click Secure delete.
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== Local Disk (C:)

File Edit “ew Favorites Toals

@Back < \_/l LE /ﬁ Search [{

Help

Folders -

Addrass (G O

System Tasks

@ Hide the contents of this
drive

D Add o remove programs
,') Search for files or Folders

File and Folder Tasks

Em Rename this File

[y Mave this file

Copy bhis File

&) Publish this file ta the Web
(&) E-mail this file

¥ Delete this file

Other Places

'a My Computer
5} My Documents
ﬁg My Metwork, Places

Details

Confirm delete

=
>

Documents and Settings

Logs

WINDOWS

srows,wsdl
WaDL File
105 KB

Program Files

Open

& Mount. ..
& Change password. .,
Open with. ..

Send To »

Cuk
Copy

Create Sharkout
Delete
Rename

Properties

administrator may have disabled it.

Availability of context menu entries in Windows Explorer can vary, depending on

your central configuration settings. If an item does not appear, your system

E:h\SenzitiveD ata, bxt

Pleaze choose the method used to delete:

— i Are your zure that you want to delete the file

Peter Gutmann algorithm

A method developed by Peter Gutmani: Al data iz ovenarithen
35 times [different wariations of fixed and random data). This
method iz the zafest but slowest methad ta remove data.

ez [

Select the algorithm to use for erasing the data and then click Yes.
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W

% If you can’t select the deletion method, your system administrator has pre-selected

l:; .

it.
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