
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

DriveLock 5.5 
Administration Guide 

 

 
CenterTools Software GmbH 

© 2008 

 



  DriveLock Manual 

  

 

 2 Version 5.5 

 

  

Copyright 

Information in this document, including URL and other Internet Web site references, is subject to change without notice.  
Unless otherwise noted, the example companies, organizations, products, domain names, e-mail addresses, logos, 

people, places, and events depicted herein are fictitious, and no association with any real company, organization, product, 

domain name, e-mail address, logo, person, place, or event is intended or should be inferred.  Complying with all 

applicable copyright laws is the responsibility of the user. 

 

 2008 CenterTools Software GmbH.  All rights reserved. 

 

CenterTools and DriveLock and others are either registered trademarks or trademarks of CenterTools GmbH or its 

subsidiaries in the United States and/or other countries. 

 

The names of actual companies and products mentioned herein may be the trademarks of their respective owners. 

 



  DriveLock Manual 

  

 

 3 Version 5.5 

 

Table of Contents 

 

0 About This DriveLock Documentation ............................................................................................................... 8 

0.1 Content .................................................................................................................................................... 8 

0.2 Document Conventions ......................................................................................................................... 9 

1 Introduction ........................................................................................................................................................ 10 

1.1 Securing Your Network with DriveLock ............................................................................................. 10 

1.2 The DriveLock Components ................................................................................................................ 11 

1.2.1 The Agent ................................................................................................................................ 11 

1.2.2 The DriveLock Management Console ................................................................................ 11 

1.2.3 The Security Reporting Center ............................................................................................ 12 

2 Scanning Your Network with the Device Scanner ........................................................................................ 14 

2.1 Using the Device Scanner ................................................................................................................... 15 

2.2 Reviewing Scan Results ...................................................................................................................... 22 

3 Locking Drives and Devices ............................................................................................................................. 27 

3.1 Basic Principles .................................................................................................................................... 27 

3.2 Locking Drives....................................................................................................................................... 29 

3.2.1 Enabling drive locking .......................................................................................................... 29 

3.2.2 Creating drive rules ............................................................................................................... 32 

3.2.3 More drive whitelist rule settings ........................................................................................ 38 

3.2.4 General drive locking settings ............................................................................................. 52 

3.3 Locking Devices .................................................................................................................................... 57 

3.3.1 Enabling device locking ........................................................................................................ 57 

3.3.2 Creating device rules ............................................................................................................ 60 

3.3.3 Additional device whitelist rule setting .............................................................................. 65 

3.3.4 General device locking settings .......................................................................................... 72 

3.4 Configuring File Filters ......................................................................................................................... 75 



  DriveLock Manual 

  

 

 4 Version 5.5 

3.4.1 Creating a new file filter template ...................................................................................... 76 

3.4.2 Using a file filter template ................................................................................................... 80 

3.4.3 Defining file types ................................................................................................................. 82 

3.5 Using Media Authorization .................................................................................................................. 85 

3.5.1 Creating a new rule for authorized media ......................................................................... 86 

3.5.2 Configuring permissions for specific users or groups ..................................................... 88 

3.5.3 Time limit settings ................................................................................................................ 88 

3.5.4 Settings for computers ......................................................................................................... 89 

3.5.5 Network settings ................................................................................................................... 90 

3.5.6 Additional options ................................................................................................................. 92 

3.6 Using Computer Templates ................................................................................................................ 94 

3.6.1 Creating a new computer template ................................................................................... 96 

3.6.2 Working with computer templates ................................................................................... 100 

4 Configuring Network Locations and Configuration Settings ..................................................................... 108 

4.1 Defining Network Locations .............................................................................................................109 

4.1.1 Active Directory site ............................................................................................................ 111 

4.1.2 Network location based on IP information ..................................................................... 112 

4.1.3 Wireless network SSID ....................................................................................................... 114 

4.1.4 Special location ................................................................................................................... 114 

4.1.5 Command result .................................................................................................................. 115 

4.2 Creating Configuration Policies ........................................................................................................116 

4.2.1 Internet Explorer proxy settings ........................................................................................ 118 

4.2.2 Windows Live Messenger / MSN Messenger settings .................................................. 119 

4.2.3 Default printer and Group Policy processing .................................................................. 119 

4.3 Linking Whitelist Rules to a Network Location .............................................................................121 

4.4 Configuring Global Network Profiles Settings ...............................................................................122 

4.4.1 Defining network profile end-user appearance .............................................................. 122 

4.4.2 Disabling WiFi connections when connected to a LAN ................................................. 123 

4.5 Defining User-Specific Network Profiles .........................................................................................124 



  DriveLock Manual 

  

 

 5 Version 5.5 

5 Configuring the Application Launch Filter ................................................................................................... 128 

5.1 Configuring the Scanning and Blocking Mode ..............................................................................129 

5.1.1 Auditing and simulation ..................................................................................................... 130 

5.1.2 Whitelist mode and Blacklist mode ................................................................................. 131 

5.2 Configuring User Notifications..........................................................................................................132 

5.3 Using Application Templates ............................................................................................................133 

5.4 Configuring Application Rules ..........................................................................................................141 

5.4.1 Using MD5 hash rules ......................................................................................................... 141 

5.4.2 Using file path rules ............................................................................................................ 143 

5.4.3 Using special rules .............................................................................................................. 144 

5.4.4 Configuring rule limitations ............................................................................................... 146 

6 Monitoring Data Transfers by Using Shadowing ......................................................................................... 150 

6.1 Configuring Global Shadowing Settings .........................................................................................150 

6.1.1 General Settings .................................................................................................................. 151 

6.1.2 Shadowing server upload settings.................................................................................... 152 

6.1.3 Client options for shadowing ............................................................................................. 153 

6.1.4 Shadowing exceptions ........................................................................................................ 154 

6.2 Configuring Shadow Copies in Drive Whilelist Rules ....................................................................155 

6.3 Viewing Shadow Copies ....................................................................................................................158 

7 Administering DriveLock ................................................................................................................................ 161 

7.1 Configuring the DriveLock Management Console ........................................................................161 

7.1.1 Changing the user interface language ............................................................................. 161 

7.1.2 Configuring user permissions to console nodes............................................................. 162 

7.1.3 Configuring the SRC connection for the Device Scanner .............................................. 164 

7.2 Defining Global Settings for All Agents ...........................................................................................166 

7.2.1 Configuring licensing .......................................................................................................... 166 

7.2.2 Global security settings ...................................................................................................... 174 

7.2.3 Agent end-user appearance .............................................................................................. 177 

7.2.4 Event message transfer settings ...................................................................................... 181 



  DriveLock Manual 

  

 

 6 Version 5.5 

7.2.5 Advanced Agent settings ................................................................................................... 181 

7.3 Configuring SRC Server Connections ..............................................................................................185 

7.4 Using the DriveLock Policy File Storage .........................................................................................189 

7.5 Configuring Multilingual Notification Messages ............................................................................195 

7.5.1 Defining languages and standard message texts.......................................................... 197 

7.5.2 Defining customer message texts for multiple languages ........................................... 203 

7.6 Using Agent Remote Control ............................................................................................................207 

7.6.1 Connecting to a DriveLock Agent ..................................................................................... 208 

7.6.2 Showing RSOP ..................................................................................................................... 209 

7.6.3 Disconnecting from an Agent ............................................................................................ 209 

7.7 Monitoring Agents ..............................................................................................................................210 

7.8 Unlocking Agents ................................................................................................................................212 

7.8.1 Configuring general settings ............................................................................................. 212 

7.8.2 Temporarily unlocking an online Agent ........................................................................... 214 

7.8.3 Temporarily unlocking an offline Agent ........................................................................... 216 

7.8.4 Temporarily Unlocking multiple Agents ........................................................................... 223 

7.9 Using Troubleshooting Tools .............................................................................................................227 

7.9.1 Information about connected drives and containers .................................................... 228 

7.9.2 Troubleshooting commands .............................................................................................. 229 

7.9.3 Troubleshooting network adapters .................................................................................. 229 

7.9.4 Creating a trace file ............................................................................................................ 230 

7.9.5 Refreshing the Group Policy .............................................................................................. 231 

8 Auditing DriveLock Operations ...................................................................................................................... 232 

8.1 Configuring Agent Event Message Transfers .................................................................................233 

8.1.1 Configuring event transfer destinations .......................................................................... 233 

8.1.2 Configure the event log destination ................................................................................. 237 

8.1.3 Configure SMTP server settings ........................................................................................ 238 

8.1.4 Configure SNMP server settings ....................................................................................... 238 

8.1.5 Configuring SRC Server settings ....................................................................................... 239 



  DriveLock Manual 

  

 

 7 Version 5.5 

8.1.6 Optional settings ................................................................................................................. 240 

8.2 Configuring Management Console Auditing ..................................................................................241 

8.2.1 Configure event forwarding ............................................................................................... 242 

8.2.2 Configuring the event log destination .............................................................................. 243 

8.2.3 SRC Server configuration settings .................................................................................... 243 

8.2.4 Configuring options ............................................................................................................. 244 

 

  



  DriveLock Manual 

  

 

 8 Version 5.5 

0 About This DriveLock 

Documentation 

0.1 Content 

DriveLock helps you make your client environment more secure. It is easy to use, easy to implement and easy 

to maintain. In this document you will find information about: 

 How to scan for currently or previously attached drives and devices by using the Device Scanner 

(Chapter 2). 

 How to lock drives and devices and allow controlled access by using whitelist rules (Chapter 3). 

 How to use network profiles for dynamic rule assignment (Chapter 4). 

 How to control the launching of applications on client computers (Chapter 5) 

 How to monitor data transfers by using shadowing and file filtering (Chapter 6) 

 How to integrate administration with day-to-day business tasks (Chapter 7). 

 How to monitor and audit DriveLock Agents (Chapters 7.7 and 8). 

Information about how to install DriveLock and how to deploy your configuration settings is covered in the 

document òDriveLock Planning ð Installation ð Deploymentó. It is recommended that you read this planning 

document before you read this Administration Guide. 

The document òDriveLock Encryption Guideó covers the DriveLock removable media encryption and how to 

use it. 

The document òDriveLock Full Disk Encryption Guideó covers DriveLock Full Disk Encryption and how to deploy 

and configure it. 

For information about the Security Reporting Center, please see the document òDriveLock Security Reporting 

Center Manualó. 

More information about DriveLock (such as video tutorials, white papers and other documentation) can be 

found on the DriveLock Web site (www.drivelock.com). 

  

http://www.drivelock.com/
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0.2 Document Conventions 

Throughout this document the following conventions and symbols are used to emphasize important points 

that you should read carefully, or menus, items or buttons you need to click or select. 

 

 

Caution: This symbol means that you should be careful to avoid 

unwanted results, such as potential damage to operating system 

functionality or loss of data 

 

Hint: Useful additional information that might help you save time. 

 

Information: Additional information about the current topic 

italics Italics represent fields, menu commands, and cross-references. 

C: \ >command 

A fixed-width typeface represents messages or commands typed 

at a command prompt. 

Cancel Bold type represents a button that you need to click. 

ALT + R 

A plus sign between two keyboard keys means that you must 

press those keys at the same time. For example, ALT+R means 

that you must hold down the ALT key while you press R. 

ALT, R, U 

A comma between two or more keys means that you must press 

them consecutively. For example ôALT, R, Uõ means that you must 

first press the Alt key, then the R key, and finally the U key. 
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1 Introduction 

1.1 Securing Your Network with DriveLock 

CenterTools DriveLock is a lightweight software solution that helps you secure your desktop computers. It has 

a Multilingual User Interface (MUI), allowing you to select the desired language during installation or when 

running the program. 

DriveLock offers dynamic, configurable access control for mobile drives (floppy disk drives, CD-ROM drives, 

USB memory sticks, etc.). DriveLock also lets you control the use of most other device types, such as 

Bluetooth transmitters, Palm, Windows Mobile, BlackBerry, cameras, smartphones, media devices and many 

more. By configuring whitelist rules based on device type and hardware ID you can define exactly who can 

access which device at which time. Removable drives can be controlled based on the driveõs manufacturer, 

model and even serial number, allowing you to define and enforce very granular access control policies. 

Additional features let you unlock specific authorized media and to define time limits and computers for 

whitelist rules. Authorized administrators can even temporarily suspend DriveLockõs device control on a 

computer, if required, even when the computer is offline and not connected to a network. 

Installation of the client software (the DriveLock Agent) and policy deployment can be achieved easily by 

using existing software deployment mechanisms or by using the Group Policy feature of Active Directory. 

Alternatively, you can distribute policies using configuration files for standalone computers or in environments 

without Active Directory (for example Novell). 

DriveLockõs auditing capabilities, coupled with its file shadowing functionality give you the information you 

need to monitor and enforce policy compliance. By using the DriveLock Device Scanner you can detect any 

drive or device that has been used in your network, even if it is not longer connected to the computer. The 

DriveLock Agent doesnõt need to be installed on the target computers to use the Device Scanner. 

Encryption is another main feature of DriveLock. DriveLock can help you secure sensitive information by 

enforcing encryption when data is copied to removable drives. You can use the DriveLock Full Disk Encryption 

option to encrypt hard disks, including the system partition and to perform pre-boot authentication with single 

sign-on to Windows. DriveLock can also erase sensitive data permanently and securely by overwriting data 

multiple times using one of several industry-standard algorithms. 

The Security Reporting Center (SRC) is DriveLockõs central database and reporting component. The SRC 

consolidates all DriveLock events and Device Scanner results in a SQL Server database. Administrators can 

then use this data to create dynamic reports for auditing and management purposes. 
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1.2 The DriveLock Components 

The following diagram shows the DriveLock components and how they communicate with each other: 

 

1.2.1 The Agent 

The DriveLock Agent is the most important component of the DriveLock infrastructure. It implements and 

enforces your policy settings and must be installed on every computer where you want to control removable 

drives, devices or other settings. The Agent is a lightweight Windows service that runs in the background and 

maintains control over hardware ports and interfaces and enforces your security policy. To prevent 

unauthorized access or bypassing of the security settings, regular users canõt stop the service; only users who 

are specifically authorized by you can access and control the service. 

1.2.2 The DriveLock Management Console 

You use the DriveLock Management Console to configure the security settings for your clients, manage your 

environment and access other DriveLock components. This console is a Microsoft Management Console 

(MMC) snap-in so you can easily integrate it into existing MMC console files that administrators may have 

already configured. 
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The DriveLock Management Console lets you create a local configuration for the computer the console is 

running on, to define configurations by creating and changing Active Directory Group Policy settings or to save 

your settings to a configuration file that you can import on another computer. You can also monitor the status 

of clients or access the DriveLock Agent on clients. You can use the Management Console to remotely unlock 

an Agent by accessing it remotely, orñ if the Agent is not connected to a networkñ by creating an offline 

access code that a user can enter on the client computer. In addition, the Device Scanner and the Security 

Reporting Center, if installed, are integrated into the DriveLock Management Console. 

 

Only the Agent on a client computer and the Management Consoles running on an 

administratorõs workstation are required to configure and secure your environment. 

DriveLock does not include or require any central component to enforce basic 

policies. 

1.2.3 The Security Reporting Center 

The DriveLock Security Reporting Center (SRC) lets you to consolidate DriveLock events on a central server 

and create dynamic reports from this data. You can use the SRC to monitor the use of mobile drives, devices 

and data transfers in aggregate or in detail. The SRC includes multi -client functionality which allows 

association of DriveLock events or Agents with specific areas of responsibility (for example, a specific group of 

administrators is responsible for just one business unit). This feature is further enhanced by the option to 

assign granular permissions for data queries and report creation. 

You can create reports about the use of removable media and device connection attempts (both allowed and 

blocked). In addition, you can create reports about which files have been written to or read from removable 

media. The settings in your DriveLock policy determine what types of data are recorded. The SRC also lets you 

monitor your current DriveLock Agent environment and view the status of clients. For example, you can 

identify computers that donõt have the Agent installed or that have not recently reported their status to the 

SRC. If you use the Full Disk Encryption option, you can view the current status of the drive encryption (for 

example, òNot installedó or òCurrently encryptingó). All of these functions and the ability to view statistics as 

graphs make the SRC a very powerful monitoring and reporting tool. 

 

The Security Reporting Center is not included in the discontinued DriveLock Basic 

Edition. Your license determines whether the SRC is available to you. 

The SRC consists of three components: the SRC database, the DriveLock Web services, which require 

Microsoft Internet Information Server (IIS) 6.0, and the DriveLock Consolidator, which receives event 
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messages from Agents and stores them in a Microsoft SQL Server database. All SRC components can be 

installed on a single server or distributed across multiple servers.  
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2 Scanning Your Network with the 

Device Scanner 

Before configuring rules it is helpful to gather information about which drives and devices are currently 

attached to computers on your network and which ones were preciously attached. To do this, you use the 

DriveLock Device Scanner. 

The Device Scanner scans computers in your network for records of current and historic device and drive 

usage and saves this information in a local database. If you use the Security Reporting Center, you can also 

save the scanning results in its central database. You can even scan computers where the DriveLock Agent is 

not installed. 

 

When the scan has completed you can review the results for unauthorized device use or to get an overview of 

which devices have been used in your network so far. 
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You can also use the data from a Device Scanner scan to create whitelists of 

allowed devices. This makes an initial scan of your network an essential step in 

preparing to configure DriveLock. 

2.1 Using the Device Scanner 

To administer DriveLock, start the DriveLock Management Console. (Start Ą Programs Ą CenterTools 

DriveLock Ą DriveLock Configuration). 

 

To start the device scanner, in the left pane, click Device Scanner. 
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In the DriveLock Management Console, in the console tree, click Device Scanner, and then in the right pane, 

click Start scanning. 

 

To scan a computer you must be able to connect to it by using the RPC protocol and 

have permissions to read the òHKLM\ SYSTEMó registry key. Usually domain users 

and local users have the required permissions. 
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Click Next. 

 

To create a list of computers to scan, click Add. 

Select the computers to scan from the following options: 

 Active Directory Computer or Group: Select a single computer or a group containing computers from 

Active Directory. 

 Active Directory Organizational Unit: Select an organizational unit (OU) containing computers from 

Active Directory. 
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 By Name: Type a single computer name or an IP address. Names and addresses are not validated at 

this stage. 

 IP Network: Define an IP address range. IP addresses are not validated at this stage. 

 From Neighborhood: Adds all computers from the network neighborhood on your computer to the list. 

 

Scanning your network neighborhood may take a long time and may result in a long 

list of computers, depending on your network environment. 

To add more computers click Add again and add additional computers until the list contains all computers 

you want to scan. 

To remove computers from the list, click Remove. 

 

Once you have added the computers you want to scan, click Next. 
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If a computer is offline or doesnõt exist, the Device Scanner skips this computer and scans the next computer 

after approximately 30 seconds. To speed up this process you can configure DriveLock to send first a Ping 

packet to each computer. Only computers that respond in the specified time will be scanned by DriveLock; 

other computers are skipped. 

You can specify user credentials to log on to the computers to be scanned, typically an administrative 

account. To retrieve additional information about the computer, such as the operating system, select the òGet 

extended computer informationó checkbox. Retrieving extended information slightly increases the time 

needed for scanning. 

Click Next to continue. 
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Type the location where the database file will be stored. The default is in the DriveLock installation folder: 

C:\ Program Files\ CenterTools\ DriveLock\ DLDevices.mdb. 

If you have a Security Reporting Center server installed, you can also send the scan results to the SRC 

database by specifying the sever name and port (see the Security Reporting Center manual for details). If the 

SRC server requires different logon credentials, specify them on this page. 

To start the scan, click Next. 
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DriveLock displays the status during the scan. Up to four computers are scanned at the same time. You can 

cancel the scan at any time. 

 

Scanning computers may take a long time, depending on your network and the 

number of computers you selected. 

 

When the scan is complete, DriveLock displays the status of the scanned computers. Click Next. 

 

To close the wizard, click Finish. 
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2.2 Reviewing Scan Results 

You can review the scan results in the DriveLock Management Console. To do this, DriveLock needs to access 

the Device Scanner database. 

 

To select a database, click Device Scanner, and then in the right pane click Select scanning database source. 

DriveLock displays the default database location C:\ Program Files\ CenterTools\ DriveLock\ DLDevices.mdb. 
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Type the name and location of the database and then click OK. 

If you have a Security Reporting Center server installed, you can also load the scan results from the SRC 

database by specifying the server name and port (see the Security Reporting Center manual for details). If the 

SRC server requires different logon credentials, specify them on this page. 

 

Once DriveLock has opened the database, you can select from the following categories to display the data: 
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 Computers 

 Devices by computer 

 Drives by computer 

To open a category, double-click it or select the category and then click Display selected scan results. 

The computer listing contains the computers that were scanned and the number of the drives and devices 

detected on each computer during the scan. 

 

Click Details to view additional information about the computer. 
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Use the other two categories to view detailed information about the drives or devices that were detected on 

each computer. 

 

 

Click <all> to display all devices or drives discovered during the scan. 

Click the name of a computer to display the devices or drives that were ever connected to that computer. 
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The right pane displays the devices and vendor or product names, depending on the category you are viewing. 

DriveLock also displays the date and time when the drive or device was used for the first time and when it 

was most recently accessed. DriveLock determines the values for First used and Last used from the creation 

and modification dates of the registry keys for the devices. 

To display detailed information about a device or drive, double-click the item or select it and then click 

Details. 
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3 Locking Drives and Devices 

As the product name implies, the core function of DriveLock is to lock drives and devices. This chapter 

describes how to configure all settings related to this function. Even though there are many different types of 

devices, DriveLock is easy to configure and once you get used to the basics, you will be able to easily 

configure how to control the use of any type of device. 

This manual uses a local policy as an example to illustrate the steps required to lock all USB-connected 

drives, to enable the use of selected memory sticks and to introduce the functionality of file filters and 

shadowing. As a device locking example, this manual shows how to adjust setting for Windows Mobile devices 

and how to allow a specific Windows Mobile device to connect to the computer, again by referring to a local 

configuration. Most steps also apply to other types of drives or devices. Differences that may exist for other 

types of devices will be pointed out along the way. 

 

Configuring Agents by using a Group Policy or a configuration file uses the same 

settings as those used in a local policy. There are no differences between these 

methods, except in how you deploy the settings to the Agents. The manual 

òDriveLock Planning ð Installation ð Deploymentó contains more information about 

policy deployment. 

3.1 Basic Principles 

It is important to understand that DriveLock uses whitelist rules. After activating drive or device locking, by 

default any device or drive is blocked (the òfirewalló is up and running and nothing is allowed to pass through). 

You need to define any exception to the blocking of drives and devices separately by creating a whitelist rule. 

This means that you must define a whitelist rule for each drive or device (or groups of similar drives or 

devices) that you need to use on a computer. If a drive or device is not recognized by the DriveLock Agent as 

being listed in a whitelist rule, DriveLock blocks the device and it canõt be used. This ensures that any new 

devices that are introduced into your network by users are automatically blocked until you explicitly allow 

their use. 

Based on this basic principle, to complete a DriveLock configuration you should first create any required 

whitelist rules and then enable the locking of drives and devices. 
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Whitelist rules define which devices are accessible even while other devices or drives of the same type can 

remain locked. To allow for maximum granularity without unnecessary administrative overhead, you can 

define drive whitelist rules for different scopes of drives (rules are evaluated starting with rules that have a 

broad scope, continuing towards more detailed rules: 

 Drive Class (for example, all floppy disks) 

 Size of the drive (for example, all drives larger than 128 MB) 

 Vendor (for example, SanDisk) 

 Product ID (for example, Ultra II 1 GB Compact Flash) 

 Unique drive serial number 

You can define device whitelist rules for the following scopes: 

 Device class (for example, all Bluetooth transmitters) 

 Device bus (for example, all PCI network cards) 

 Hardware ID (for example, a specific smartcard reader model) 

In addition to the scope you can specify when and where a whitelist rule applies: 

 Does it apply to all computers or only to certain computers? 

 In which defined network environment is the rule activated? 

 At what time is the rule active (for example, only on Monday to Friday and between 9 A.M. and 

6 P.M.)? 

 Does the rule apply to all users, or does only a specific group of users have the right to use this drive 

or device? 

By using scopes, you can minimize the number of rules needed to implement your policy. (Computer 

templates can also be used to create policy rules. Computer templates are covered later in this chapter.) 

To enable policy enforcement for most types of devices you also need to enable locking for the device class 

(i.e. you have to activate the òfirewalló). This is covered in the next chapter. 

 

During an evaluation of DriveLock you may enable drive and device locking first and 

afterwards define some whitelist rules to enable specific devices. In a production 

environment it is recommended to create all required whitelists rules before 

activating drive or device blocking. 
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3.2 Locking Drives 

3.2.1 Enabling drive locking 

DriveLock can detect all types of drives which Windows recognizes as removable drives or fixed disks. This 

includes the following types (classes): 

 Floppy disk drives 

 CD-ROM/DVD drives 

 USB connected drives 

 Firewire (1394) bus-connected drives 

If a removable drive is connected by using another interface, DriveLock treats it as the type òOther removable 

driveò. DriveLock can also lock CD/DVD drives that have CD/DVD burning capabilities. 

In addition, you can define how the DriveLock Agent works in a Terminal Services environment when using an 

RDP or ICA-based client. 

To enable drive locking, open the DriveLock Management Console and then in the console tree in the left 

pane click òLocal policy Ą Drives Ą  Removable drive lockingó. 
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To open the configuration dialog box for USB drives, in the right pane click òUSB bus connected drivesó. 

 

Use the tabs in this configuration dialog box to configure settings that apply to all USB drives connected to the 

computer. 

 

The configuration dialog is almost identical for all drive types, except for the 

following: 

 Because you cannot assign a drive letter to a floppy disk or CD-ROM/DVD 

drive, this tab does not exist in the dialog boxes for floppy disk and CD/DVD 

drives. 

 In the CD-ROM/DVD drive dialog box you can disable the CD/DVD burning 

capability on locked drives when the Agent is running on Windows XP or 

later. 

To enable locking of all USB drives on this computer, select òDeny (lock) for all users (default)ó and then click 

OK. 



  DriveLock Manual 

  

 

 31 Version 5.5 

 

To lock USB drives, it is not required (and not recommended) to lock down the 

device class òUSB controlleró. If you do so, all USB-connected devices are disabled 

and you cannot utilize any of the fine-grained controls that DriveLock provides for 

USB drives. 

If you allow access to this type of drive, either for all users or for selected groups, you can also configure the 

type of access. This allows you to restrict access for certain users or group to read operations only. 

 

A note on floppy disk drives: When using read/write permissions on a floppy disk 

drive, DriveLock needs to load a file filter after you insert a disk. The Windows 

operating system does not reliably notify applications, such as DriveLock, of disk 

insertions, so DriveLock must perform this check itself. To do so, DriveLock must 

check the floppy disk drive at regular intervals (so called òpollingó) to determine 

whether a new floppy disk has been inserted. Unfortunately, this checking may 

cause the drive to emit a clicking sound. To avoid this, either do not use any file 

filter rules for floppy disk drives or deactivate floppy disk drive polling (under 

Advanced Drive Setting, visible in classic MMC view only). If you deactivate polling, 

the file filter does not work correctly on some floppy disk drives. 

To specify which drive letters are assigned to drives of this type that are connected to a computer, on the 

òDrive lettersó tab select one or more drive letters from the list. 
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You can also specify drive letters in a whitelist rule. 

Configuring user access permissions and the settings on other tabs are covered in the chapter òUser 

permissionsó. 

3.2.2 Creating drive rules 

You can use four types of drive whitelist rules: 

 Vendor/Product ID rule: Applies to a drive based on its manufacturer, model or serial number (for 

example a Kingston 1 GB USB flash drive with a specific serial number) 

 Drive size rule: Applies to a drive based on its size 

 Base rule: Applies to any of the five main drive types (use this type of rule to specify time limit or 

computer restrictions for all drives of the same type) 

 Terminal services rule: Applies to specific drive letters in a terminal server client session, including 

mapped local drives on thin clients. 

Rules are processed in the following order, from highest priority to lowest priority: 
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 Vendor/Product ID rule (a rule with a serial number has a higher priority than one without a serial 

number) 

 Drive size rule 

 Base rule 

 General locking setting 

 

3.2.2.1 Vendor/Product ID rule 

Right-click Drive whitelist rule and then click òNew Ą Vendor/Product ID ruleéó. 

In the following dialog box, specify the drive to unlock or control. Type the vendor ID and product ID of the 

device if you know them. You can also specify an optional list of serial numbers to make the rule apply to only 

certain drives of the same model. 



  DriveLock Manual 

  

 

 34 Version 5.5 

  

 

Each drive contains information in its firmware about itself, such as the 

manufacturer, product name and serial number: 

 Vendor ID: Name or abbreviation of the drive manufacturer 

 Product ID: Model name, as defined by the manufacturer 

If you donõt know the identifying information of a drive, you can select the drive by clicking the òéò button next 

to Vendor ID. DriveLock will display a dialog box that you can use to select a drive that is currently attached to 

the administration workstation, to a client computer, or that is listed in the Device Scanner database. 

DriveLock automatically adds the serial numbers of drives you add using this method to the dialog box. 
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To add a locally atached drive, select this drive and then click OK. 

If you need information about other drives, you can connect to a remote client PC and select one of the drives 

installed on it. Select on agent and then type the name of the computer you want to connect to. This requires 

that the DriveLock Agent is installed and running on the remote computer.  

 

DriveLock reads the hardware information for the drive that is maintained by the 

Windows operating system. Therefore DriveLock can only display the drives in the 

format in which they appear to Windows. 

To establish a connection to a remote computer running Windows XP SP2 or higher with the Windows 

Firewall enabled, you must configure the firewall settings to allow incoming connections from TCP Port 6061 

(default) and the program òDriveLockó. 

 

When connecting to the local computer, blocked removable drives are not be 

displayed. If you also want to view any blocked drives, select on agent and then type 

the name of the local computer. 

A more convenient way to get drive information is to use the results from a Device Scanner scan that has 

been completed in advance (see the Chapter òUsing the Device Scanneró for details). To do this, on the Device 

scanner database tab, select the appropriate computer, vendor and product ID. 
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3.2.2.2 Drive size rule 

Use a drive size rule to control drives based on their capacity. 

 

Specify the drive size, and under òActivate this rule on drives connected to the following busesó select one or 

more of the bus types that the drives you want to control are attached to. 
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If you activate the rule for ATA/SCSI it also applies to local hard drives. If you lock a 

local hard drive by mistake, you must start the computer in Safe Mode and reverse 

the configuration setting. This requires that the DriveLock Agent is not configured to 

start in Safe Mode (under òAdvanced DriveLock Agent settingsò). 

3.2.2.3 Base rule 

Use a base rule to define exceptions for all drives of the same type. Use this rule to specify time limits, 

computer restrictions or network restrictions for a type of device. Base rules are appropriate if the rules donõt 

need to be device-specific or based on drive size. 

 

3.2.2.4 Terminal services rule 

Controlling drives in a terminal server session is somewhat different from locking drives on desktop 

computers. Operating system limitations prevent the application of fine-grained whitelist rules to mapped 

drives in a terminal server session. To control the use of such drives you have to first configure your terminal 

server environment to always use the same drive letters for certain drive types (for example, USB drives). 

Next, use a terminal services rule to configure permissions and time restrictions that DriveLock applies to 

these drive letters. 
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Select a drive letter and the appropriate client protocol used in your environment. 

The tabs òPermissionsó and òTime limitsó are described in the next chapter. 

3.2.3 More drive whitelist rule settings 

The tabs òPermissionsó, òTime limitsó, òComputersó, òNetworksó, òDrive lettersó, òMessagesó, òOptionsó and 

òCommandsò are available for all types of drive whitelist rules and therefore described in this section. 

Settings on the òFilter / Shadowó tab are described in the sections òUsing a file filter templateó and 

òConfiguring Shadow Copies in Drive Whilelist ó of this manual. 

3.2.3.1 User permissions 

To configure user access, on the òPermissionsó tab define how users can access the drive. 

Select one of the following options: 

 Allow: Every authenticated user can access this drive. 

 Deny (lock) for all users: Nobody can access this drive, it is completely locked. 

 Deny (lock), but allow access for defined users and groups: The drive is locked, but the specified 

users or groups are allowed to use the drive either in read only mode or with write permissions. 
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Click Add to add a user or group to the list, and then specify whether the user or group can copy files to the 

drive or only read data from it. To remove a user or group from the list, select the user or group and then click 

Remove. 

3.2.3.2 Time limit settings 

If you want a rule to be active only during a certain time (for example only on Wednesdays or on weekdays 

between 9 A.M. and 5 P.M.) you can specify time limits for the rule. You can also specify start and dates for a 

whitelist rule. 
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First select the appropriate time block or blocks by clicking one or more rectangles, an entire column or a row, 

and then click òRule activeò or òRule not activeò. 

3.2.3.3 Settings for Computers 

On the òComputersó you specify the computers on which a whitelist rule is applied. 
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Select from the following options: 

 Activate this rule on all computers 

 Activate this rule only on the specified computers 

 Exclude specified computers from this rule 

Click Add to add more computers to the list. 

3.2.3.4 Network settings 

On the Network settings tab you specify whether the rule is applied only in certain network locations. For 

more information about network locations, see the chapter òConfiguring Network Locations and Configuration 

Settingsó. 
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Select from the following options: 

 Activate this rule in all network locations 

 Activate this rule only in the specified network locations 

 Exclude the specified network locations from this rule 

Click Add to add more defined network locations to the list. 

3.2.3.5 Assigning drive letters 

Use this option to define which letters are assigned to the specified drive when it is connected to the 

computer. 

If you select multiple drive letters the DriveLock Agent automatically assigns the first available drive letter 

from the list. 
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Be careful not to select drive letters that are currently in use, such as drive letters 

used for network shares or home directories. 

3.2.3.6 Defining custom notification messages 

You can define a custom user notification message for each whitelist rule. Unless specified otherwise, 

DriveLock will display this message when it denies access to a drive because of the whitelist rule. 
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Select the òDisplay custom message in user notificationó checkbox to activate the user notification message 

for the whitelist rule. 

In the text edit box, type the message. DriveLock will display this message regardless of the client computerõs 

language setting. If you use this type of notification message, DriveLock displays a key icon near the top left 

corner of the text edit field. 

If you have defined multilingual messages you can select this message type instead. To select a multilingual 

message, click the òdown arrowó button and then on the drop-down menu click òSelect multilingual 

messageó. 
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Multilingual messages contain separate messages in multiple languages for the same notification. Before 

you can use such a message, you must define it in the Global configuration section of the policy. When you 

select a multilingual notification message, DriveLock displays the text in the language of the currently logged-

on user. 
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Click the message and then click OK. 

 

If you use this type of notification message, DriveLock displays a speech bubble icon near the top left corner 

of the text edit field. 

 

For information about how to create multilingual messages, refer to the section 

òConfiguring Multilingual Notification Messagesó. 

To also display the message when a user connects a drive and the rule allows access, select the  òAlso display 

message when access is grantedó checkbox.  

To not display any notification message when this rule is activated, including any default language message 

that you defined for all drives, select the òDisplay no message when rule is activatedó checkbox. 

To not generate any audit events when this rule is activated, select the corresponding check box. 
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3.2.3.7 Additional options 

 

Select the checkbox òRequire drive to be encryptedó to control whether removable drives must be encrypted. 

If you select this option, DriveLock lets users only access encrypted removable drives; unencrypted drives are 

locked. You can also select whether a user will be prompted to encrypt an unencrypted removable drive when 

the user connects it to the computer. 

If you select the òStrict checking for encrypted mediaó checkbox, DriveLock treats a removable drive as being 

encrypted only if it contains no files other than the following three: 

 *.DLV (required): A DriveLock encrypted container file. The drive must contain exactly one encrypted 

container file to be treated as an encrypted drive by DriveLock. 

 DLMobile.exe (optional): The DriveLock Mobile Encryption Application. 

 Autorun.inf (optional): A file that instructs Windows to start the Mobile Encryption Application when 

the drive is inserted. 

For more information about DriveLock encryption, refer to the document òDriveLock Encryption Guideó. 
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If the option òAutomatically encrypt unencrypted mediaó is selected and you 

connect an unencrypted removable drive that already contains files, DriveLock 

deletes the existing files and creates an empty encrypted container file. Before 

deleting any files, DriveLock displays a warning message. In DriveLock 5.0 Service 

Pack 1, DriveLock adds files that are already on the drive to the new encrypted 

archive instead of deleting them. Starting with DriveLock 5.5 administrators can 

configure whether existing files will be retained or deleted under the settings for 

enforced encryption. 

The option òRequire drive to be encryptedó is not available for CD drives. 

Select òRequire media authorization on this driveó to only unlock a drive when it contains authorized media. 

Refer to the section òUsing Media Authorizationó for more information about this feature. 

3.2.3.8 Specifying commands 

DriveLock can run a command that you specify each time one of the following events occur for a drive that a 

rule applies to: 

 A drive is connected to the computer and is locked by the Agent 

 A drive is connected to the computer and is not locked by the Agent 

 A drive is disconnected from the computer 
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A command can be any program that you can run from a command line, including program files, (.exe), Visual 

Basic scripts (.vbs) and scripts for the new Windows PowerShell. 

Common examples for actions you can perform by using a script are: Every time a specific external hard disk 

is connected to the computer, a backup script copies files from the internal hard disk to the external drive 

without requiring any user interaction. A PowerShell script can copy images from a digital camera to a 

network share automatically each time a camera is connected to the computer. 

 

To start a VB script, you must type the complete path to the script file (for example, 

òcscript C:\ Program Files\ scripts\ myscript.vbsó). 

You can use variables in commands and scripts that the Agent replaces with the actual values when running 

the command: 
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%LTR% Letter assigned to the drive 

%NAME% Display name of the drive 

%SIZE% Size of the drive 

%USER% Name of the user who is logged on 

%PRODUCT% Product ID of the drive 

%VENDOR% Vendor ID of the drive 

%FILESTG% Path to a file in the Policy file storage 

 

To insert a variable into the command line, at the cursor position where you want the variable to appear, click 

ò<ó and then click the variable to insert. 
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Click the òéóbutton to select a file name and insert it at the cursor position. You can select a file from the 

following locations: 

 The  file system on the local computer 

 The DriveLock Policy file storage 

 

The DriveLock Policy file storage is a file container that is stored as part of a Local 

Policy, Group Policy Object or a DriveLock configuration file. The Policy file storage 

can contain any file, such as a script that must be deployed to DriveLock Agents 

automatically along with the configuration settings. For details on how to import 

files into the Policy file storage and how to use these files, refer to the section 

òUsing the DriveLock Policy File Storageó. 

Files in the Policy file storage are prefixed with an asterisk (*).  
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You can also specify whether the command is run using the local System account or the account of the user 

who is logged on at the computer when the command is run. 

3.2.4 General drive locking settings 

Several general settings apply to drive locking. To configure these settings, under Drives, click Settings. 
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3.2.4.1 Global security settings for controlling drives 

To enable access to locked drives for members of the Administrator group regardless of whether a drive is 

locked due to a general configuration or a whitelist rule, click Always allow access to administrators. 
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Select òEnableó to enable this function. 

To specify which users can format or eject removable media, click Format and eject removable media. 
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Click Add to add users or groups to the list. To remove a user or group from the list, click the user or group, 

and then click Remove. 

3.2.4.2 Configuring user notification messages for locking drives 

DriveLock displays a notification message when a drive is connected to the computer and locked if you have 

enabled popup windows (as described in the section òTaskbar notification area settingsó). To define the 

content of such messages, click Custom user notification messages. 

 

If you have configured multilingual messages for the current language, DriveLock 

will display the standard messages defined for this language instead of the 

message configured in this dialog box. For information about how to configure 

multilingual messages, refer to the section ò 

Defining languages and standard message textsó. 

 

Select the òShow custom messagesó checkbox to enable the messages specified on this dialog box. The drive 

locking message is displayed each time a drive is locked by the Agent. The other two messages are displayed 

when an Agent is temporarily unlocked. 

Type the message to be displayed to the user. Click the Test button to display a notification with the current 

message text on your computer. When the message is displayed, the Agent replaces the variables ò%TIME%ó 

and ò%DRV%ó with the current time and the name of the locked drive, respectively. 
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You can use some HTML-tags (for example ò<b>Text</b> ó) to format your 

message. 

3.2.4.3 Shadowing configuration 

For information about how to configure file shadowing, refer to the section òConfiguring Global Shadowing 

Settingsó.  

3.2.4.4 Advanced global settings for controlling drives 

To define the following three additional settings, click the corresponding links in the right pane: 

 Audit device insertion / removal / lock: When activated, DriveLock generates an audit event each 

time a drive is connected, removed or locked. 

 Unlock drives when service is stopped: When enabled, stopping the DriveLock service temporarily 

unlocks all drives. 

 Disable file filtering while drives are temporarily unlocked: When enabled, the Agent suspends file 

filter ing when an administrator temporarily suspends drive locking. 

Available options for configuring each of the global settings are Enable, Disable, and Not configured, as 

illustrated in the following dialog box. 
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3.3 Locking Devices 

3.3.1 Enabling device locking 

Procedures for locking devices are similar to those for locking drives. By default, DriveLock doesnõt monitor 

any devices other than drives, serial ports and parallel ports. You need to explicitly configure DriveLock to 

monitor devices belonging to any device classes it recognizes. When you enable locking of a device class, all 

devices of this class, including all devices connected to type of controller or port you lock, are blocked, except 

those that are allowed by a whitelist rule. 

DriveLock distinguishes between controllers, ports and devices. You can lock the following types of controllers 

and ports: 

 Serial (COM) and Parallel (LPT) ports 

 Bluetooth transmitters (interface) 

 Infrared interfaces 

 USB controllers 

 Firewire (1394) controllers 

 PCMCIA controllers 

You can lock the following types of devices: 

 Windows Mobile handhelds devices and Smartphones 

 Palm OS handheld devices and Smartphones 

 Scanners and cameras 

 Modems 

 Printers 

 Network adapters 

 Smartcard readers 

 Audio, video, and game controllers 

 Blackberry devices 

 Virtual devices (VMware) 

 Mobile phones 

 Human interface devices (for example, keyboards and mice) 

 Media player devices 

 Biometric devices 

 Software protection devices (dongles) 
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 Secure Digital Host controllers 

 Tape drives 

 PCMCIA and flash memory devices 

 IEC 61883 (AVC) bus devices 

 Media Center Extender devices 

 SideShow devices 

To enable device locking, in the DriveLock Management Console, in the console tree, click òLocal policy Ą 

Devices Ą Device class lockingó. 

 

Click Controllers and Ports or Devices to display the list of all device classes in that category. 
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Double-click a device class (such as Windows Mobile handheld devices and Smartphones) to open the 

configuration dialog box for that class. 
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The configuration dialog box is identical for all device types, except for serial and parallel ports. 

To activate locking of devices of the selected class, select the òEnable locking and auditing devices of this 

typeó checkbox. 

 

When you lock a device, the Windows Device Manager displays a yellow warning 

icon next to it. 

Also, in the configuration dialog box, you can specify whether events for devices in this class are audited. If 

selected, the DriveLock Agent sends event messages to destination you defined, such as the Windows 

Application Log and the Security Reporting Center. (For information about auditing, see the chapter òAuditing 

DriveLock Operationsó). 

To exempt system devices, such as network miniport drivers or UBS hubs from device locking, select the 

corresponding checkbox. To avoid configuring whitelist rules for such òsoftwareó devices, this option is 

enabled by default. If you disable this option, you must define whitelist rules for all system devices that are 

required for normal computer operations. 

3.3.2 Creating device rules 

You configure whitelist rules for devices the same way as drive whitelist rules. The following example 

illustrates how to create a whitelist rule for a single Windows Mobile device. 

In the console tree, expand Devices, expand Device whitelist rules, expand Devices, right-click Windows 

Mobile handheld devices and Smartphones, and then click òNew Ą Device or busó. 
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In the òNew white list rule Propertiesó dialog box, configure the settings for locking the device. 
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In the description field, type a name for the rule. To record additional information about the rule, you can type 

a comment in the Comment field. 

Define the scope of the rule by identifying the device. To specify all devices of the selected type that are 

connected to a specific hardware bus, select Bus and then select the bus from the dropdown menu. 

 

When you specify a bus in a whitelist rule, the rule is activated when a device in the selected class (for 

example, Windows Mobile handhelds and Smartphones) is connected to the computer using the selected bus. 

 

Example: To enable all PCI network cards in a computer, create a new whitelist rule 

for network adapters and select òPCIó bus as the identifier. This enables all internal 

network adapters connected to the PCI bus while locking all network adapters that 

are connected to an external bus, such as PCMCIA and USB. 

If no predefined device bus matches your needs, specify a new adapter type by typing the bus identifier in the 

corresponding field. 

In some cases whitelist rules can conflict with each other. In such cases, DriveLock uses the following rules to 

determine whether a drive is locked or access is allowed: 

 Bus locked and device allowed Č device allowed 

 Bus locked and device locked Č device locked 
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 Bus allowed and device locked Č device locked 

 Bus allowed and device allowed Č  device allowed 

If a device or bus is locked by one rule and access is allowed by another, access to the device or bus is 

allowed. 

Rules that are defined by using computer templates are processed the same way as manually created 

whitelist rules. 

For more granular device control you can create rules for devices with a specific hardware ID and compatible 

IDs. Each device has a unique hardware ID. In addition Windows maintains a list of compatible hardware IDs. 

Windows uses this hardware ID and any compatible IDs to find a driver for the device when it is connected to 

a computer. Most hardware IDs can also contain a revision number that is assigned by the manufacturer but 

which is not used when selecting the device driver. If a hardware ID contains a revision number, Windows 

uses one of the compatible IDs that does not contain the number. 

To specify a device, type its hardware ID in the corresponding field. You can find the hardware ID in the 

Windows Event Log or in the registry of the computer. 

 

Ensure that no blank spaces precede or follow the hardware ID. 

To determine the hardware ID more easily, click òéó next to the hardware ID field and then use the built-in 

hardware database or Device Scanner scan results to find the device. 
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Select currently installed local devices or connect to an Agent running on another computer to obtain a list of 

devices currently connected to that computer. 

Click Refresh to display recently connected devices. Palm or Windows Mobile-based handheld computers are 

usually connected to the computer while the HotSync or ActiveSync process is running. 

Select òHide system devicesó to hide all Windows system devices, which are not locked by default (as 

determined by the option òDo not lock system devicesó in the device class configuration dialog box). 

Additionally, click the Hardware database or Device Scanner database tabs and then select a device from the 

list. 

  

See the chapter òScanning Your Network with the Device Scanneró for information about the Device Scanner. 

The hardware database contains information about all devices for which drivers are included with the 

operating system. DriveLock provides access to this list to make it easy to configure devices, but CenterTools 

has no control over this list. You can add devices to the hardware database by using an INF file that contains 

information about the device. Such .INF files are typically included with device drivers that hardware 

manufacturers include with their products. 

To import new device data from an .INF-file into the database, click Import. 
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Select whether to import data from a single file or from all .INF-files in a directory, and then select the file or 

directory. 

3.3.3 Additional device whitelist rule setting 

3.3.3.1 User permissions 

To configure user access, click the òPermissionsó tab and then define how user can access the device. 

Select one of the following options: 

 Allow: Any authenticated user can use this device. 

 Deny (lock) for all users: No user can use this drive, it is completely locked. 

 Deny (lock), but allow access for defined users and groups: The device is locked, but the specified 

users or groups are can use the device. 
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Click Add to select a user or group to add to the list. To delete an entry from the list, select the entry, and then 

click Remove. 

3.3.3.2 Time limit settings 

If you want a rule to be active only during a certain time (for example only on Wednesdays, or on weekdays 

between 9 A.M. and 5 P.M., you can specify time limits for the rule. You can also specify start and end dates 

for a whitelist rule. 
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First select the appropriate time block or blocks by clicking one or more rectangles, an entire column or a row, 

and then click òRule activeò or òRule not activeò. 

3.3.3.3 Settings for Computers 

The òComputersó tab lets you define the computer(s) on which a whitelist rule is applied. 
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Select from the following options: 

 Activate this rule on all computers 

 Activate this rule only on the specified computers 

 Exclude specified computers from this rule 

Click Add to add more computers to the list. 

3.3.3.4 Network settings 

On the Network settings tab you configure whether the rule is applied only in certain network locations. For 

more information about network locations, see the chapter òConfiguring Network Locations and Configuration 

Settingsó. 
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Select from the following options: 

 Activate this rule at all network locations 

 Activate this rule only at the specified network locations 

 Exclude the specified network locations from this rule 

Click Add to add more defined network locations to the list. 
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3.3.3.5 Additional options 

 

Select the òDisplay custom message in user notificationó checkbox to activate the user notification message 

for the whitelist rule. 

In the text edit box, type the message. DriveLock will display this message regardless of the client computerõs 

language setting. If you use this type of notification message, DriveLock displays a key icon near the top left 

corner of the text edit field. 

If you have defined multilingual messages you can select such a message instead. To select a multilingual 

message, click the òdown arrowó button and then on the drop-down menu click òSelect multilingual 

messageó. 
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Multilingual messages contain different messages in multiple languages for the same notification. Before you 

can use such a message you must define it in the Global configuration section of the policy.  When you select 

a multilingual notification message, DriveLock displays the text in the language of the currently logged-on 

user. 

 

Click the message and then click OK. 
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If you use this type of notification message, DriveLock displays a speech bubble icon near the top left corner 

of the text edit field. 

 

For information about how to create multilingual messages, refer to the section 

òConfiguring Multilingual Notification Messagesó. 

To display the same message when a user connects a drive and the rule allows access, select the òAlso 

display message also when access is grantedó checkbox.  

To not display any notification message when this rule is activated, including any default language message 

that you defined for all drives, select the òDisplay no message when rule is activatedó checkbox. 

To not generate any audit events when this rule is activated, select the corresponding check box. 

3.3.4 General device locking settings 

To configure some general settings for locking devices, click Settings, as shown in the following picture. 



  DriveLock Manual 

  

 

 73 Version 5.5 

 

3.3.4.1 Configuring user notification messages for locking devices 

DriveLock displays a notification message when a device is connected to the computer and locked if you have 

enabled popup windows (as described in the section òTaskbar notification area settingsó). To define the 

content of such messages, click Custom user notification messages. 

 

If you have configured multilingual messages for the current language, DriveLock 

will display the standard messages defined for this language instead of the 

message configured in this dialog box. For information about how to configure 

multilingual messages, refer to the section ò 

Defining languages and standard message textsó. 



  DriveLock Manual 

  

 

 74 Version 5.5 

 

Select òShow custom messagesó to enable the messages specified on this dialog box. The device locking 

message is displayed each time a device is locked by the Agent. 

Type the message to be displayed to the user. Click the Test button to display a message with the current text 

on your computer. When the message is displayed, the Agent replaces the variable ò%DEV%ó with the actual 

name of the locked device. 

 

You can use certain HTML-tags, such as ò<b>Text</b> ó to format a message. 

3.3.4.2 Advanced global settings for controlling devices 

To define the following two additional settings, click the corresponding links in the task view: 

 Restart devices when logged-on user changes: When activated, each time a new user logs onto the 

system, DriveLock restarts all devices. 

 Audit device restart: When activated, DriveLock generates audit events each time a device is 

restarted. 

Available options for configuring each of global settings are Enable, Disable, and Not configured, as shown in 

the following dialog boxes. 
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3.4 Configuring File Filters 

Use file filters to control the access to specific file types in removable media rules and drive whitelist rules. 

File filters control which types of files users can read or write. For example, you can create a file filter 

template with read permissions for .jpg files and write permissions for .doc files. A single file filter template 

can include multiple permissions entries to match your security requirements. 

DriveLock can check the headers of files to ensure that a fileõs extension matches the file type thatõs 

indicated by the extension. For example, it can check whether a file with a .doc extension is really a Microsoft 

Office file and not a graphics file that a user renamed. Note that some file formats share the same file header 

such as some Microsoft Office, while others have no file header at all or a variable file header. 

After you have configured a file filter template, you can use it in a drive class ora drive whitelist rule. 
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3.4.1 Creating a new file filter template 

 

In the console tree, expand Drives, right click File filter templates and then click New Ą Template 
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In the description field, type a name for the template. If desired, type a comment. 

Click the Read filter tab. 

 

The file extensions specified on this page are checked when a file is copied or read from a drive. 

To allow all file extensions, select òAllow all filesó. To allow only certain file types, select òAllow only defined 

extensionsó. To block certain files, select òDo not allow defined extensionsó. 

Click Add to add one or more file extensions to the list. 
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Select or type or the appropriate file extension, and then click OK to add the file extension to the list. 

Click the Write filter tab. 
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The file extensions specified on this page are checked when a file is copied or written to a drive. 

To allow all file extensions, select òAllow all filesó. To allow only certain file types, select òAllow only defined 

extensionsó. To block certain files, select òDo not allow defined extensionsó. 

Click Add to add one or more file extensions to the list. 

Click the Audit tab. 

 

The file audit settings define when an audit event is generated. Configure  the audit settings to match your 

audit policy. 

Audit events can be sent to the Windows Event Log and, if configured, to the DriveLock Security Reporting 

Center (SRC). 

 

File auditing can impact system performance. Also some user actions may 

generate multiple audit events. For example, opening a Word document may 

generate three separate events because Word reads the file, writes some 

information to it (last time accessed) and then reads the file again. 
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Settings on the tabs Shadow and Exceptions are explained in the section òConfiguring Shadow Copies in Drive 

Whilelist ó 

Select the Usage tab to view the drive whitelist rules that use the current template. 

 

3.4.2 Using a file filter template 

Use a filter template to configure filter settings for one of the drive classes or a single drive whitelist rule. 

To assign a filter template to a rule, open the Properties dialog box for the rule, and then click the 

Filter/Shadow tab. 
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Select òFilter fileséó to enable file filtering and then assign an existing file filter using the drop-down menu. 

To assign a filter to a whitelist rule, open the rule and then click the Filter/Shadow tab. 
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By default a whitelist rule uses the filter settings you configured for  the corresponding drive class. To 

configure a different filter, clear the òUse filteringéó, check òFilter fileséó checkbox, and then select a filter 

template from the drop-down list. 

3.4.3 Defining file types 

DriveLock includes built-in file type definitions for many common file formats. You can define file types for 

additional file extensions by defining the content of these files. 
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Before you can use built-in definitions you must generate a list that contains the file extensions that are 

recognized by Windows on your computer. To create this list, right-click File type definitions and then click All 

Tasks Ą Create built-in definitions. 

To create a new file type, right-click File type definitions, and then click New Ą File type definition. 

To change the definition of a file type in the list, double-click it. 
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Click Add to add one or more file extensions to be included in the file type definition. 

Click the Type definition tab. 
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DriveLock can validate a file by checking its content or by using a custom Dynamic Link Library (DLL). Such 

custom DLLs contain code that you design to check the contents of a file. 

Click Add, Remove or Edit to edit the list of content check conditions. 

 

A content check conditions contains an offset (a hexadecimal value) and a content value that you can specify 

as text or as hexadecimal byte values. DriveLock automatically calculates the length. Click OK to save 

changes. 

Configure whether a file must match all conditions or only one of them needs to be validated. 

To use a Dynamic Link Library that you have developed, type the full path for the DLL file and the function 

name. 

Click OK to save the changes. 

3.5 Using Media Authorization 

Use the Authorized Media option to unlock specific media even though CD/DVD drives are locked. For 

example, you can allow the use of a DVD containing training videos while blocking the use of all other DVDs. 

When creating a new òAuthorized Mediaó rule for a permitted disk, DriveLock calculates a unique identifying 

òhash valueò from the CD and unlocks the disk when this value matches the hash value of an authorized disk. 

Because the hash value changes when any data on the disk changes, you can use media authorization only 

for disks that are not writeable, but not for writable removable drives such as USB flash drives. Therefore 

òAuthorized Mediaó rules should only be used for read-only media (CDs/DVDs). 
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3.5.1 Creating a new rule for authorized media 

In the console tree, expand Drives, and then click Authorized media. 

 

Right-click Authorized Media and then click New Ą Authorized media. 
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The New authorized media Properties Dialog box opens. 

 

Type a description and an optional comment describing the Authorized Media rule. 

DriveLock includes two predefined rule types, Audio CD and Video CD/DVD. Use these rules to authorize the 

use of audio and video disks, respectively. To create a custom rule for a specific disk, click òSpecific mediaó. 

Click Read media information to calculate the hash value of the disk you want to allow. 

 

Select the drive with the CD or DVD you want to allow, and then click OK. 
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3.5.2 Configuring permissions for specific users or groups 

To configure access for specific users and groups, click the òPermissionsó tab. 

Select one of the following options: 

 Allow: Every authenticated user can access this disk. 

 Deny (lock) for all users: Nobody can access this disk, it is completely locked. 

 Deny (lock), but allow access for defined users and groups: The disk is locked, but the specified users 

or groups are allowed to use the disk either in read only mode or with write permissions. 

 

Click Add to add a user or group to the list, and then specify whether the user or group can copy files to the 

media or only read data from it. To remove a user or group from the list, select the user or group and then 

click Remove. 

3.5.3 Time limit settings 

If you want a rule to be active only during a certain time (for example only on Wednesdays, or on weekdays 

between 9 A.M. and 5 P.M., you can specify time limits for the rule. You can also specify a start and/or end 

date for a whitelist rule. 
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First select the appropriate time block or blocks by clicking one or more rectangles, an entire column or a row, 

and then select òRule activeò or òRule not activeò. 

3.5.4 Settings for computers 

The òComputersó tab lets you define the computers to which a whitelist rule applies. 
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Select from the following options: 

 Activate this rule on all computers 

 Activate this rule only on the specified computers 

 Exclude specified computers from this rule 

Click Add to add more computers to the list. 

3.5.5 Network settings 

On the Network settings tab you configure whether the rule is applied only in certain network locations. For 

more information about network locations, see the chapter òConfiguring Network Locations and Configuration 

Settingsó. 
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Select from the following options: 

 Activate this rule at all network locations 

 Activate this rule only at the specified network locations 

 Exclude the specified network locations from this rule 

Click Add to add more defined network locations to the list. 
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3.5.6 Additional options 

 

Select the òDisplay custom user notificationó checkbox to activate the user notification message for the 

whitelist rule. 

In the text edit box, type the message. DriveLock will display this message regardless of the client computerõs 

language setting. If you use this type of notification message, DriveLock displays a key icon near the top left 

corner of the text edit field. 

If you have defined multilingual messages you can select such a message instead. To select a multilingual 

message, click the òdown arrowó button and then on the drop-down menu click òSelect multilingual 

messageó. 
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Multilingual messages contain different messages in multiple languages for the same notification. Before you 

can use such a message you must define it in the Global configuration section of the policy. When you select 

a multilingual notification message, DriveLock displays the text in the language of the currently logged-on 

user. 

 

Click the message and then click OK. 
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If you use this type of notification message, DriveLock displays a speech bubble icon near the top left corner 

of the text edit field. 

 

For information about how to create multilingual messages, refer to the section 

òConfiguring Multilingual Notification Messagesó. 

To display the same message when a user connects a drive and the rule allows access, select the  òAlso 

display message when access is grantedó checkbox.  

3.6 Using Computer Templates 

Use computer templates to allow access all standard devices on a computer model. 

Access to devices that you include in a computer template is always allowed without requiring you to create 

separate device whitelist rules for them. 
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You can base a computer template on devices in the DriveLock hardware database or on the devices currently 

connected to your own computer. The built-in hardware database already contains information about many 

popular and widely deployed computer-models. 

 

You can also create a template based on device types. Use this method to define a 

collection of devices that you want to allow or deny access to, such as a pool of 

scanners. 

To display all devices that are allowed because of templates you have configured along with any whitelist 

rules, right-click Device whitelist rules and then click Show template rules. Use the rule icon to distinguish 

between the two types of rules. 
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3.6.1 Creating a new computer template 

 

To create a new computer template, right click Computer templates and then click New Ą Template. 

 

3.6.1.1 Creating a computer template based on the local computer 

Select Local System as the template source and then click OK. 
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Type a name for the computer template (for example the computer name or type). 

Click the Device tab to have DriveLock detect all devices that are currently connected to your computer and 

add them to the device list. 

Refer to the section òWorking with computer templatesó for information about how to add additional devices 

and configure permissions. 

3.6.1.2 Creating a computer template based on a remote computer 

The steps for creating a computer template from a remote computer are almost identical to those for creating 

a template from local information. 

To create a template based on a remote computer, the DriveLock Agent must be installed and running on that 

computer. 

Select Remote agent on computer, type the name of the remote computer, and then click OK. 
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To establish a connection to a remote computer running Windows XP SP2 or later 

with the Windows Firewall enabled, you must configure the Windows Firewall to 

allow incoming connections from TCP Port 6061 (default) and access by the 

program òDriveLockó. 

Click the Device tab to have DriveLock detect all devices that are currently connected to your computer and 

add them to the device list. 

Refer to the section òWorking with computer templatesó for information about how to add additional devices 

and configure permissions. 

3.6.1.3 Creating a pre-defined template from the database 

Use a pre-defined template from the hardware database to create a new template that is based on built-in 

information or information based on a previous scan. 
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Check Pre-defined template from database and then click OK to open the hardware database. 

 

Select the existing template that you want to use, and then click OK. 

DriveLock reads the template information from the database and adds them to the templateõs device list. 

Refer to the section òWorking with computer templatesó for information about how to add additional devices 

and configure permissions. 

3.6.1.4 Creating an empty template 

Check Create empty template and then click OK to create a new empty template. You can add device 

information to this template later. 
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On the device tab no device are listed. 

Refer to the section òWorking with computer templatesó for information about how to add additional devices 

and configure permissions. 

3.6.2 Working with computer templates 

Unless you created an empty template, DriveLock has automatically added devices to the template, either 

from the local computer, a remote computer or the built-in hardware database. 

Use the device list to edit, add or delete listed devices. 
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The type òinfo onlyó indicates that DriveLock recognizes the device but cannot lock 

this type of device. 

3.6.2.1 Editing a computer template device list 

Select a device and then click Properties to change its description, device class or type (bus or single device). 

 

Configuring the properties of a device that is part of a template is similar to configuring a device whitelist rule. 

See the section òCreating device rulesó for more information about configuring devices by using whitelists. 
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Click Disable to deactivate the selected device in the current template. The device remains in the template 

but is locked. You can later simply re-activate the device, if required. 

Click Add or Remove to add devices to or remove devices from a template. This procedure is identical to 

adding a device to or removing a device from a whitelist rule (see the section òCreating device rulesó for more 

information). 

3.6.2.2 Importing new devices into a computer template 

To import devices into a template, click Import and then select a source to import device data from. 


