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O About ThisDriveLock

Documentation

0.1 Content

DriveLockhelps youmake your client environment more secure. It is easy tase, easy to implement and easy

to maintain. In this document you will find information about

e How to scan for currently or previously attached drives and devices by using the Device Scanner
(Chapter2).

e Howto lock drives and devices and alloveontrolled accessby using whitelist rules Chapter3).

e Howto use network profikes for dynamic rule assignment Chapter4).

e How to control the launching of applications on client computers (Chapté)

e Howto monitor data transfers by usingshadowingand file filtering (Chapter6)

e Howto integrate administration with day-to-day businesstasks (Chapter7).

e Howto monitor and audit DriveLock Agents(Chapters7.7 and 8).

Information about how to install DriveLock and how to deploy your configurationsettings is coveredin the
d o ¢ u m®nveLock Planningd Installation & Deploymen® Lt is recommended that you read this planning

document before you read this Administration Guide.

The doc Drivebath Endryption Guideé c otheeDriwLock removable media encryption and how to

use it.

T he do cbhrimetack FullDisk Encryption GuidecoversDriveLockFull Disk Encryptiorand how todeploy

and configureit.

For information about the SecurtyRe por ti ng Center , p |Develoek Sexcwity Rapdrtmg d o c u me

Center Manuab .

More information about DriveLock (such as video tutorials, white papers and other documentation) can be
found on the DriveLock Web sitevyww.drivelock.com).
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0.2 Document Conventions

Throughout this document the following conventions and symbols are used to emphasize important points
that you should read carefully, or menus, items or buttons you need to click or select.

- Caution This symbol means that you should be careful to avoi
. unwanted results, such as potential damage to operating systen
functionality or loss of data
J Hint: Useful additional information that might help you save time.
' Information: Additional information about the current topic
; N
-
italics Italics represent fields, menu commands, and crosseferences.
A fixedwidth typeface represents messages or commands typeq
C:\ >command at a command prompt.
Cancel Bold type represents a button that you need to click.
A plus sign between two keyboard keys means that you mug
ALT +R press those keys at the same time. For example, ALT+R mear
that you must hold down the ALT key while you press R.
A comma between two or more keys means that you must pres
ALT,R, U themconsecutivel y. For exampl e
first press the Alt key, then the R key, and finally the U key.
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1 Introduction

1.1 SecuringYour Networkwith DriveLock

CenterTools DrivelLock is a lightweight software solution that helps you secuyeur desktop computers. It has
a Multilingual User Interface (MUI), allowing you to select the desired language during installation or when

running the program.

DriveLock offers dynamic, configurable access control for mobile drives (floppy disk drives, -RDM drives,

USB memory sticks, etc.). DriveLock also lets you control the use of most other device types, such as

Bluetooth transmitters, Palm, Windows Mobile, BlackBerry, camerasmartphones, media devices and many

more. By configuring whitelist rules bsed on device type and hardware ID you can define exactly who can
access which device at which ti me. Removabl e drives ce
model and even serial number, allowing you to define and enforce very granular aceesontrol policies.

Additional features let you unlock specific authorized media and to define time limits and computers for
whitelist rul es. Aut horized administrators can even t

computer, if required, evenwhen the computer is offline and not connected to a network.

Installation of the client software (the DriveLock Agent) and policy deployment can be achieved easily by
using existing software deployment mechanisms or by using the Group Policy feature oftie Directory.
Alternatively, you can distribute policies using configuration files for standalone computers or in environments

without Active Directory (for example Novell).

DrivelLockd6s auditing capabilities, gwqgauphke smfdrmationtydu i t s f i
need to monitor and enforce policy compliance. By using the DriveLock Device Scanner you can detect any
drive or device that has been used in your network, even if it is not longer connected to the computer. The
DriveLock Agen doesndt need to be installed on the target cor

Encryption is another main feature of DriveLock. DriveLock can helpou secure sensitive information by
enforcing encryption when data is copied to removable drive¥ou canuse the DriveLock Full Disk Encryption
option to encrypt hard disks, including the system partition andto perform pre-boot authentication with single
sign-on to Windows. DriveLock can also erase sensitive datgpermanently and securelyby overwriting data

multiple times using one of several industrstandard algorithms.

The Security Reporting Center ( SRC) is DrivelLockds ce
consolidates all DriveLock events and Device Scanner results in a SQL Server databasdministrators can

then use this data to create dynamic reports for auditing and management purposes.

10 Version 5.5
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1.2 The DriveLockComponents

The following diagram shows the DriveLock components and how they communicate with each other:

™~
N

Security Reporting Center

1.2.1 The Agent

The DriveLock Agent ishe most important component of the DriveLock infrastructure. It implements and

enforces your policy settings and must be installed on every computer where you want to control removable

drives, devices or other settings. The Agent is a lightweight Windowsrvice that runs in the background and

maintains control over hardware ports and interfaces and enforces your security policy. To prevent

unaut horized access or bypassing of the security setti

are specifically authorized by you can access and control the service.

1.2.2 The DriveLock Management Console

You use the DriveLock Management Console to configure the security settings for your clients, manage your
environment and access other DriveLock componentsThis console is a Microsoft Management Console
(MMC) snagn so you can easily integrate it into existing MMC console files that administrators may have

already configured.
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The DriveLock Management Consoléets you create a local configuration for the corputer the console is

running on, to define configurations by creating and changing Active Directory Group Policy settings or to save
your settings to a configuration file that you can import on another computer. You can also monitor the status
of clients or access the DriveLock Agent on clients. Yotan use the Management Console to remotely unlock
an Agent by accessing it remotely, df if the Agent is not connected to a networR by creating an offline
access codethat a user can enter on the client compute. In addition, the Device Scanner and the Security
Reporting Centerif installed, are integrated into the DriveLock Management Console.

Only the Agent on a client computer and the Management Consoles running on an
admi ni strator 6s \wato dordfiguee tarid sescureayaueenviramenti

‘J, DriveLock does not include or require any central component to enfordmasic
policies.

1.2.3 The Security Reporting Center

The DriveLock Security Reporting Center (SRQgts you to consolidate DriveLock events on a&entral server
and create dynamic reportsfrom this data. You canuse the SRCto monitor the use of mobile drives, devices
and data transfers in aggregate or in detail. The SRC includesmulticlient functionality which allows
association of DriveLock everg or Agents with specific areas of responsibility for example, a specific group of
administrators is responsible for just onebusiness unit). This feature is further enhanced by the option to
assigngranular permissions for data queriesand report creation.

You can create eports aboutthe use ofremovable media anddevice connection attempts (both allowed and

blocked). In addition, you can create reports aboutvhich files have been writtento or read from removable

media. The settings in your DrieLock policy determine what types of dataare recorded. The SRGlso lets you

monitor your current DriveLock Agent environment and view the status of clients. For example, you can
identify computers that donot h a v |tly reporeed thefr status toithea st al | e c
SRC. If you use the Full Disk Encryption option, you can view the current status of the drive encryption (for
exampl e, ONot i nstall edlboftoese fundians ane thet ability towiewcstatistggas ng 6 ) . A
graphs makethe SRC a very powerfuinonitoring and reportingtool.

The Security Reporting Centeis not included in the discontinued DriveLock Basic
;(J Edition. Your license determines whether the SRC is available to you.

The SRC consists of three components: the SRC database the DriveLock Web services, which require
Microsoft Internet Information Server (lI$ 6.0, and the DriveLock Consolidator, which receives event
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messages from Agents and stores them in aMlicrosoft SQLServer database. All SRC componats can be

installed on a single serveor distributed across multiple servers.
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2 ScanningYourNetwork with the

Device Scanner

Before configuring rules itis helpful to gather information about which drives and devices are currently
attached to computers on your network and which onesvere preciously attached.To do this, youuse the

DriveLock Device Scanner.

The Device Scanner scans computers in your networbrfrecords of current and historic device and drive
usage and saves this information in a local database. If youse the Security Reporting Center, you can also
savethe scanning results in itscentral database.You can even scan computers wher¢he Drivelock Agentis

not installed.

B3 CenterTools DriveLock - [CenterTools Drivelock] g@@|
%4 File Action  View ‘Window Help J
€2 2

%4 CenterTools DriveLock ~

T Device Scanner M -
® Loco ob - anagement Console ( *™™"
= Local policy

?j Group Policy - DnVeI-“:k

ﬁ.; Configuration files . & )
- £, Operating - | Welcome to CenterTools DriveLock

_/ Drivelock gives you total control over wha can attach what to your computers, Data encryption ensures that
== data remains confidential even when a mobile storage dewice is lost, DriveLock fits into your existing IT
management infrastructure for easy and effective administration.

i The Drivelock Management Console is the central point For creating a device control company policy, testing
(7] fibouk Crivel ock... and fine tuning this palicy, as well as operating all DriveLock Agents deployed throughout the network,

@ About Encryption add-
Product overview

If vou are new ko DriveLock, read this short overview to learn about the threats fram
uncontrolled use of mobile devices and how Drivelock protects against these threats,

on...
@ About FUll Disk
Encryption...

Device Scanner

et started by scanning your network For drives and devices that are currently connected or
. were ever connected ko computers.

Mo Agent software needs to be installed on the computers that will be scanned.

Local policy.

Define and test a device contral policy using the local Agent and & local policy.

once you have finished testing, wou can export this configuration and import it as a Group Palicy
Object or configuration File.

Group Policy
The preferred method to deploy a DriveLock configuration is by using a Group Policy Object (GPO)
in Active Direckory,

Configuration files
If Group Policy cannot be used ko deploy the configuration, vou can use a configuration file
instead.

88 ® 76

Done

Whenthe scan has completed you cameview the results for unauthorized device useor to get an overview of

which devices have been used in your network so far.
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You can also use the data from a Device Scanner scan to creaitelists of
. allowed devices This makesan initial scan of your network an essential step in
preparing to configure DriveLock.

2.1 Using the Device Scanner

To administer DriveLock start the DriveLock Management Console. Start 4 Programs 4 CenterTools
DriveLock 4 DriveLock Configuration)

enterTools DrivelLock - [CenterTools Drivelock]

-'Jd File Action VYiew ‘Window Help - & J
& £
%4 CenterTools DriveLock ~

@ Device Scarner . Mal"la m t c l - CenterTools
B Local policy ge en onsole C__—/

3 oo Drivelesck

%y Configuration files ! - i
2, operating ~ | Welcome to CenterTools Drivel ock

/ Drivelock gives you total contral ower who can attach what to your computers. Data encryption ensures that
== data remains confidential even when a mobile storage device is lost, DriveLock fits into your existing IT
management infrastruckure For easy and effective administration.

) The Drivelock Management Console is the central point For creating a device control company policy, testing
] Aibout Drivelock.., and fing tuning this palicy, as well as operating all DriveLock Agents deployed throughout the network,

@ About Encryption add-
Product overview

If vou are new ko DriveLock, read this short overview to learn about the threats fram
uncantrolled use of mobile devices and how Drivelock protects against these threats,

on...
@ fbout Full Disk
Encryption...

Device Scanner

et started by scanning your nebwork For drives and devices that are currently connected or
were ever connected to computers.

Mo Agent software needs to be installed on the computers that will be scanned.

Local policy.

Define and test a device contral policy using the local Agent and a local policy.

©nce you have finished testing, wou can export this configuration and import it as a Group Policy
Object or configuration File.

Group Policy
The preferred method to deploy a Drivelock configuration is by using a Group Policy Object (GPOY
in Active Direckory,

Configuration files
If Group Policy cannot be used ko deploy the configuration, you can use a configuration file
instead,

8 ® T 6

Done

To start the device scanner, in the left pane, clicBevice Scanner

15 Version 5.5



(Somermeos
DriveLock Manual

.

& £

Drivelock
ner

.

ile  Action  Wiew Window  Help

Device Scanner
B Local policy

Ei’ Group Palicy

%y Configuration files
@ Cperating

The Device Scanner scans computers on the netwark for devices and drives, It collects infarmation
about any device that is currently or was ever connected ko a computer,
Scan resuls are stored in a local database or can be uploaded to a Security Reporting Center server,

2, Start scanning... ﬁ Select scanning database source. ..
@ Display selected scan results... 3 Refresh
Description Infarmation
-Q,Computars <no database selected:>
¥ Devices by computer <no database selected:
=, Drives by computer <no database selected>

Crone

In the DriveLock Management Console, in the console tree, cliddevice Scannerand then in the right pane,
click Start scanning

To scan a computer you must be able to connect to ity using the RPCprotocol and

il | have permissions toreadt h &IKLBA SYSTEMregistry key. Usually domain users
L
and local users have the required permissions.
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Device Scanner

X]

Device Scanner

The DriveLock Device Scanner can
zCcan computers in your network for
attached devices. [t can even detect
devices that were connected previously.

This wizard will guide you through the
process of scanning computers in your
rietwark.

[ Mext> |[ Cancel

Click Next
Select computers to scan r
Select all computers pou want to scan, !

Create a list of computer accounts and groups ta be scanned:

Device Scanner

Coarmputer

[ add » | [ Remove l

Active Directory Computer or Group, ..

Active Directory Organizational Unit. .,

By Mame. .. _" Mewt » ] [ Cancel
IP Mebwark, ..

From Metwork Meighborhood. ..

To create a list of computers ¢ scan, clickAdd.

Selectthe computers to scan from the following options:

e Active Directory Computer or GroupgSelect a single computer or a group containing computers from
Active Directory.

e Active Directory Organizational UnitSelect an organizational nit (OU)containing computers from

Active Directory.
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e By Name Type a single computer name or an IP address. Names and addresses are not validated at

this stage.

o |P Network Define an IP address rangelP addresses are not validated at this stage.

e From Neighborhood Adds all computers fromthe network neighborhoodon your computerto the list.

P

-

Scanning your network neighborhood may take a long time and may result in a lon
list of computers, depending on your network environment.

To add more computers clickAdd again and add additional computers until the list contains all computers

you want to scan.

To remove computers from the list, clickRemove

Device Scanner

Select computers to scan
Select all computers you want to zcan.

Create a list of computer accounts and groups to be scanned:

Computer
=TT MUC P
=T MUCHP2

Add W

I

Remove l

[ < Back ” MHest >

l[ Cancel l

Once you have added the computers you want to scan, clitdext
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Choose scanning options
Chooge and configure the scanning options.

o

Device Scanner

"Fing" computers before trying to read device information

Timeout for "ping"" operation a3 % | seconds

[] Login to computers using a different username and password
|Jzermanme

Pazsword

Get extended computer information (increases scanning time)

[ < Back, ]| Mewt > |[ Cancel ]

Ifacomputerisof f 1l i ne or doesndt e xthis tomputerraed sdas the nexe coilSputarn n e r
after approximately 30 seconds.To speed up this process you can configure DriveLock to sefidst a Ping
packet to each computer. Only computers that respond inthe specified time will be scanned by DriveLock

other computersare skipped.

You can specify user credentials tolog on to the computers to be scanned, typicallyan administrative
account Toretrieve additional information about the computer, such as theoperating system, select thedGet
extended computer informatiord checkbox Retrieving extended information slightly increases the time

needed forscanning.

Click Nextto continue.
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Device Scanner

Choose target database file F
Chooze the file where the results of the scan will be stored. f

All information gathered during the scan will be stored in a database.

() Local database file [Microsoft Access database)
[ atabaze file

() Security Feparting Center [SRC] server
Server conhection

| wet-muc-zre. muc labor.ct i |

[15RC server requires logon
Usger Pazsword

[ < Back ]| Mest > |[ Cancel ]

Type the location where the database file will be stored. The default is the DriveLock installation folder:
CAProgram Filed CenterTool$DriveLock DLDevices.mdb

If you have a Security Reporting Center server installed, you can also send the scan results to the SRC
database by specifying the sever name and port (see the Segty Reporting Center manual for details)If the
SRC server requires differenlogon credentials, specifythem on this page

To start the scan, clickNext

Device Scanner

Scanning your network._ .. F
Dirivelock iz scanning all selected computers. I

Device zcan in progress. ..

(RERANNRANRANRRRNRRNAR )

WLT-MUCKPT [TTT]
WET-MIUCHP2 (

(

(

Cancel
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DriveLock displays the status during the scanJp to four computers are scanned at the same time.You can

cancel the scan at any time.

Scanning computers may take a long time, depending on your network and the

number of computers you selected.

Device Scanner |

Review scanning results f
Scanning has finished, please review the results. [

Device scan results:

Computer Status
@ WET-MUC+P1 The operation completed succes. .
@ WET-MUC-#P2 The operation completed succes...

[ Mest > l[ Cancel l

Whenthe scan is complete, DriveLock displays the status of the scanned computers. Clidext

Device Scanner § |

Device Scanner

The Device Scanner has finished
FCanning the computers you selected.

[ < Back ]| Firizh |[ Cancel

To close the wizard, clickFinish
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2.2 ReviewingScan Results

You can review the scan results in the DriveLock Management Console. To do this, DriveLock needs to access
the Device Scanner database.

"% CenterTools Drivelock - [Console Root\CenterTools Drivelock\Device Scanner]

4 Ele  Action  Wiew Window Help =F J
& 2
(2 Console Rk i
%4 CenterTools Drivelock Device Scanner
o riner

JRple
© Local policy The Device Scanner scans computers on the network for devices and drives, It collects information about any device that is

7 Group Palicy currently or was ever connected ko a computer,
Q_l Configuration files Scan results are stored in a local database or can be uploaded ko a Security Reporting Center server.,
Qperating
=8 o a ‘4, Start scanning... |y Select scanning database source...
4 Display selecked scanvesults.,. Y Refresh
Description Information
é Computers 2 computers in database
h Devices by computer 31 devices in database
=:Drives by computer 15 drives in database

Done

Toselect a database, dick Device Scannerand then in the right pane clickSelect scanning databasesource

DriveLock displays the default database location €Program Filed CenterTool$ DriveLock DLDevices.mdb.
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X

(") Local database file [Microsoft Access database)

Databaze file
| |

(%35 ecurity Reparting Center [SAC] server

Server connection

| wot-ruc-src. muc. labor, ot w |
[15RC server requires logan
zer | |
FPazgwaord | |

[ OF. l[ Cancel ]

Type the name and location of the database and then clicloK

If you have a SecurityReporting Center server installed, you can also load the scan results from the SRC

database by specifying the sever name and port (see the Security Reporting Center manual for detaild).the
SRC server requires different logon credentials, specify theon this page.

"% CenterTools DriveLock - [Console RootiCenterTools DriveLockiDevice Scanner]

(=163
91 Pl nction  Wiew  Window  Help -1 |
@ E4

(Z Console Roat
=4 CenterTools DriveLock

Device Scanner

D nner
' Local policy | The Device Scanner scans computers on the network For devices and drives, It collzcts information about any device that is
%y Group Policy currently or was ever connected to a computer,
e‘l Configuration files Scan results are stored in a local database or can be uploaded to a Security Reporting Center server.
Qperating
= on 9 ‘4, Start scanning... 'y Select scanning datsbase source. ..
4 Dislav selected scanresults,, 2 Refresh
Description Information
ﬁ Computers 2 computers in database
:. Devices by computer 31 devices in database
=\Drives by computer 15 drives in database

Done

Once DriveLock has opened the database, you caelect from the following categories to display the data:
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e Computers

e Devices by computer

e Drives by computer
To open a category, doublelick it or select the category and therclick Display sekcted scan results

The computerlisting contains the computers that were scanned and the number of the drives and devices

detected on each computer during the scan.

Properties

General |

Computer Description Devices Dirives

YET-MUC-+P1
S CT-MUCHP2 YET-MUC-P2 24 24

[ Delete ] [ Detailz...

[ k. H Cancel ] Apply

Click Details to view additional information about the computer.

Computer details [g|
MHame WET-MLUCP1
Dezcription
WYeandor Mirtual b achine
Product Microsaft Corporation

Product detaily  ATAAT COMPATIELE
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Use the other two categories toview detailed information about the drives or devices thatwere detected on

each computer.

Properties
General |
Computer Wendor Product First uzed Last used
= GEMERIC_FLOPPY_DR... 10.02.200%.. 07.05.2007 ..
g DL4001 e Arer Flash Disk 24.04.2007 ... 04.05.2007 ..
g DL-CLIEMT10 e |C2BNOB0ATMRA04-0 16.04.2007 ... 07.05.2007 ...
& CTLB0-LDC @MS C/DYWD-ROKM .o 10022005 .. 12.04.2007 ..
& CTLB0-LDC2 (:)Dptiarc CvD+Rw AD-E5404 . 07.05.2007 .. 07.05.2007 ..
-Q,VET-LBD-SF!U @SAMSUNG CD-ROM SCR-2438 .. 1B.04.2007 .. 07.06.2007 ..
& YCTLROAWSIS (=) TOSHIBA CVD-ROM SD-R2002 ... 16.04.2007 .. 07.05.2007 ..
“eirtual HD 10022005 ... 02052007 ..
S Mware Virtual IDE Hard Drive ... 07.08.2007 ... 07.06.2007 ..
Rewvizion
[1]8 l [ Cancel ]

Properties
General |
Carmputer Device name First used Lazt uzed L
& Al ¥ ACPI Fived Feature Button 07.05.2007 ... 07.05.2007 ..
& plL4001 @) Communications Part [COM1) 07.05.2007 ... (07.08.2007 ..
BRGNENEE || 2o Cestive AudioPTI (E51371 ES1373) (WDM) 07.05.2007 ... 07.05.2007 ..
gVCT -LBO-LDCT ¥ Direct memary access contraller 07.05.2007 ... 07.05.2007 ..
QVCT -LBO-LDC2 ¥ E154 programmable intermpt cantraller 07.05.2007 ... 07.09.2007 ..
& yCT-LBO-SRCT 3o Game Port for Creative 07.05.2007 ... (07.08.2007 ..
& yCT-LBO-WSUS ¥ Generic Bus 07.05.2007 ... (07.05.2007 .. B
“& Generc USE Hub 07.05.2007 ... 07.05.2007 ..
¥ Intel 223714B/EB POl to 154 bridge (154 mode) 07.05.2007 ... 07.05.2007 ..
h Intel 5244385 Pentium(R] Il Processor to AGF Controller  07.05.2007 .. 07.05.2007 ...
P Intel 824436 Pentium(R] | Proceszor to PCI Bridge 07.05.2007 ... OF.05.2007 ..
¥ IntellR] B23714B/EB PCI Bus Master IDE Controller 07.05.2007 ... 07.05.2007 ..
%’ IntellR] 82371AB/ER PCI to USE Universal Host Controller 07.05.2007 ... 07.05.2007 ..
h IntellR) Pentium(R] M processor 1.73GHz 07.05.2007 ... 07.05.2007 ..
¥ 1S4PNP Fead Data Port 07.05.2007 ... (07.05.2007 ..
T anca e anem om o anes st
Hardware |D
[ aK l [ Cancel

Click <all> to display all devices or drivesliscoveredduring the scan.

Click the name of a computer to display the devices or dresthat were ever connected tahat computer.
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The right pane displays the devices and vendor or product namegepending on the category you are viewing.

DriveLock also displays the date and time when the drive or device was used for the first time andhen it

was most recently accessedDriveLock determines the values foFirst usedand Last usedfrom the creation

and modification dates of the registry keys for the devices.

To display detailed informationabout a device or drive, doubleclick the item or select it and then click

Details.

Device details

Device name
Device class
Hardware 1D

Compatible |Ds

Uzage

3Com Etherlink 3L 10,100 PCLTH MIC |

Metwork adapters
PCIWEM_10B75DEY_90558SUBSYS_905510B7RREY_24

PCIYWEMN_10B7EDEY_905585UBSYS_90551087 ~
PCIYVEN_10B7&DEY_90558CC_020000 E
PCIYWEMN_10B7EDEY_9065&CC_0200 N
PCIYWEMN_10B7&DEY_9065EREY_24

PCINEN_10B7&DEY_9055 ¥

Computer First uzed Last uged
-5 YWCT-LBO-DLY 08.05.2006... 20.07.2006...

Drive details

Wendar
Product
Rewvision

Serial numbers

Usage

DWDRAM GSA-4120B

X

104
Serial number Carnpuiter
Computer First uzed Last uzed
-é, WCT-LBO-DLY 05.05.2006... 20.07.2006...
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3 Locking Drivesand Devices

As the product nameimplies, the core function of DriveLock is to lockdrives and devices This chapter
describeshow to configure all settings related to this function Even thoughthere are manydifferent types of
devices DriveLock is easy to configure andonce you get used to the basics you will be able to easily

configure how to control the use of any type of device

This manual uses a local policy as an exampleto illustrate the steps required to lock all USBconnected
drives, to enablethe use of selected memory sticks and to introduce the functionality of file filters and
shadowing.As a device locking examplethis manual shows how toadjust setting for Windows Mobile devices
and how to allow a specific Windows Mobile deviceto connect to the computer, again byreferring to a local
configuration. Most steps also apply to other types of drives or devicesDifferences that may exist for aher

types of deviceswill be pointed out along the way

Configuring Agents by using a Group Policy or a configuration filses the same
_ settings as those used in a locapolicy. There are no differences between these
"'.“'x methods, exceptin howyou deploy the settings to the AgentsThe manual
oDr i vel oc &lnsRllatond®D enpgl o y comtains rhore information about

policy deployment

3.1 BasicPrinciples

It is important to understand that DriveLockuses whitelist rules. After activating drive or device locking, by
default any device or drive is blocked (the &irewalldis up and running and nothing is allowed to pass through
You need to define anyexception tothe blocking of drives and devicesseparately bycreating a whitelist rule.
This means that you must define a whitelist rule for each drive or device (or groups of similar drivesor
deviceg that you need to use ona computer. If a driveor deviceis not recognized by the DriveLock Agerds
being listed in a whitelist rule, DriveLock Hocks the deviceand it cand be used. This ensures that anynew
devices that are introducedinto your network by users are automatically blocked until you explicitly allow

their use.

Based onthis basic principle to complete a DriveLock configurationyou should first create any required

whitelist rules and then enable the locking of drives and devices.
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Whitelist rules define which devices are accessible evewhile other devices or drives of the same typean

remain locked. To allow for maximum granularity without unnecessary administrative overhead, you can
define drive whitelist rules for different scopes of drives (ules are evaluatedstarting with rules that have a

broad scope,continuing towards more detailed rules

e Drive Class for example, all floppy disks)

e Size of the drive for example, all drives larger than 128 MB)
e Vendor for example, SanDisk)

e Product ID for example,Ultra Il 1 GB Compact Flash)

e Unique drive serianumber
You can define evice whitelist rules for the following scopes:

e Deviceclass (for example, all Bluetooth transmitters)
e Device bus for example, all PCI network cards)

e Hardware ID for example,a specific smartcard readermodel)
In addition to the scope youcan specify when and where avhitelist rule applies:

e Does itapply to allcomputers or only to certain computers?

e In which defined network environmentis the rule activated?

e At what time is the rule active for example, only on Monday to Friday and between @&.M. and
6 P.M)?

e Does the ruleapply to all users,or does onlya specific group of users have the right to use this drive

or device?

By using scopes you can minimize the number of rules neededto implement your policy. (Computer
templates can also be used to create policy rules. Computéemplates are covered later in this chapter.)

To enable policy enforcemenfor most types of devicesyou also need toenable locking for the device class

(i.e. you have toactivatet he o0 f i r eswaérddia the next dnapter.

During anevaluation of DriveLockyou mayenable driveand device locking firstand
afterwards define some whitelist rules to enable specificdevices. Ina production
;(, environmentit is recommended to createall required whitelists rules before

activating drive or deviceblocking.
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3.2 Locking Drives

3.2.1 Enabling drive locking

DriveLock can detect all types of drives which Windowsecognizesas removable drives or fixed disks. This
includes the following types (classes):

e Floppydisk drives
e CDROM/DVD drives
e USB connected drives

e Firewire (1394) bus-connected drives

If a removable drive is connected by using another interface, DriveLock treats it #set y pe 0 Ot her
d r i Drivalock canalsolock CD/DVD driveghat have CD/DVD burningcapabilities.

In addition, you can ddine how the DriveLock Agent worksn a Terminal Services environmentvhen using an
RDP or ICAased client

To enable drive locking open the DriveLock Management Console andhen in the console tree in the left
pane click d_ocal policy 4 Drives4 Removable drive locking .

™} CenterTools DriveLock - [Console RootiCenterTools DriveLockiL ocal policy\Drives\Removable drive locking]

%4 Fle Action  View Window  Help = =] x|
& 22
(21 Console Roat T i i -
= %4 CenterTonls Drivelack Removable drive locking
1 Device Scanner ——
= & Local policy \\. Configures the base policy used far all drives of a certain alobal bype,
s ‘j; Global configuration \ | Start here ta define how drives are contralled in your network, Bus configuration (USE and 1394) kakes precedence over
== Drives \\ . drive type configuration,
i settings ey _—
= - e Floppy disk drives
@ Crive whitelist rules Defines the basic locking palicy for Floppy disk drives.
L-’; File filter templates when multiple palicies conflict, bus configuration (USE or Firewire) takes precedence aver drive bype
? :I‘JthtDFiZE: ?Efia [ chasic i vise configuration (0 or Floppy disk).
=) Flle type definitions
i 9 Devices .
B2, Metwork profiles | CD-ROMdrives
= | Defines the basic locking palicy For optical drives, including CD-ROM, DYD-ROM drives and CDYDYD-burning
- [&] Applications /' drives,
& Lﬂ Encryption - USE- and Firewire-connected optical drives are controlled accarding to the USE or Firewire policy.
- (@ Management console
W Group Policy b gd
; USB bus-connected drives
Conf tion Fil =L ONRELLEELETYES.
%‘ onriguration tles L (oo the b ncking policy For ol drives connected via L6 bus,
E-¥a Operating This rule takes precedence over Floppy Disk, CD-ROM, and Other Drives rules.
%y Agent remate contral
8 shadowed files
It Firewire {1394} bus-connected drives
- Defines the basic lacking policy for all drives connected via Firewire {1394) bus.
- This rule takes precedence aver Floppy Disk, CD-ROM and Other Drives rules,
Other removable drives
== Defines the basic locking policy for all remavable drives that do not Fal into other categories, such as Floppy
Disk or LISE.
’I = Windows Terminal Services {(RDP) client drive mappings
J Defines the lacking policy For mapped lacal client drives that are accessed in Windows Terminal Services
= sessions using the RDP protocal. This policy contrals all drives mapped from a computer or thin client inta a
Terminal Services session.
- Citrix Presentation Server {ICA) client drive mappings
1 Defines the lacking policy For mapped lacal client drives that are accessed in a Citrix session using the ICA
dmpx protocol, This policy controls all drives mapped from a computer or thin client inta & Citrix Presentation Server
session,
v
Dane
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To open the configuration dialog box for USB drivem the right pane click JUSB bus connected drives

UUSE bus connected drives Properties

General | Filter / Shadow | Messages | Options | Drive letters | Commands
|J5SE bus connected drives
() Allow
(®Deny [lock] for all uzers [default
() Dery [lock], but allow access for defined uzers and groups
Uzer or group Read Wite
I 0K ] [ Cancel ]

Use the tabs inthis configuration dialogbox to configure settings that apply to all USB drives connected to the

computer.

": The configuration dialog is almostidentical for all drive types, except for the
F '

following:

e Because youcannot assign a drive letter to a floppydisk or CDROM/DVD
drive, this tabdoes not existin the dialog boxes forfloppy disk and CD/DVD
drives.

e Inthe CBROM/DVD drivedialog boxyou can disable the CD/DVD burning
capability on locked drives when the Agent is runningn Windows XPor
later.

To enable locking of all USB drives on this computergsl e R@eny (lock) for all users (defaulty  athmed click
OK
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To lock USB drives, it is notequired (and not recommended) to lock down the

device class 0USB aldUsSBconoecteédaevides aré disablead u

L and youcannot utilize any of the fine-grained controls that DriveLock provids for
USB drives

If you allow access to this type ofirive, either for all users or forselected groups,you canalso configure the

type of access. This allows you to restrict access faertain users or group to read operations only.

A note on floppydisk drives:When using read/write permissions on a floppy disk
drive, DriveLock needs to load a fildilter after youinsert a disk. TheWindows
operating systemdoes not reliably notify applications, such as DriveLock, of disk
insertions, soDriveLock mustperform this check itself. To doso, DriveLock must
checkthe floppy disk drive at regular intervals § o ¢ apbllingddo détermine
L whether a new floppydisk has been inserted. Unfortunately, this checkingnay
causethe drive to emit a clicking sound. To avoid this,either do not use any file
filter rules for floppy disk drives or deactivate floppydisk drive polling @nder
Advanced Drive Settingvisible in classic MMC view only)f you deactivate polling,

the file filter does not work correctly on some floppydisk drives.

To specifywhich drive letters are assignedto drives of this type that are connected to a computer, orthe

oDri ve | seledoneos moretdve letters from the list.
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USE bus connected drives Properties

General | Filter / Shadow | Messages | Options | Drive letters | Commands

When a diive iz connectad, assign the first unuzed drive letter in list:

[ a ~

|:|H;

OREEEOFREEO
TOoOTOoO=EZZCRS T

0k ] [ Cancel

' ) You can also specify drive lettersn a whitelist rule.

Configuring user access permissions and the settings on other tabs are coveredn the ¢ h a p tUser
permissionso .

3.2.2 Creatingdrive rules

You can usefour types of drive whitelist rules:

e Vendor/Product ID rule:Applies to adrive based on its manufacturer, model or serial number(for
example a Kingston 1GB USHlash drive with a specific serial number)

e Drive size ruleApplies to adrive basedon its size

e Base rule: Applies toany of the five main drive types (use this type of rule to specify time limit or
computer restrictionsfor all drives of the sametype)

e Terminal services rule:Applies to specific drive letters in a terminal server client session, including

mapped local drives on thin clients.

Rules are processed in the following order, from highest priority to lowest priority:
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e Vendor/Product IDrule (a rule with a serial numberhas a higher priority than one without a serial
number)

e Drive size rule
e Base rule

e General locking setting

®% CenterTools Drivel.ock - [CenterTools DrivelockM ocal policyiDrives\Drive whitelist rules]

%4 File  Action  Wiew Window Help == J
& B 2 3|7

lﬂ'j CenterTools Drivelock Wendor ID f Rule bype | Produck ID [ Condition | Status Comment
ﬂ Device Scanner 7 7 T ?|
=& Local palicy
@ Global configuration There are no items ko show in this view,
(== Drives
Settings
=1 Removable drive locking
©
@ Fils f Crive size rule..,
07 Acth{  View S
File b1 Mew Window From Here ase.ru .
] Devices Terminal services rule. ..

< Metwork Export List...
@ Applicatiy Properties
I.a Encryptid
(B Manager  Help
ii’ Group Policy
W Corfiguration files
E.B Operating

Inserts & news rule based on wendor and product ID inka the list.

3.2.2.1 Vendor/Product ID rule

Rightclick Drive whitelist ruleand then click NewA4 Vendor / Pr odéu.ct | D rul eé

In the following dialog box, specify the driveto unlock or control Type thevendor ID and product IDof the

device if you know them You canalso specify an optional list of serial numbers tamake the rule apply to only
certain drives of the same model
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Mew drive exception Properties

MHetwarks Dirive letters teszages O ptiokis Commands
General | Permizzions Filter / Shadaw Tirne lirnits Computers

Wendor 1D | | E]

Product ID |LITE-DN CVDRW SOHW-8125 |

Comment

Symbol

Only allows selected serial numbers

Serial number Comment Add...

WHEBASFCOHG 2w WD

I 0K H Cancel H Apply ]
Each drive contains information in its firmware about itself, such as the
A manufacturer, product nameand serial number:

e Vendor ID:Name or abbreviation of the drive manufacturer

e Product ID:Model name, asdefined by the manufacturer

I f you d o ndéntifying mformatiaontofea drive, you can selecthe drive by clicking the && dbutton next
to Vendor ID DriveLock will display a dialog box that you can use to select a dritkat is currently attached to
the administration workstation, to a client computer, or that is listed in the Device Scanner database.
DriveLock automatically adds the serial numbers of drives you add using this method to the dialog box.
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Installed diives | Device scan database

Currently installed devices / dives ®iocal (O on agent
Dirive Bus tupe Wendar Product Serial number
(=D FLOPPY GEMERIC_FLOPP... 5&7fad87ri080
=L ATA M axtor 4D040H2 3244431465,
=D ATA Maxtor 4D040H2 3244431465,
=E: ATA Maxtor 4D040H2 32444e314e5...
=F ATA M awtor 4D040H2 32444e314eh...
=G ATA Maxtar 4D040H2 32444e314eh...
fH: ATAPI HL-DT-5T DWDR...  K1E4BBK57S4
=l Use hp phiotosmart p1100 0123

[ Ok l [ Cancel ]

To add a locally atached drive, select this drivand then click OK

If you needinformation about other drives, you can connect to a remote client PC and select emwf the drives
installed on it. Selecton agentand then type the name of the computer you want to connect toThis requires

that the DriveLock Agentis installed and running on the remotecomputer.

= DriveLock reads the hardware informatiorfor the drive that ismaintained by the

'!' E Windows operating system. Therefore DriveLock can only display the drives in the
format in which they appearto Windows.

To establish aconnection to a remote computer running Windows XP SP2r higher with the Windows
Firewall enabled, you must configure the firewall settings to alloincoming connections from TCP Port 6061
(default) and the program oDrivelLock©o6.

) When connecting to the le@al computer, blocked removable drivesare not be
' (' displayed. If you also wanto view anyblocked drives, selecton agentand then type
the name of the local computer.

A more convenient way to get drive information is to use the results from a Device Saaser scan that has
been completed in advance (se¢he ChapterdUsing the Device Scannér f or Tbeld tlis,oh the)Device

scanner databasetab, select the apprgriate computer, vendor and productD.
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Choose device Properties

Installed drives | Device Scanner database

Computer Wendor Product
A ¢l

& pLano

& DL-CLENTIO
& yCT-LBOLDCI
& yCT-LBO-LDC2
& CT-LEO-SRCT
& yCT-LBOAWSUS

Revizion

Ok l [ Cancel

3.2.2.2 Drive size rule

Usea drive size ruleto control drives based on their capacity.

New drive exception Properties

Metwiarks Dirive letters Meszages Options Carnrnatids
General | Permizzions Filter / Shadaw Tirne lirnits Computers

(-‘\-' Configure device access bazed on size of device.
% Ruleiz applied when device size iz within epecified range.

Fiule iz applied when drive size is at least [»=) ME

and smaller than [<) | 1024] > | ME

Comment

Apply thiz rule bo dives connected to these hardware buses:

1394 [Firewaire] ~
] aTa /IDE P
Other

[l crel b

Important; Rules that apply to ATA or SCSl-connected dives may
algn affect intermal hard disks.

I 0K H Cancel H Apply ]

Specify thedrive size,a n d  u Adivate thi® rule on drives connected to the following busésselect one or

more of the bus types that the drives you want to control are attached to.
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If you activate the rule for AIVSCSI it also appliesto local hard drives. Ifyou locka

"“‘f local hard drive by mistake, youmust start the computer in SafeMode and reverse

the configuration setting. This requires that the DriveLock Agent is nabnfigured to

start in SafeMode (undero Advanced

3.2.2.3 Base rule

velLock

Agent

Use abase rule to define exceptions forall drives of the same type Use this rule to specify time limits,

computer restrictions or network restrictions for atype of device Base rules are appropriatd f

need to be devicespecific or based on drive size.

Mew drive exception Properties

MHetwarks Dirive letters teszages O ptiokis Commands
General Permizzions Filter / Shadaw Tirne lirnits Computers

e d Define a base wile for a device ype or device connechion.
A baze rule configures access for all devices of the zame type or
uzing the same connections. Baze rules can contain exceplions,
zuch as time limits or computer constraints.

Device type of connection | L Floppy disk drives bl

Comment

I Ok, ] [ Cancel

3.2.2.4 Terminal services rule

t he

Controlling drives in a terminal server ses®n is somewhat different from locking drives on desktop

computers. Operating system limitations prevent the application of finggrained whitelist rules to mapped

drives ina terminal server session.To control the use of such drives you have to firgionfigure your terminal

server environment toalways use the samedrive letters for certain drive types (for exampleUSB drives).

Next, use a terminal services rule to configure permissions and time restrictionthat DriveLock appliesto

these drive letters.
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Gereral | Permigsions | Time limits

Fule iz uzed on terminal zervices client drive mappings.

The rule iz bazed on the drive letter within the terminal sesgion.
|Jze thin-client managerment zoftware to define fiked drive letters for
certain diive types.

Dirive letter A w

Client protocols CIRDP (windows Teminal Services]
[“JACA [Citrin Presentation Serverk

Carnment

I [1]8 ][ Cancel l

Select a drive letter and the appropriate client protocol useth your environment.

The tParmission® a Tirdelimits6é are described in the next chapter.

3.2.3 More drive whitelist rule settings

T he tParhmission® ,Timeé limitsé ,Contputersd ,Networksd ,Drivé lettersd ¢ Me s s ad@Pmieng, and
oCommand® are available for all types ofintdisseciom whi t el i st

Settings on the dFilter / Shadowo tab are described in the sections dUsing a file filter templated an d

dConfiguringShadow Copiesn Drive Whilelistoof this manual.

3.2.3.1 User permissions

To configure user accesspnt h Perndissionsd tdefilbe how uses can access the drive.
Selectone of the following options:

e Allow: Every authenticated user can access this drive

e Deny (lock) for all usersNobody can accesshis drive, it is completely locked

e Deny (lock), but allow access for defined users and group3he drive is locked, but the specified
users or groups are allowed to use the drive eithén read onlymode or with write permissions

38 Version 5.5



(Somermeos
DriveLock Manual

Mew drive exception Properties

MHetwarks Drrive letters teszages O ptiokis Commands
General Permiszions Filter / Shadaw Tirne lirnits Computers

Device locking behawvior

() Ballows
() Dery [lock] for all uzers

() Deny [lock], but allow access for defined users and groups

User or group Read Wirite
€ lser D
ﬁ Usger2 D
ﬂ Uzerd

Add... ]l Remove ]

I 0K H Cancel H Apply ]

Click Add to add a user or group to the list and then specify whether the user or group can copy files to the
drive or only read data from it To remove a user or group from the list, select thaser or group andthen click

Remove
3.2.3.2 Time limit settings

If you want a rule to beactive only during a certain time (for example only on Wednesdays @n weekdays
between 9 A.M.and 5 P.M)) you can specifytime limits for the rule. Youcan alsospecify start and dates for a
whitelist rule.
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Mew drive exception Properties

| MHetwarks || Dirive letters || Messages || Options Commands |
| General || Permizzions || Filter / Shadaw | Time lirvitz Computers

Rule iz active during selected hours
o 2 4 B & 10 12 14 16 1§ 20 22

All
Monday
Tuesday
Wednesday
Thursday

Friday

Saturday

Sunclay

I () Riule active ’_ (%) Rule not active

Rule iz active from | 29.08.2008 s
Rule iz active untl | 31.10.2008 s

I 0K H Cancel H Apply ]

Firstselect the appropriate time block or blocksby clicking one or more rectangles, an entire column or a row,

and thenclick dRule actived  ®Rule not actived .
3.2.3.3 Settings for Computers

On thed@Computersd  yspeaifythe computers on whicha whitelist rule is applied.
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Mew drive exception Properties

MHetwarks Dirive letters teszages O ptiokis Commands
General Permissions Filter # Shadow Tirne lirnits | Computers

(3 Rule iz active on any computer
(®) Rule iz active only on selected computers

() Rule is active on all computers, except the ones selected

Computer
=TT MUCHP2

[ add = | [ Remove ]

I 0K H Cancel H Apply

Select from the following options:

e Activate this rule on all computers
e Activate this rule only on the specified computers

e Exclude specified computers from this rule
Click Add to add more computers to the list.

3.2.3.4 Network settings

On the Network settings tab you specify whether the rule is applied only in certain network locations. For
more information about network locations, see thec h a p €amfiguridgNetwork Locationsand Configuration

Settingso .
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Properties
General Permizsions Filter / Shadow Timne lirnits Computers
Metworks | Drive letters Meszages Optianz Carmrands
(3 Rule iz active in any network location
(#) Rule iz active only in selected network locations
() Rule is active on all networks, except the ones selected
Metwork, location
d Cuztomer 57
Bl MuC
[ add. | [ Remove ]

[ 0K ][ Cancel H Apply

Select fromthe following options:

e Activate this rule in all network locations
e Activate this rule onlyin the specified network locations

e Exclude thespecified network locations from thisrule
Click Add to add more defined network locations to the list.
3.2.3.5 Assigning drive letters

Use tis option to define which letters are assigned to the specified drive when it is connected to the

computer.

If you selectmultiple drive letters the DriveLock Agent automatically assigns the first available drive letter

from the list.
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Properties
General Permissions Filter / Shadow Timne lirnits Computers
Metwiarks Drive letters Meszages Ophions Cornmatids

‘when a drive iz connected, azzign the first unuzed drive letter in list:

| G.:

OREEEOOREED
PEPRIECTASTT

W

0K H Cancel H Apply

' Be careful not toselect drive lettersthat are currently in use, such as drive letters
L used for network sharesor home directories.

3.2.3.6 Defining customnotification messages

You can define a custom user notification message dr each whitelist rule Unless specified otherwise,
DriveLock will displaythis message whenit denies access toa drive because of the whitelist rule
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Mew drive exception Properties

General Permizzions Filter / Shadow Timne lirnits Computers
Metworks Dirive letters Meszages Optians Coarnrands

[iDisplay custom message in user notificatiors

Uszer notification message to display when access iz denied
§

[] 5how message alzo when access is granted
[] Display mo message when this nuls s activated

[] D ot generate audit events when this rule is activated

I ok H Cancel H Apply ]

Select the dDisplay custom message in user notificatiod checkboxto activate the user notification message
for the whitelist rule.

In the text edit box, ype the message.DriveLock will display his message regardlesof t he c¢cl i ent ¢ omj
language setting.If you use this type ofnotification message DriveLock displaysa key icon near the top left
corner of the text edit field.

If you have defined multilingual messages you can seledhis messagetype instead. To select a multilingual
message, click the ddown arrowd button and then on the dropdown menu click 0 Sel ect mul t il in
messageo.
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Mew drive exception Properties

General Permizsions Filter / Shadow Tirne: lirnits Camputers
Metworks Drive letters | Meszages Optianz Carmrands

Dizplay custor meszage in uzer natification
Uzer notification meszage to display when access iz denied
¥ ]

Select mulkilingual message. ..

14 Clear message hted
Test message i
N V-1 1Y, |

[] D ot generate audit events when this rule is activated

I Ok, H Cancel H Apply ]

Multilingual messages containseparate messages in multiple langiages for the same notification. Before
you can usesuch a message you must define it in the Global configurationsection of the policy.When you
select a multilingual notification message, DriveLock displays the text in the language of the currently logged

on user.

select multilingual notification message [$__<|

Select the mulilingual naotification message

D ezcription

-ﬂ Call adriniztrator
-f-j USE sticks are not allowed

| ok | [ Cancel
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Clickthe message andthen click OK

New drive exception Properties

General Permizsions Filter / Shadow Tirne: lirnits Camputers
Metworks Drive letters Meszages Optianz Carmrands

Dizplay custor meszage in uzer natification
Uzer notification meszage to display when access iz denied

Tz | Call administrator

[] 5how message alzo when access is granted
[] Display no message when thiz iuls iz activated

[J Do not generate audit events when this e is activated

I 0K H Cancel H Apply ]

If you use this type of notification message, DriveLock displays a speech bubble icon near ttop left corner
of the text edit field.

For information about how to create multilingual messages refer to the section
= dConfiguring Multlingual Notification Messages .

Toalso display the message when a user connects a drive and the rule allows access, select thalso display
message when access is grantedicheckbox.

To not display any notification message when this rule is activatedncluding any default language message
that you defined for all drives, selectthe dDisplay no messagevh en r ul e <checkbaxx t i vat edod

To not generateany audit events when this rule is activated, select the corresponding check box.
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3.2.3.7 Additional options

Mew drive exception Properties

General Permizzions Filter / Shadow Timne lirnits Computers
Metworks Drive letters Meszages Options Carmrands

[TiRequire dive to be encrpted

[ Require media authorization on this dive [CODWD dives only)

Do ot apply this whitelizt rule to drives of the following type
[l co/AWD-ROM dives
[] Removable disks
[JFixed digks

I OF. H Cancel ]

Selectthe checkbox dRequire drive to be encrypted domtrol whether removable drivesmust be encrypted
If you select this option, DriveLock lets users only accesncrypted removabledrives; unencrypted drives are
locked. Youcan also selectwhether a user will be promptedto encrypt an unencryptedremovable drivewhen
the user connects it to the computer

I f you sStritt ehedkingtfon encryppted medidd c hec kb o x, DrivelLock treats a
encrypted only if it containsno files other than the following three:

e *DLV (required) A DriveLock encrypted container file. The drive must contain exactly one encrypted
container file to be treated as an encrypted drive by DriveLock.

e DLMobile.exe(optional). The DriveLock Mobile EncryptiorApplication.

e Autorun.inf (optional) A file that instructs Windows to start the Mobile Encryption Application when
the drive is inserted.

For more information about DriveLock encryptiorrefer tothe d o ¢ u mPBrivéLock Encryption Guidé
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Iftheopt i on O Auetnocnmaytpitc aul nl eyn dsrsglepgtédard yome d i a

connect an unencryptedremovable drivethat already contains files, DriveLock
deletes the existing files and creates an empty encrypted container file. Before
-y deleting any files, DriveLock displays a warninnessage.In DriveLock 5.0Service
' Pack 1, DriveLock adds files that are already on the drive to the new encrypted
archiveinstead of deleting them. Starting with DriveLock 5.5 administrators can
configure whether existing files will be retained or deletedinder the settings for

enforced encryption.

The o Require drivedobeencrypted i s not available for CD drives.

Select dRequire media authorization on this drivé  dnly unlock a drive when it containsauthorized media.
Refer tothe section dJsingMedia Authorizatiord f o rinfammatior about this feature.

3.2.3.8 Specifying commands

DriveLock can run a command thatyou specifyeach time one of the following events occur for a drive that a

rule applies to

e Adriveis connected to the computer andis locked by the Agent
e Adriveis connectedto the computer andis notlocked by the Agent

e Adriveis disconnected from the computer
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Mew drive exception Properties

General Permizzions Filter / Shadow Timne lirnits Computers
Metwarks Dirive letters Messages Optiors LCommands

[ Riun program when dive is connected and locked

Command line

[JRun as the curently logged-on user

[ Fiun program when drive is connected and not locked

Command line

[JRun as the curently logged-on user

[ Run program when drive is disconnected

Command line

[] Run as the currently logged-on user

Torun a gonpt (WBS, 5], use the command line "CSCRIPT EXE <scriptfile: "

[ DK, |[ Cancel H Apply ]

A command can beany program that you can run from acommand line, including program files,(.exe), Visual
Basic scrips (.vbs)and scripts for the new Windows PowerShell.

Common examples for actions you can perform by using a script are: Evdime a specific external hard disk
is connected to the computer, a backup scriptcopies files from the internal hard disk to the external drive
without requiring any user interaction. A PowerShell scriptcan copy images from a digital camera to a
network share automaticallyeach time a camera is ®nnected to the computer

) To start a VB script, you mustype the complete path to the script file for example,
‘J acscript C\Program Filed scripts\ myscript.vbs ) .

You can use variables in commands and scripts that the Agent replaces with the actuahlues when running
the command:
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%LTR% Letter assigned to the drive

%NAME% Display name of the drive

%SIZE% Size of the drive

%USER% Name of the userwho islogged on

%PROMCPo | Product ID of the drive

%VENDRY% | Vendor ID of the drive

%FILEST@ | Path to a file in the Policy file storage

New drive exception Properties

General Permizsions Filter / Shadaw Tirne lirnits Caomputers
Metwork.s Drive letters Meszages Options Cammands

] Run program when drive iz connected and locked

Command line

[ Run as the currently logged-on user

Run program when drive iz connected and not lacked

Cornrnand line

[(] Run as the curently lngged-on user Dirive letter

Drive size (bykes)

) Product ID
Command line Vendor ID

[] Run program when drive is disconnected

Display narme
User name

[] Run as the curently logged-on user
Palicy file storage path

Tarun a script MBS, J5), uze the command line "CSCRIPT .EXE <scriptfile: "',

[ ok ][ cance || appy |

To insert a variable into the command lineat the cursor positionwhere you want the variable to appearglick

<6 athen click the variable to insert.
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New drive exception Properties E g|
General Permizssions Filter ¢ Shadow Tirme limits Computers
Metworks Drive letters Meszages Options Cormmarids

[ Run program when drive is connected and locked

Command line

[]Run as the curently logged-on user

Run prograrm when drive iz connected and not locked
Commatd line

[] Run as the curently logged-on user File system. ..
Policy file storage. ..
un program when drive iz disconnects
R hen d d ted

Command line

[] Rur as the curently logged-on uzer

Torun a scrpt [(VBS, J5), use the command line "CSCRIPT.EXE <scrptfile:".

[ ] 4 H Cancel H Apply l

Cl i ¢ k buttoreto seléod a file name and insert it at the cursor position.You can select afile from the

following locations:

e The file system on the local computer

e TheDriveLock Policyfile storage

The DriveLockPolicy file storage is a file containerthat is stored as part of a Local
Policy, Group Policy Object oa DriveLock configuration file. The Policy file storage

can contain any file such asa script that must be deployed to DriveLock Agents
' automatically along with the configuration settings. For details on fow to import

files into the Policy file storage and how to use these files, refer to the sectior

dUsing the DriveLockPolicy File Storaged .

Filesin the Policy file gorage are prefixed with an astergk (*).
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Mew drive exception Properties

General Permizzions Filter / Shadow Timne lirnits Computers
Metwarks Drrive letters Messages Optiors Comrmands

[ Run program when drive is connected and locked

Command line

[JRun as the curently logged-on user

Run pragram when diive iz connected and not locked

Command line

*Configl zer. crmd

[JRun as the curently logged-on user

[ Run program when drive is dizconnected

Command line

[JRun as the curently logged-on user

Torun a script (VBS, J5]. uge the command line "C5CRIPT.EXE <scriptfiles .

[ 0ok ][ Cancel H Apply ]

You can also specify whether the command is runsing the local System accountor the account of the user

who islogged onat the computer when the command is run

3.2.4 General drive locking settings

Several general settings apply to drive lockinglo configure these settings under Drives click Settings.
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=} CenterTools D

91 Fle  Acion  View window  Help

«= @ 2 3

(L1 Consols Root

= %4 CenterTools DriveLock

| Device Scarner

® Local policy

@ Global configuration
(==, Drives

m

=) Remavable drive lacking
[ Drive whitelist rules
|55 File Filter templates
LL7) authorized media
File type definitions
® Devices
<k Network profiles
(@] Applications
[ Encryption
(B Management console
W Group Policy
&y Configuration files
& operating
%y Agent remaote control
[ shadowed files

E

Classic MM wiew

Settings

Configures global settings for controling drives.

Global security settings
These settings control global security parameters for contraolling drives.

4 Always allow arcess to administrators
This setting determines whether local administrators on client computers can always access removable
drives, regardiess of any global or whitelist rule,

% Format and eject removable media
Configures which users or groups can format and eject removable media in drives that are not locked by
DriveLock,

Custom user notification messages
Configures optional custom user notification messages that Drivelock displays when managing drives.

Configures glabal settings For shadowing Files, such as the lacation For staring shadaw copies and methods ko
cantrol the storage space required for shadowing, To enable shadowing according ta the settings configured
here, wou must create ane or more File filker templates and canfigure rules ta use the template.

§ Shadowing configuration

Advanced settings
These sattings are used to configure advanced drive cantrol options.

% fwdit device insertion } removal } lock
Selact whether and how drive insertion and remaval events are logged. By default, all sverts are logged
to the Windows Event Log.

4 Unlock drives when service is stopped (only Windows 2000 and Windows ¥F)
Configures whether lacked drives are unlacked when the DriveLock service is stopped on & clent
computer. By default this option is enabled, This option has no effect in Windows Yista.

% Disable file Fitering whie drives are temporarily uniocked
Configures whether Flle filtering is active when drives have been unlocked using the temporary unlock
feature.

Done

3.2.4.1 Global security settings for controlling drives

To enable access to locked drives for members of théAdministrator group regardlessof whether a drive is

locked due to ageneral configuration ora whitelist rule, click Always allow access to administrators
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Properties

General |

Alwayz allow access tao administrators
() Enable
() Disable [default)
@ ot configured

Help

Enable thiz option to always allow members of the Adminiztrators group to
access to all drives.

[ ak H Cancel l Apply

SelectEnabled t o enabl e this function.

Tospecify which users can format or eject removable media, clickormat and eject removable media

Properties

General |

Format and eject removable media

Llzer or group

Add... ] [ FRemove

Configures wha can format and eject removable media.

0k, l [ Cancel Apply
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Click Add to add users or groups to the listTo remove a user or group from the list click the user or group,

and then click Remove
3.2.4.2 Configuring user notification messages for locking drives

DriveLock displays a notification message whem drive is connected to the computer and lockedf you have
enabled popup windows &s described in the sectiondTaskbar notification area setting®.)To define the

content of such messagesclick Custom user notification messages

If you have configured multingual messages for the current languagePriveLock
will display the standard messages defined for this language insteadf the
j message configured in this dialogoox. For information about how to configure
J multilingual messages, refer to the sectiono

Defining languages and standard message texts .

General

[ liShow custarn messages

Drive lock meszage [(%DRVE replaced by drive letter]

Temporary unlock message - unlock until fiked time
[ZTIME% replaced by time]

Temporary unlock meszage - unlock for number of minutes
[ZTIME % replaced by number of minLkes)

I Ok I’ Cancel l

Selectthe dShow custommessagesi checkboxto enable the messages specified on this dialog box The drive
locking messageis displayedeach time a drive is locked by the Agent. The other two messagese displayed

when an Agent istemporarily unlocked.

Type themessage to be dispayed to the user. Click the Test buttorto display a notification with the current
message text on your computer When the message is displayed, the Agent replaces the a r i a%TIME%

a n &DRVewith the current time and the name of the locked drive respectively.
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J Youcanusesome HTML ags ( f o kb>Eextdbmpd )e too f or ma

message.

3.2.4.3 Shadowing configuration

For information about how to configure file shadowing, refer to the sectiordConfiguring Global Shadowing

Settingso .
3.2.4.4 Advanced global settings for controlling drives
To define the followingthree additional settings, click the corresponding links in theright pane:

e Audit device insertion / removal / lock: When activated, DriveLock generates an audit eventach
time a drive is connected, removed or locked

e Unlock drives when service is stoppedWhen enabled, stopping the DriveLock serviceemporarily
unlocks all drives.

e Disable file filtering while drives are temporarily unlocked When enabled, the Agent suspendsile

filtering when an administrator temporarily suspends drive locking

Available options for configuring each ofthe global settings are Enable Disable, and Not configured as

illustrated in the following dialog box.

Properties @El

General

Audit drive ingertion / remaoval £ locking
() Enable [default)
() Dizable
@H

Help

Enable thiz aption to audit all drive operations [insertion and removal of drives,
locking operations).

1] ][ Cancel ]
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3.3 Locking Devices

3.3.1 Enabling device locking

Procedures for locking @vicesare similar to those for lockingd r i v e s . By def aumdnitor Dr i velLc
any devices other than drives, serial ports and parallel ports. You need to explicitly configure DriveLock to

monitor devicesbelonging to anydevice classesit recognizes When you enable locking of a device class, all

devices of this class including all devicesconnected to type of controller or portyou lock, are blocked, except

those that are allowed bya whitelist rule.

DriveLock distinguishes between controllersports and devices. You canock the following types of controllers

and ports:

e Serial (COM) andParallel (LPT) ports
e Bluetooth transmitters (interface)

e Infrared interfaces

e USB controlles

e Firewire (1394) controlless

e PCMCIA controlles

You can lock the following types of devices:

e WindowsMobile handhelds devicesand Smartphones
e Palm OShandheld devices and Smartphones

e Scanness and cameras

e Modems

e Printers

e Network adapters

e Smartcardreaders

e Audio,video, and game controllers

e Blackberry devices

e Virtual devices(VMware)

e Mobile phones

e Humaninterface devices (for example, keyboards and mice)
e Media player devices

e Biometric devices

e Software protection devices dongles)
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e Secure Digital Hostcontrollers

e Tape drives

e PCMCIA andlash memory devices
e |EC 61883 (AVC) bus devices

e Media Center Extender devices

e SideShow devices

To enabledevice locking, in the DriveLock Management Console in the console tree click d_ocal policy 4
DevicesA Device class locking.

=

& CenterTools DriveLock - [Console RootiCenterTools DriveLocki ocal policy\evices\Device class locking]
%1 Fle Action  Wiew Window  Help =%
« £
(1 Console Roat i i
=44 CenterTools DriveLock [ Device class IOCklng
3 Device Scanner —
=8 Local palicy \ Configures the base locking policy for each device dass. By default, DriveLock does not monitor the use of devices
& Global configuration \ belonging ta any of these classes. Once you change this setting by locking a device class, all devices of this dass are
= Drives A\ blocked except For devices wou specifically allow by using a whitelist rule,
£} Devices \
5@ Settings

—  Controllers and ports
iZonfigures the base settings for locking each bype of controller or port,

SR D dng —

I3 Controllers and Ports "-,‘l‘ ~/ iZonkrollers and ports are the most basic bypes of devices, Locking a controller, such as a USE controller,
I Devices \ (\). completely disables its functionality, To lack specific types of devices, such as scanners, use the "Devices”
@ Computer templates configuration settings,

[ Device whitelist rules
= Network profiles

Applications o Devices
I Encryption l Configures the base settings for lacking each bype of device.
@ Management console The device dasses used by Drivelock are identical to those used in the Windows Device Manager.
%y Group Policy
3 Configuration files
=] ("_!B Operating
%) Agent remote control
[y shadowed Files

Done

Click Controllers and Portsor Devicesto display the list of all device classes irthat category.
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“& CenterTools DriveLock ole Root\CenterTools DrivelockM ocal policy\Devices\Device class locking\Devices] (%]
91 Fle  Action  Wiew  Window  Help == x|
= B ©
(L Console Roat Device class Value
=44 CenterTools DriveLock [ wtindows Mobile handheld devices and Smartphanes Devices not contralled by Drivelock
ﬁ Device 5_@"”5’ EjPa\m 05 handheld devices and Smartphones Devices not contralled by Drivelock
=% Ltftal policy . ) :':js:anners and cameras Devices not contralled by DriveLock
& Global configuration .
| Drives T;Mudams Devices not controlled by Drivelock
= -', Devices ZimMetwork adapters Devices not contralled by DriveLock
@ Settings = Smartcard readers Devices not controlled by Drivelock
- Device class locking bsaundJ wvideo and game controllers Devices not contralled by DriveLock
3 Contrellers and Ports Lo Printers Devices not controlled by Drivelock
B BlackBerry devices Devices not contralled by DriveLock
(03 Computer templates [ virtualization devices (¥Mware) Devices not contralled by Drivelack
[‘_i Device whitelist rules F_.jMob\Ie phones Devices not contralled by DriveLock
Metwork profiles Z=Human Interface Devices Devices not contralled by Drivelack
Applications wleed\a player | Partable devices Devices not contralled by Drivelock
I Encryption @ Biometric devices Devices not controlled by CriveLock
(B Management console (33 5eftware protection devices Devices not contralled by Drivelock
Wp Group Policy B Secure Digital host contrallers Devices not controlled by CriveLock
& Configuration files W5 PCMCTA and Flash memary devices Devices not contralled by Drivelock
B Fﬁg Operating B Tape drives Devices not contralled by DriveLock
I3y Agert remote control %IEC 61883 (AYC) bus devices Devices not contralled by Drivelock
- Shadawed Fles FyMed\a Center Extender devices Devices not contralled by DriveLock
'_%'Sideshﬂw devices Devices not contralled by Drivelock

Doubleclick a device class (such aswindows Mobile handield devices and Smartphone9 to open the

configuration dialogbox for that class

E nable locking and auditing devices of thiz pe

Audit device events for devices of thiz type
Do mot lock spstem devices of this type

[ Do nat restart these devices when anather uger logs on
[Wfindows =P and later)

[ Do nat restart these devices when anather uger logs on
[wfindows 2000)

@ Locking iz enabled on thiz clazs: only the devices of this
type contained in computer templates or device/bus
whitelist rules are allowed.

/% Chanhges do not affect any device allieady connected to a
computer,
A reboot iz required for changes to device clazss locking to
take effect.

0K H Cancel H Apply
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The configuration dialog box is identical for all device type®xceptfor serial and parallel ports.

To activate locking of devices of the selected class,efect the dEnable locking and auditing devices of this
typedcheckbox

When you lock a device, the Windows Device Manager displaysyallow warning

;(J icon next to it.

Also, in the configuration dialog boxyou can specify whetherevents for devices in this class areaudited. If
selected, the DriveLock Agentsends event messages to destination you defined, such as theWindows
Application Logand the Security Reporting Center(For information about auditing, see the chaptetAuditing
DriveLockOperationsd ) .

To exempt system devices, such as network miniport drivers or UBS hubs from device locking, select the
corresponding checkbox. & avoid configuring whitelist rules forsuch 0o §d¢ war ed6 devi ces,
enabled by default. If you disablethis option, you must define whitelist rules for all system deviceghat are

required for normal computer operations.

3.3.2 Creatingdevice rules

You configure vhitelist rules for devices the same way as drive whitelist rulesThe following example
illustrates how to create a whitelist rule for a singleWindows Mobile device

In the console tree, expand Devices, expand Device whitelist rules, expand Devicaghtclick Windows
Mobile handhelddevices and Smartphones and then clickiNew 4 Device or bug
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=% CenterTools Drivelock - [CenterTools DriveLocki ocal policy\DevicesiDevice whitelist rules]

'{d File Action  View ‘Window  Help
« 2

4 CenterTools Drivelock A~
ﬂ Device Scanner

= Local policy

& Global configuration

= Drives

Device whitelist rules

A device whitelist defines exceptions ta the default policy, such as rules for
devices that are not blocked for all users and on all computers, whitelist rules
apply either to all devices connected using & hardware bus, such as PCI or USE,
of ko devices with a specific device identifier (hardware ID). Drivelock uses a
separate whitelist For each device class,

@ Device class locking
@ Computer templates

= Eﬁ Device whitelist rules
I3 Controllers and Ports
= @ Devices

Controllers and Ports

Configures whitelist rules that define exceptions ko the default
policy For all bypes of contrallers or ports,

Contrallers and ports are the most basic bvpes of devices. Locking a
controller type, such as a USE controller, completely disables its
Functionality, Use "Devices" ta lock devices based on the bype of
device, such as scanners.

D Paln 05 hadhel Show template rules

@ Modems
<k Metwork adapter  Mews Window From Here

@ Smartcard reads . p= .
) Properties | Devices
h Sound, video any '-J‘ Configures whitelist rules For all bypes of devices,
Q Printers Help The device classes used by DriveLock are identical bo those used in
n BlackBerry devices the \Windows Device Manager.

&] Wirtualization devices (Wiware)
B Motile phones

g) Hurnan Interface Devices

QJ Media player | Portable devices
@] Biometric devices B
[ Software pratection devices

% Secure Digital host controllers

i pCrMCLA and Flash memory devices
2 Tape drives

§ IEC 61883 (AWC) bus devices
B 1edia Center Extender devices

< |

|+

Generates a new device or bus entry,

In the dNew white list rule Propertie®dialog box configure the settings for locking the device

New white list rule Properties

General |Permi$sinn$ Time limitz | Computers | Metworks | Options

Diescription ||

Device class Q

Carnrnent |

Options [] Do not restart device on user change
Scope () Bus
Bus identifier

(%) Device
Hardwsare (D

Compatible [additional] hardware Dz

OF. l[ Cancel ]
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In the description field, type a name for the rule To record additional information about the rule, you can type

a comment in the Commentfield.

Define the scope of the rule by identifyingthe device. To specify all devices of the selected type that are

connected to a specific hardware bus, seledBus and then select the bus from the dropdown menu

General | Permissions | Time limits | Computers | Metworks | Options
D ezcription

Device class B

Comment

Options [ 1D not restart device on user change

Scope (%) Bus
Buz identifier w

i 1394
) Device a3
Hardware [D ACFI
AYC
Compatible [additio g;:ENUM
Dizplay
DOT4
G arnePort
HID
IDE
IRBUS
IREMLIM
1S4PnP
LPTEMUM :]
MF —

When you specify a bus in a whitelist rule, the rule is activated whea device in the selected class for
example, Windows Mobile handhelds and Smartphongss connectedto the computer using the selectedbus.

Example To enable allPCI network cards in a computercreate a new whitelist rule
} for network adaptersa n d s e | 6bus aisthé i@eGtifier. Thisenables all internal
J network adapters connected tothe PClbus while locking all network adapters that
are connected to an external bussuch asPCMClAand USB

If no predefined device bugnatches your needs specifya new adapter typeby typing the bus identifier in the

corresponding field

In some cases vhitelist rules can conflict with each other. In suchcases,DriveLock usesthe following rules to
determine whether a drive is locked or access is allowed

e Buslocked and device allowed C device allowed

e Buslocked and device locked C device locked
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e Busallowed and device locled C device locked

e Busallowed and device allowedC device allowed

If a device or bus is locked by one rule and access is allowed by another, access to the device or bus is

allowed.

Rules that are defined by usingcomputer templates are processed the sameway as manually created

whitelist rules.

For more granular device control you can create rules for devices with a specifiardware ID and compatible
IDs. Each device has a unique hardware ID. In addition Windows maintains a list of compatible hardware.ID
Windows uses this hardware ID anény compatible IDs to find a driver forthe device when it is connected to
a computer. Most hardware IDs caralso contain a revision numberthat is assigned by the manufacturerbut
which is not used when selectinghe device driver.If a hardware ID contains a revision number, Windows

usesone of the compatible IDsthat does not contain the number.

To specify a device, type its hardware ID in the corresponding fieldYou can find the hardware ID in the

Windows Event Logr in the registry of the computer.

™
'!' E Ensure that no blank spaces precede or followhe hardware ID.

To determine the har dwadr enelxD mor & heaadaheyuseatdbuiltind o | el d

hardware database or Device Scanner scan redslto find the device

Installed devices | Hardware database | Device Scanner database
Currently installed devices ) local () on agent

Device name Hardware |D

Hide system devices

I Ok l [ Cancel
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Select currently installed local devicesor connect to an Agent running on another computer t@btain a list of

devicescurrently connectedto that computer.

Click Refreshto display recently connected devices. Palm or Windowsglobile-based handheldcomputers are

usually connected to thecomputer while the HotSync or ActiveSynprocessis running.

Select dHide system device$ to hide all Windows system deviceswhich are not locked by default (as
determined by theo p t iDo motlozk system device®in the device class configuration dialodyox).

Additionally, click the Hardware database or Device Scanner databagabs and then select a device from the
list.

Installed devices | Hardware database | Device Scanner database Installed devices | Hardware database | Device Scanner database
“endor A Product Computer Product
Acer Labs Inc. HP USE Sync é <all s B SmartPhone USE Sync
Azkey HF USE Spnc 1611 é, DLA00
Asus HP USE Sync 1612 -
BCOM HF USE Sync 1620 5 DLELIENT10
CasI0 HP USE Sync 1621 A simba
Cesscam HF USE Spnc 1622 A yCT-LED-LDCT
ChCS HP USE Spnc 1630 & CT-LB0-LDC2
Compal HP USE Sync 1631
Compaq HF USE Sync 1632 5 VET-LBOSACT
Cyberbank HF LIS Sync 1640 S VETLBO-WSUS
Dell Computer Corp. HF USE Sync 1641
E-TEM HP USE Sync 1642
Freedom Scientific HP USE Sync 1650
FUJITSU HF USE Sync 1651
Fuijitzu Siemens HF USE Sync 1652
Hewlett-Packard
HHP
Hitachi Maxel Ltd.
HTE b
Hardware 1D Hardware ID USBWid_0bb4tPid_0a515Rev_0000

See thec h a p Bcarmingd ourNetwork with the Device Scanneofor information about the Device Scanner.

The hardware database contains information about all devices for which driversare included with the
operating system. DriveLoclprovides access to this list to make it easy to configurelevices but CenterTools
has no control over this list. You can add devices to the hardware database by using an INF file that contains
information about the device. Such .INF files are typically @luded with device drivers that hardware
manufacturers include with their products.

To import new device data from anINFfile into the database, click Import.
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Choose device Properties

Installed dewices | Hardware database | Device Scanner database
Wendor A | Product
Acer Labs Ine. HP USE Sync
Agkey HF USE Sync 1611
Asusg HP USE Sync 16812
BCOM HF USE Syne 1620
Casio HF USE Sync 1621
Ceszcom HP USE Sync 1622
CMCS HF USE Syne 1630
Compal HF USE Sync 1631
Compaq HP USE Sync 1632
Cyberbank HPF USE Sync 1640
Dell Computer Corp. HF USE Sync 1641
E-TEM HF USE Sync 1642
Freedom Scientific HP USE Sync 1650
FLJITSU HF USE Syne 1651
Fuijitsu Siemens HP USE Sync 1652
Heslett-Packard
HHP
Hitachi Maxell Ltd.
HTT )
Hardware [D
Import JINF file Folder.., [ Ok, l [ Cancel ]

Select whether to import data from a single file or from all .INfiles in a directory, and then selectthe file or
directory.

3.3.3 Additional device whitelist rule setting

3.3.3.1 User permissions
To configure user access;lickt h Perndissionsd  tamdlthen define how user can access thalevice.
Selectone of the following options:

¢ Allow: Anyauthenticated user canuse this device.
e Deny (lock) for all usersNouser can use this drive it is completely locked

e Deny (lock), but allow access for defined users and group§hedevice is locked, but the specified

users or groups arecan use the device.
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Mew white list rule Properties

General | Permizsions |Time limits | Corputers | Metwarks | Options

Device locking behaviour

) Allow
) Deny [lock] for all users

(&) Deny (lock), but allow access for defined users and groups

Ulzer or group

Add.. ][ Remove ]

[ [1].8 H Cancel ]

Click Add to select a user or group toadd to the list. To delete an entry from the list, select the entryand then

click Remove
3.3.3.2 Time limit settings

If you want a rule to be active only during a certain time (for example only on Wednesdays, or on weekdays
between 9 A.M. and 5 P.M., you can specify time limits for the rule. You can also specify start and end date

for a whitelist rule.
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Device Properties

| General || F'ermissinns| Time limits | Computers || Metworks || Dptinns|

Fiule iz active during selected hours
o 2 4 6 & 1012 14 16 18 20 22

All
Monday
Tuesday

Wednesday
Thursday

Friclay

Saturday

Sunday

I (%) Rule active r () Rule ot active

Rule iz active from | O7.05.2007
Rule iz active untl | 07.07.2007  «

[ Ok Il Cancel ][ Apply ]

First select the appropriate time block or blocks by clicking one or more rectangles, an entire column or a row,

and thenclick dRule actived  &®ule not actived .
3.3.3.3 Settings for Computers

Th&€onputerd t ab | ets you define the computer(s) on which
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Device Properties

General | Permissions | Time limits | Computers | Metworks | Options
() Rule is active on any computer
(#) Rule is active only on selected computers
{7 Rule is not active on selected computers, but all others
Computer
@ LEOSDL-CLIENT10
Add w ] [ Remaove ]
[ 0k l l Cancel ] [ Apply

Select from the following options:

e Activate this rule on all computers
e Activate this rule only on thespecified computers

e Exclude specified computers from this rule
Click Add to add more computers to the list.
3.3.3.4 Network settings

On the Network settings tab you configure whether the rule is applied only in certain network locations. For
more information about network locations, see thec h a p €amfiguridigNetwork Locationsand Configuration

Settingsd .
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Device Properties

General | Permizsions | Time limits | Computers | Metworks | Options

{7 Rule is active at any network location
(®) Rule iz active only at selected network, locations

{7 Rule iz not active at selected network locations, but all others

Metwark. location

@ Home
il LED

[ Add.. |[ Remaove ]

[ 0k, H Cancel H Apply

Select from the following options:

e Activate this rule at all networklocations
e Activate this rule only at the specified network locations

e Exclude the specified network locations from this rule

Click Add to add more defined network locations to the list.
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3.3.3.5 Additional options

Mew whitelist rule Properties

General | Permissions || Time limits | Computers | Metworks | Options

[TiDizplay custam message in user notification

|Jzer notification meszage to display when this rule is activated
]

[] Dizplay no message when this e is activated

[ Da not generate audit events when this nule is activated

[ QK l[ Cancel H Apply ]

S e | e c Displayhcestom message in user noti€ation6 checkbox to activate the use
for the whitelist rule.

I n the text edit box, type the message. DriveLock wil!l
language setting. If you use this type of notificatiormessage, DriveLock displays a key icon near the top left
corner of the text edit field.

If you have defined multilingual messages you can select such a message instead. To select a multilingual
message, clickt he o0down arrowd but t edown anend clitkibeSre |l ent t mal tdirloipn

messagebod
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New whitelist rule Properties

General | Pemmissions | Time limits | Computers Netwulksl Options

Dizplay custom meszage in user notification
Uszer notification meszage to display when thiz rile is activated
»

Select multilingual message. ..

Clear message : granted

Test message |
D leplay T IS 5ags YIS S WIS 15 acivated

[] Do not generate audit events when this e is activated

I Ok, l[ Cancel H Apply ]

Multilingual messages contain different messages in multiple languages for the same notification. Before you
can use such a message you must define it in th&lobal configurationsection of the policy. When you select
a multilingual notification message, DriveLock displays the text in the language of the currently loggeuh

user.

Select multilingual notification message [5__<|

Select the multilingual notification meszage

D ezcription

-ﬁ' Call admirigtrator
-ﬁ I15E sticks are not alloveed

[ ok | [ Cancel

Clickthe message andthen click OK
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New whitelist rule Properties @El

General | Permissions || Time limits | Computers | Metworks | Options

Dizplay custom meszage in user notification
Uszer notification meszage to display when thiz iile is activated

“= | Call admiristrator

] show message also when access is aranted

[] Display no message when this e is activated

[] Do mot generate audit events when this rle is activated

I Ok, H Cancel H Apply ]

If you use this type of notification message, DriveLock didgys a speech bubble icon near the top left corner
of the text edit field.

_-"“ For information about how to create multilingual messages, refer to the sectior
1Ll &Configuring Multlingual Notification Message® .

To display the same message when a wuser connAlomt s

display message also when accessisgrantel c hec kb o x .

To not display any notification message when this rulesiactivated, including any default language message
that you defined for all drives selectthe Display no messagevh en r ul e <c¢heckbaxt i vat edo

To not generateany audit events when this rule is activated, select the corresponding check box.

3.3.4 Generaldevice locking settings

To configure some general settings for locking deviceslick Settings, as shown in the following picture.
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™} CenterTools DriveLock - [Console RootiCenterTools DriveLockiL ocal policy\Devices\Settings]

91 Fle  Action  Wiew  Window  Help =] x|

= B @ 2|3

(L Console Roat — \

=¥ CenterTools DriveLock [ Settings
T Device Scanner T | l
= Loral policy \ 3 Configures the glabal settings for controlling devices.

& Global configuration \ |- r
= Drives A\ | e
£ 9 Devices V| =] Custom user notification messages

s U : Configures whether and how custom user notification messages are displayed when devices are managed by

e — . Drivelnck.
class lacking
L8 Computer templates -
[m Device whitslist rules 7] Classic M iy ndvanceq

=% Metwork profiles These settings contral advanced options.
[ Applications -
I8 Encryption 4 Restart devices if logged-on user changes (Windaws XP of laker)

Restart devices if logged-on user changes (Windows 2000)
Configures whether devices that are controlled by Drivelock are restarted when a different user logs on.

(¥ Management console

% Group Policy Restarting devices is required bo let DriveLack correctly apply user-specific permissions For device usage.
Ry Configuration files
E
= £, Operating % Audit device restarts

Corfigures whether device restarts due ta logon changes create device arrival event messages. Such

|2y Agent remake control messages are logged according to the current audit policy.

[ shadowed Files

Done

3.3.4.1 Configuring user notification messages for lockinglevices

DriveLock displays a natification message when a device nnected to the computer and locked if you have
enabl ed popup windows ( a $askbae sotfication earda settmg®t) h e Tse cdteifoinn eod
content of such messages, clickCustom user notification messages

If you have configured multilingual messages for the current language, DriveLock
will display the standard messages defined for this language instead of the
message configured in this dialog box. Fonformation about how to configure

) multilingual messages, refer to the s

Defining languages and standard message texts .
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Properties EJE|

General

[DiDisplay custom message

Device locking message [DEVE replaced by device name)

tessage when computer restart iz needed before device can be used
aqgain [%DEVE replaced by device name)

I OF. H Cancel ]

Se | eShaw custom messageé tnable ¢he messages specified on this dialog box. The device locking

message is displayed each timea deviceis locked by the Agent.

Type the message to be displayed to the user. Click the Test button to display a message with the current text
onyourcomputer. When the message is di spoE®gedj t hhehAgant

name of the lockeddevice.

: J You can usecertain HTMLtags, such aso<b>Text</b> 6 t o & message.t

3.3.4.2 Advanced global settings for controlling devices
Todefine the following two additional settings, click the corresponding links in the task view:

e Restart devices when loggean user changes When activated, each time a new user logs onto the
system, DriveLock restartsall devices
e Audit device restart When activated, DriveLock generates audit events each time a device is

restarted.

Available options for configuring each of global settings ar&nable Disable, and Not configured as shown in

the following dialog boxes.
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Properties El@| Properties E|E|

General General
Festart devices when a different user logs o, Audit device reztarts

() Enable [default] () Enable [default]

() Disable (O Dizable

() Mot configured @]
Help Help
When enabled, devices managed by Diivelock will be restarted if the When enabled, any device restarts due to user changes are recorded in the
logged-on uzer changes. Ewent Log,

[0]8 l [ Cancel [0]8 ] [ Cancel

3.4 ConfiguringFile Filters

Usefile filters to control the access to specific file types irremovable mediarules and drive whitelist rules.
File filters control which types of files userscan read or write. For example you can create a file filter
template with read permissions for .jpg files and write permissions for .doc files. A singlefile filter template

can include multiple permissions entries to match your security requirements

DriveLockcan <check the headers of files to ensure that
indicated by the extension. Br example, it can check whether a file with a.doc extensionis really a Microsoft

Office file and nota graphicsfile that a user renamed Note that some file formatsshare the same file header

such as someMicrosoft Office while others have no file headeiat all or a variable file header.

After you haveconfigured a file filter template, you can useit in a drive class ora drivewhitelist rule.

75 Version 5.5

a



(Lo
DriveLock Manual

3.4.1 Creating a new file filter template

#% CenterTools Drivelock - [CenterTools DrivelockW ocal policy\Drives\File filter templates]

94 Fle action  Wiew Window  Help

& B ER 27

24 CenterTools Drivelock DESETHm pE—
ﬂ Device Scanner =

= Local policy _ -
& Global configuration ¥ Office Files allowed
[=-E Drives

Settings
=] Removable drive locking

i@ Drive whitelist rules

&) Authorl LM  Template. ..
[ZFletyp  yiew ,

19 Devices
;—i?;, Metwaork pr
applications  Export List...
[ Encryption
[ Manageme
% Group Policy Help
m Configuration Filgs
@ Operating

Mew Window from Here

Properties

S
| »

Creates a news item in this container.

In the console tree, expand Drivesjght click File filter templates and then click New 4 Template

Office Files allowed Properties

E xcephions || Other || |Jzage |
Leneral | Fiead filter || Wirite filker || Avdit || Shadow |

Template description |foice Filez allowed |

Comment
Typical Office Files allowed for read and wiite access [DOC, ¥LS]

ok H Cancel H Apply
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In the description field, type a name for the template If desired, type a comment.

Clickthe Read filter tab.

Office Files allowed Properties

Excephions Other |Jzage

General Read filter | Wirite filker Avdit Shadow
‘when reading files () Allow all files

() Allow only selected extensions

() Do not allow selected extensions
[JUse the same settings when witing files

File extensions ta fiter when reading files

Eutenzion D ezcription

Eﬂ Doc Microzoft Office Word 57 - 2003 ... ; —
@XLS Microzoft Office Excel 37-2003 ..

@ . Content
zcanned
[builk i)

[ 0ok ][ Cancel H Apply ]

The file extensionsspecified on this page arecheckedwhen a file is copiedor read from a drive.

Toallow all file extensions se | e Allow ab filesd. Toallow only certain file types, select GAllow only defined
extensions To block certain files,select Ao not allow defined extensiong .

Click Add to add one or morefile extensions to the list.
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File extension

X

File extension to be added to the list
Doc |
E =tenzion Dezcription »
Q] 323 H.323 Internet Telephany B
E:] 386 Wirtal device driver
t':] A nkriovn file type
.-'1‘-.|:.-'1‘-. Microgzaft Agent Character File [HTTP ..
L] accoT Unknown file: type
.-'1‘-.|:F Microgzaft Agent Character File [HTTP ..
BlacL AutaCarect List File
.-'f-.ES Microzoft Agent Character File
b 20w
E:] Al nknoven file tppe
[z aIF AIFF Format Sound
] aiFc AIFF Farmat Sound =
[, I R - . bt
@ . Content scanned 0K ] [ Cancel

Select or typeor the appropriate file extension and then click OKto add the file extensionto the list.

Click the Write filter tab.

Office Files allowed Properties

General

Exceptions Other |Jzage
Readfiter | Wiite fiter At Shadow

When witing files  [] Uge the same setiings az when reading files

) Allow all files
() Allow only zelected extenzions
() Do not allow selected extenzions

File extenszions to filker when writing files

Extension

®lpoc

EuLs

D ezcriphion

ticrozoft Office Waord 97 - 2003 ..
ticrozoft Qffice Excel 97-2003 ..

... Content

zcanned
[built i)

(].4 ][ Cancel H

Apply ]
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The file extensionsspecified on this page are checked when a file is copied or written to drive.

To allow all fi AlowalflesensTonal | ewl et y ocAllowtonly definddi | e t yp

extensions) . To bl ock c eDo monallow ddfined extensiond e | e c t 0
Click Add to add one or more fileextensionsto the list.

Click the Audit tab.

Office Files allowed Properties

E scephions (ther |Jzage
General Read filter Wirite filter Audit Shadow
Audit files ) Mone
O]

() Riead from removable media

() Wwritten to removable media

Audit conditions— (3) &l
() Success [access alowed)

() Failure [access denied)

I 0K H Cancel H Apply l

The file audit settings define when an audit events generated. Configure the audit settings to match your

audit policy.

Audit events can be sentto the Windows Event Logand, if configured,to the DriveLock SecurityReporting
Center (SRC).

Fle auditing can impact systemperformance. Also some user actions may

' generate multiple audit events. For example, opening a Word document may
. generate three separate eventsbecause Word reads the file, writes some
information to it (last time accessed) andthen reads the file again.
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Settings on he tabs Shadowand Exceptionsare explained inthe section 6ConfiguringShadow Copiesn Drive

Whilelist 6

Select the Usagetab to view the drive whitelist rulesthat use the current template.

Office Files allowed Properties

General Fiead filter Wirite filker Avdit Shadow
E scephions (ther Usage

Thiz template iz uzed in the following drive rules:

Deszcription
L'J] Floppy digk. drives

I OF. H Cancel ]

3.4.2 Using a file filter template

Use afilter template to configure filter settings for one of the drive ¢assesor a single drive whitelist rule.

To assign a filter template to a rule, open the Poperties dialog box for the rule,and then click the

Filter/Shadowtab.
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USE bus connected drives Properties

General | Filter / Shadow | tessages | Options | Drive letters | Commatids
[#]Filter filez read from or written ko drives of this typel
[ it and shadow files read from or written to drives of this tupe
Filter # audit # shadow files using template
| File Filter Template L
I 0] 4 ] [ Cancel ] [ Apply l
Selectd- i | t e é6to énable flesfitering and then assignan existing file filter using the drop-down menu.

Toassigna filter to a whitelist rule, open the rule andthen click the Filter/Shadow tab.
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Properties
MHetwarks Dirive letters teszages O ptiokis Commands
General Permizzions Filter / Shadow Tirne lirnits Computers

[#]illse the filker settings configured under "Femovable drive locking'

Filter # audit # shadow files using template

I Ok, H Cancel ]

By default a whitelist rule uses the filter settings you configured for the corresponding drive class.To
configure a different filter, clear thedUs e f i |, theckd n ¢§ € é r chdckbdxesdéhén select a filter

template from the drop-down list.

3.4.3 Defining file types

DriveLockincludes builtin file type definitions for many common file formats. You cardefine file types for

additional file extensions by definingthe content of these files.
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®% CenterTools Drivelock - [CenterTools DrivelockM.ocal policy\DrivesiFile type definitions]

CEX

4 File  Action  Wiew Window  Help el x|
. Bl@ (7]
=4 CenterTools DriveLock File extensions Comment ~
ﬁ Device Scanner 7 i
(=& Local policy
g_‘," Global configuration Created from a built-in file tvpe
-, Drives Created from a built-in file type
Ea Settings Created from a built-in file type
=) Removable drive locking Created from a built-in file type
i@ Drive whitelist rules Created from a built-in file type
E_," File filker templates Created from a built-in file type
Lj Authorized media Created from a built-in file type B
@m Created from a built-in file type
|® Devices Created from a built-in file type
<%, Metwark praf Created from a built-in file type
[&] Applications Wiew Created from a built-in file type
la Encryption Hews Windaws from Here Created from a built-in file type
] Management E  List Created from a built-in file type
E' GrouP Pollc.y . Hpart e Created from a built-in file type
% SEI;E;I,:ZUDH Fie Properties Created from a built-in file type
- Help Created from a built-in file type
Created from a built-in file type
Created from a built-in file type
Created from a built-in file type
Created from a built-in file tvpe
Created from a built-in file type
Created from a built-in file type
Created from a built-in file type
Created from a built-in file type
Created from a built-in file bype v
Creates explicit file type definition rules For all built-in File types,

Before you can usebuilt-in definitions you must generate a list that contains the file extensions that are
recognized by Windows on your computer. To create this listght-click File type defnitions and then click All
TasksA4 Create builtin definitions.

Tocreate a new file type, rightclick File type definitions and then click New 4 File type definition.

To changethe definition of a file type in the list, doubleclick it.
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JPEG Properties

General | Type definition | Test |

File type definition applies to file extensions

Extenzsion D ezcriphion Add..

IEJF'EG JPEG Image

Comment

Created from a built-in file type

I 0] 4 H Cancel ] Apply

Click Add to add one or more file extensiongo be included in the file type definition.

Clickthe Type definitiontab.

JPEG Properties

General | Type defirition | Test |

(®) Detect file type by validating content
Check file content against static values

Start offzet Length  Content
{70000 3 FFDEFF
Add.. | [ Remove || Edt. |

when checking content () all entries must be present [AMD]
(%) one of the entries must be present (OR)

() Detect fils type using custom DLL

GLL path | |

Function name | |

I 0k, H Cancel H Apply ]
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DriveLock can validate afile by checking its content or by using a custonDynamic Link Library DLL). Such

custom DLLs contain code that yowlesign to check the contents of a file

Click Add, Removeor Edit to edit the list of content checkconditions.

File Header Properties g|
Start offzet 00000} [butes from beginning of the file)
Lenath 3 [bytez]

Expected content at the start offzet

(O Text
(%) Hex bytes FFDEFF

I [1]4 H Cancel l

A content check conditions contains an offset (a hexadecimal value) and content valuethat you can specify
as text or as hexadecimal byte vadues. DriveLock automatically calculates thelength. Click OK to save

changes.
Configure whethera file must match all conditions or only one of themneedsto be validated

To use aDynamic Link Librarythat you have developedtype the full path for the DLL file and the function

name.

Click OKto savethe changes.

3.5 UsingMedia Authorization

Use the Authorized Media option to unlockspecific media even though CD/DVD drives are locked.For

example, you can allow the use of a DVD containing training videos while blocking the use of all other DVDs.

When creating a né&mleformpdrmited disk, ®rveLikcdldulates a unique identifying
0hash val ue andtunlodksrthetdiekevhe@ fhis value matches the hash value of an authorized disk
Because the hash value changes when any data on the disk changes, you can use media authorization only
for disks that are not writeable but not for writable removable drives such asUSBflash drives. Therefore
QAuthorized Mediarules should only beused for read-only media (CDs/DVDs).
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3.5.1 Creating a new rule for authorized media

In the console tree, expand Drives, and then clickuthorized media

% CenterTools DriveLock - [CenterTools DrivelockiL ocal policy\DrivesiWiuthorized media]

%4 File
&

Action  View  Window  Help

B @ (7

=
=R
=

%
w
=6

H4 CenterTools Drivelock

Device Scanner

Local policy

& Global configuration
=, Drives

Settings
=1 Removable drive locking

@ Drive whitelist rules
@ File filker templates
?_‘J Autharized media
File bype definitions

P Devices

< Metwork profiles

@ Applications

I.ﬂ Encryption

@ Management console

Group Policy

Configuration files

Operating

Description Status
4 7|
Sitwdio OO Mot lacked
0 DriveLock CD Mot locked
A video DVD Mat: lacked

Rightclick Authorized Mediaand then click New 4 Authorized media

5% CenterTools Drivelock - [CenterTools Drivel ockM ocal policy\Drives\Wiuthorized media]

=&

Description Status
7 7|
7 Audio CD ok locked
) DriveLock €D ok locked
& Video DVD Mot lacked

|= Authorized media...

“% File  Action  Wiew  Window  Help
® B 2|7
24 CenterTools Drivelock
ﬂ Device Scanner
(=& Lacal policy
@ clobal configuration
== Drives
Settings
=] Remaovable drive locking
@ Drive whitelist rules
@ File: filer templates
? Drevit View
S5 MW e window From Here
@ Appl
[ Encry  Export List...
3 Man .
EP Group Po Properties
Wy Configur Help

Operating

3

Creates

a new authorized media rule.
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The New authorized media Properties Dialog box opens.

Mew authorized media Properties

General |F'ermissi0ns Time limits | Computers | Metworks | Options

Dezcription || |

Comment

Rule type () &y Awdio CD
() &y ideo DVD / CD
(%) Specific madia
Media information

Read media information. ..

I OF. H Cancel ]

Typea description andan optional comment describingthe Authorized Media rule.

DriveLock includes twopredefined rule types, Audio CD andVideo CD/DVD.Use these rules to authorize the
use of audio and video disks, respectively. To create a custom rule for a specific disk, cligpecific mediad
Click Read media informationto calculate the hash value of the disk you want to allow

Select media fz|
Currently inzerted media () lacal (D) on Agent l:l
Dirive Description

Yolume namel: YMADDITIONS

Co o)

Select thedrive with the CD or DVD you want to allovand then click OK
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3.5.2 Configuringpermissions for specific users or groups

To configure accesdor specific users and groupsclickt he o0Per mi ssi onsdé tab.
Selectone of the following options:

e Allow: Every authenticated usecan access this disk.
e Deny (lock) for all usersNobody can access this disk, it is completely locked.
e Deny (lock), but allow access for defined users and group$he disk is locked, but the specified users

or groups are allowed to use the disk either ingad only mode or with write permissions.

General | Pemmissions | Time limits | Computers || Metwarks | Options
Device locking behaviour

O Allow

() Derw (lock] for all ugers

(®Dery [lock], but allow access for defined users and groups

|Jzer or group Fiead rite
Add.. ] [ Remove l
[ ak l [ Cancel ]

Click Add to add a user or group to the list, and then specify whether the user or group can copy files to the
media or only read data from it. To remove a user or group from the list, select the user or group atiten

click Remove

3.5.3 Time limit settings

If you want a rule to be active only during a certain time (for example only on Wednesdays, or on weekdays
between 9 A.M. and 5 P.M., you can specify time limits for the rule. You can also specify a start and/or end

date for a whitelist rule.
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Yista Properties

| General || Permissions | Time limits | Computers || Metworks || Dptions|

Rule iz active during selected hours
o 2 4 B 8 10 12 14 16 18 20 22

Al

T IR

Tuesday
Wednesday
Thursday

ey L]

Saturday

Suncay III

JomEiE | Ofuenotacive

[ Rule iz active from

[J Rule iz active unti I:I
[ ok

H Cancel H Apply ]

First select the appropriate time block or blocks by clicking one or more rectangles, an entire column or a row,
and then select ORule activedo or ORule not activeo.

3.5.4 Settings forcomputers

The O0Comput er sé t admpdteestosvhich a whitelistriileappées.t h e
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Yista Properties

General | Pemmissions | Time limits | Computers | Matworks | Options
{(®)Rule is active on any computer
(7 Rule is active only on selected computers
{7 Rule is not active on selected computers, but all others
Camputer
Add
I QK ] [ Cancel ] [ Apply

Select from the following options:

e Activate this rule on all computers
e Activate this rule only on the specified computers

e Exclude specified computers from this rule

Click Add to add more computers to thelist.

3.5.5 Network settings

On the Network settings tab you configure whether the rule is applied only in certain network locations. For
more information about net GmfigkingNetvwork t ocationsand Cenéigaratimh e c hap
Settingso .
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Yista Properties

General | Pemmissions || Time limits | Computers | Metworks | Options

(#)Rule iz active at any network location

() Fule is active only at selected netwark locations

) Rule is not active at selected network locations, but all others

Metwork location

[ 0k, H Cancel ][ Apply

Select from the following options:

e Activate this rule at all network locations
e Activate this rule only at the specified network locations

e Exclude the specified networkocations from this rule

Click Add to add more defined network locations to the list.
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3.5.6 Additional options

New authorized media Properties

General | Permissions | Time limits | Computers | Netwarks | Options

[IiDizplay custam user notificatior:

Jser notification to display when this rule applies

»

[] 5how message alzo when access is granted

I OF. H Cancel ]

S e |l e c tDisplap eustomm user notificatiod® checkbox to activate the wuser n
whitelist rule.

In the text edit box, typet he message. DrivelLock wil!|l di splay this mes:s
language setting. If you use this type of notification message, DriveLock displays a key icon near the top left
corner of the text edit field.

If you have defined multiingual messages you can select such a message instead. To select a multilingual
message, clickt he o0down arrowd butt oedowandmetmienclormkt hSeldeotp
messageo.
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Mew authorized media Properties

General | Permizzions | Time limits | Computers Netwolks| Options

Dizplay custom user notification
Uzer notification to dizplay when thiz rule applies
i ]

Select multilingual message. ..

Clear message s granted
Test message

[ ()8 H Cancel H Apply ]

Multilingual messages contain different messages in multiple languags for the same noffication. Before you
can use such a message you must define it in th&lobal configurationsection of the policy. When you select
a multilingual notification message, DriveLock displays the text in the language of the currently loggenh

user.

Select multilingual notification message b__(|

Select the multilingual notification meszage

D escription

--ﬁ Call admirigtrator
--ﬁ 1SE sticks are not alloveed

[ ok | [ Cancel

Click the message and then clickOK
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New authorized media Properties

General | Pemmissions || Time limits | Computers | Metworks | Options

Dizplay customn uzer notification
Uzer notification to dizplay when this rule applies
=% |Call admiristratar

[]5how message also when access is granted

[ k. l[ Cancel H Apply J

If you use this type of notification message, DriveLock displays a speech bubble icon near the top left corner
of the text edit field.

For information about how to create multilingual messages, refer tadhe section
[ . &Configuring Multlingual Notification Message® .

To display the same message when a wuser connAlsot s

display message when accessisgrantedl c hec kb o x .

3.6 UsingComputer Templates

Use compuer templates to allow access all standard devices on a computer model.

Access to devices thatyou include in a computer template is always allowed without requiring you to create

separate device whitelist rules for them.

94 Version 5.5

a

dr



i

DriveLock Manual

™} CenterTools DriveLock - [Console RootiCenterTools DriveLockiL ocal policy\Devices\Computer, templates]
91 Fle  Action  Wiew  Window  Help

« = B @R 2|7

EBX
ETET

(L Console Roat
=¥ CenterTools DriveLock
T Device Scanner
=% Local policy
& Global configuration
= Drives
£ Devices
@ settings
L3 Device class locking
(Computer templates
i Device whitelist rules
=& Network profiles
Applications
I Encryption
(¥ Management console
%y Group Policy
1 Configuration files
=] ("_!B Operating
%) Agent remote control
[ shadowed Files

Template name

Status
i

There are no items ko show in this view,

You can base acomputer template on devices inthe DriveLockhardware database oron the devicescurrently

connected to your own computer. The built-in hardware database already contains information aboutmany

popular and widely deployed computemodels.

You can also create a templatebased on device typesUse this method to define a

' collection of devices that you want to allow or deny access to, such as a pool
scanners.

To display all devices that are allowed because of templates you have configured along with any whitelist

rules, right-click Device whitelist rules and then click Show template rules Use the rule icon todistinguish
between the two types of rules.
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3.6.1 Creatinga new computer template

®% CenterTools Drivelock - [CenterTools DrivelockM ocal policy\DevicesiComputer templates] ]
B4 Fle  Action  View ‘Window  Help = E'J
& B 2|7

%4 CenterTools Drivelock Template name Status
}1 Drevice Scanner
=8 Local policy T ?|
" Elobal corfiguration
= Drives
= ]9 Devices
@a Settings

I3 Device class locking

ﬂDeII Computer Corp, Latitude DE00 Devices allowed
ﬁDeII Computer Carp, Latitude D10 Devices allowed

3 Template...

Wigw 3
Mews Window from Here

[ Device whitels

-_-:q_, Network profiles

@ Applications

Lﬂ Encryption

[ Management cons  Expart List...

W Group Palicy

%y Corfiguration Files
@ Operating Help

Properties

Inserts a new computer template

To create a newcomputer template, right click Computer templatesand then click New 4 Template

New computer template Ps_(l

Add new computer template._. ‘*
...pleaze chooze the template source Ql

A new computer template can be created from the local spstem, a remote spstem ar from
a pre-defined template.

Pleaze select the template source:

O Remote agent on computer

() Pre-defined template from database

() Create empty template

I ak l[ Cancel ]

3.6.1.1 Creating a computer template based on the localcomputer

SelectLocal Systemas the template source andthen click OK
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New template Properties @g|

Gereral | Devices | Pemmissions

Template name Dell Latitude DE20

[ 0K H Cancel ]

Typea name forthe computer template (for examplethe computer name or type).

Click the Devicetab to have DriveLockdetect all devices that are currently connected to your computeand

add them to the device list.

Refer to the section dWVorking with computer templateso for information about how to add additional devices

and configure permissions.
3.6.1.2 Creaing a computer template based on aremote computer

The steps for creatinga computer template from a remote computer are almost identical to those forcreating

a template from local information.

To create a template based on a remote computer, the DriveLock Agent must be installed and running on that

computer.

SelectRemote agent on computey type the name ofthe remote computer, and then clickOK
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New computer template E|
Add new computer template... -‘.
...please choose the template source, tl

A new computer kemplate can be created from either the local spztem, a remote system
of fram a pre-defined template.

Flease select the template source:
() Local system
(%) Remate agent on computer | vetbo-di3
() Pre-defined template from database

() Create empty template

0k, ][ Cancel ]

To establish a connection to a remote computer running Windows XP SRe later
' with the Windows Firewall enabled, you must configure the Windows Firew#dl
Q allow incoming connections from TCHPort 6061 (default) and access bythe
program oODrivelLock©o.

Click the Devicetab to have DriveLock detect all devices that are currently connected to your computer and
add them to the device list.

Refer t o Whorkingwith computentemplatesé f or i nf or mati on about how to

and configure permissions.
3.6.1.3 Creaiing a pre-defined template from the database

Use a predefined template from the hardware database to create a new template that is based on buin

information or information based on a previous scan.
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New computer template

...please choose the termplate source,

Add new computer template... EIE

A nesw computer kemplate can be created from either the local spstem, a remote system
of fram a pre-defined template.

Fleaze zelect the template source:

() Local system

O Remaote agent on computer

(%) Pre-defined template from database

() Create emply template

[ 0k, ][ Cancel ]

CheckPre-defined template from databaseand then click OKto open the hardware database.

Select template from database g|
Choose new computer template... q~
...please choose 5 template From the hardware database, Qm
Wendor Product
Bluechip Compaq Armada ESOD
Deskpro EN DT6265
Dell Computer Corp. Deskpro EM PEOD
Fuijitzu Siemens Degkpro EF 6350
Hewlett-Packard Deskpro EF 6450
TOSHIBA Deskpro EP 6500
Deskpro EP BE00
Deskpro EP BER0
Deghkpro EF K450
T

Select the existing template that you want to use, and then click OK
DriveLock reads the template information from thedatabase andadds themto thet e mp | @device st

Refer t o Whorkingwith computentemplatesé f or i nf or mati on about how to

and configure permissions.
3.6.1.4 Creaing an empty template

Check Create empty template and then click OK to create a nhew empty template. You can add device

information to this template later.
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New computer template E|
Add new computer template... -‘.
...please choose the template source, tl

A new computer kemplate can be created from either the local spztem, a remote system
of fram a pre-defined template.

Flease select the template source:
() Local system
O Remate agent on computer

() Pre-defined template from database

O}

aF, ] [ Cancel

Onthe device tab no deviceare listed.

Refer t o Wbrkingwith computentemplatesé f or i nf ot hawdotaddoadditiandl dewices

and configure permissions.

3.6.2 Working with computer templates

Unless you created an empty template, DriveLockas automatically added devices tothe template, either
from the local computer, a remote computer or the built-in hardware database.

Use the device listo edit, add or deletelisted devices

Mewr template Properties E|E|
General | Devices | Pamizsions
Type Description & Hardwsare 1D "~
iz Device 12844 Compatible Printer DOTAHEWLETT-PACKARD...
2 Device 1394 Net Adapter W1 394511 394
<& Device  3Com EtherLink <L 104100 PCI TX MIC [3C...  PCISWEN_10B7&DEY_3055¢. .
@% finfo 0.  Adaptec AHA-2340U/294000//23400 PCI ... PCINWEN_900458DEV_S21735...
& [info o...  Communications Part [COM1] ACPINPHPOR0T
) finfo o Communications Part [COM2] ACPINPHPOR0T
@) [info 0. ECP Printer Port [LPT1] ACPINPMPO401
iz Device  hp phatosmart F1100 series DOT4PRTAHEWLETT-PACK. ..
@Device Intelir) 2801 A8 AC'S7 Audio Controller PCINWEN_B0BEEDEY 2415k
%Device Intel[R] 8280144 USE Univerzal Hogt Contr...  PCINWEM_S08BEDEV_2412%...
@ Device  Microlink 33.6TOY PrP SERENUMMNELSONT
@ Device  Microzoft Kemel Systemn Audio Device Swihafc7aab0-5af311d1-9¢...
E Device  Microzoft WINMM WM Audio Compatibiity... Swcd] 71de3-69e5-11d2-05. .
%Device Omnikey 4G CardMan 2020 USE Smart Car... USBWid_076bEFid_05964Re. ..
%Device USE Mass Storage Device USEYWid_DealtPid_21684Re. .
?Device USE Root Hub USE\ROOT_HUBKVIDEO=EE...
’ Properties... ] [ Enable ] [ Add... ] [ Remave ] [ Irpart w ] [ Expart w ]
[ ok, l ’ Cancel ]
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The tinfoprdyo 0i ndi cates that DrivelLock re

" this type of device

3.6.2.1 Editinga computer template device list

Selecta device andthen click Propertiesto changeits description, device class or typel{us orsingle device).

Device properties Properties

General |
Deseription EII:annrn EtherLink L 104100 Pl T HIC [3C305E-T:] |
Device class |2k, Network adapters 4 |
Comment | |

Options [ 1Da nat restart device on user change

Scope (O Bus
Buz identifier
() Device

Hardware 1D
| FCISVEN_10B7ADEY 905545UBSYS 905510E 7R |E

Compatible [additional] hardware 1D

Add...

Edit...

I Ok H Cancel ]

Configuring the properties of a device that is part of a template is similar to configuring a device whitelist rule.
Seethe sectionCreatingdevicerule® f or mor e i nf or mat i ohyusngwhielistsc onf i gur i
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Click Disable to deactivate the selected device inthe current template. The device remains in the template

but is locked. You can later simply rectivate the device, if required.

Click Add or Remove to add devices toor remove devicesfrom a template. This procedure is identical to
adding a device toor removing a device froma whitelist rule (seethe section dCreatingdeviceruled f or mor e

information).
3.6.2.2 Importing new devices intoa computer template

To import devices into a template, clicmport and then select a sourceto import device datafrom.
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