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O About ThisDriveLock

Documentation

0.1 Content

DriveLockhelps youmake your client environment more secure. It is easy tase, easy to implement and easy

to maintain. In this document you will find information about

e How to scan for currently or previously attached drives and devices by using the Device Scanner
(Chapter2).

e Howto lock drives and devices and alloveontrolled accessby using whitelist rules Chapter3).

e Howto use network profikes for dynamic rule assignment Chapter4).

e How to control the launching of applications on client computers (Chapté)

e Howto monitor data transfers by usingshadowingand file filtering (Chapter6)

e Howto integrate administration with day-to-day businesstasks (Chapter7).

e Howto monitor and audit DriveLock Agents(Chapters7.7 and 8).

Information about how to install DriveLock and how to deploy your configurationsettings is coveredin the
d o ¢ u m®nveLock Planningd Installation & Deploymen® Lt is recommended that you read this planning

document before you read this Administration Guide.

The doc Drivebath Endryption Guideé c otheeDriwLock removable media encryption and how to

use it.

T he do cbhrimetack FullDisk Encryption GuidecoversDriveLockFull Disk Encryptiorand how todeploy

and configureit.

For information about the SecurtyRe por ti ng Center , p |Develoek Sexcwity Rapdrtmg d o c u me

Center Manuab .

More information about DriveLock (such as video tutorials, white papers and other documentation) can be
found on the DriveLock Web sitevyww.drivelock.com).
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0.2 Document Conventions

Throughout this document the following conventions and symbols are used to emphasize important points
that you should read carefully, or menus, items or buttons you need to click or select.

- Caution This symbol means that you should be careful to avoi
. unwanted results, such as potential damage to operating systen
functionality or loss of data
J Hint: Useful additional information that might help you save time.
' Information: Additional information about the current topic
; N
-
italics Italics represent fields, menu commands, and crosseferences.
A fixedwidth typeface represents messages or commands typeq
C:\ >command at a command prompt.
Cancel Bold type represents a button that you need to click.
A plus sign between two keyboard keys means that you mug
ALT +R press those keys at the same time. For example, ALT+R mear
that you must hold down the ALT key while you press R.
A comma between two or more keys means that you must pres
ALT,R, U themconsecutivel y. For exampl e
first press the Alt key, then the R key, and finally the U key.
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1 Introduction

1.1 SecuringYour Networkwith DriveLock

CenterTools DrivelLock is a lightweight software solution that helps you secuyeur desktop computers. It has
a Multilingual User Interface (MUI), allowing you to select the desired language during installation or when

running the program.

DriveLock offers dynamic, configurable access control for mobile drives (floppy disk drives, -RDM drives,

USB memory sticks, etc.). DriveLock also lets you control the use of most other device types, such as

Bluetooth transmitters, Palm, Windows Mobile, BlackBerry, camerasmartphones, media devices and many

more. By configuring whitelist rules bsed on device type and hardware ID you can define exactly who can
access which device at which ti me. Removabl e drives ce
model and even serial number, allowing you to define and enforce very granular aceesontrol policies.

Additional features let you unlock specific authorized media and to define time limits and computers for
whitelist rul es. Aut horized administrators can even t

computer, if required, evenwhen the computer is offline and not connected to a network.

Installation of the client software (the DriveLock Agent) and policy deployment can be achieved easily by
using existing software deployment mechanisms or by using the Group Policy feature oftie Directory.
Alternatively, you can distribute policies using configuration files for standalone computers or in environments

without Active Directory (for example Novell).

DrivelLockd6s auditing capabilities, gwqgauphke smfdrmationtydu i t s f i
need to monitor and enforce policy compliance. By using the DriveLock Device Scanner you can detect any
drive or device that has been used in your network, even if it is not longer connected to the computer. The
DriveLock Agen doesndt need to be installed on the target cor

Encryption is another main feature of DriveLock. DriveLock can helpou secure sensitive information by
enforcing encryption when data is copied to removable drive¥ou canuse the DriveLock Full Disk Encryption
option to encrypt hard disks, including the system partition andto perform pre-boot authentication with single
sign-on to Windows. DriveLock can also erase sensitive datgpermanently and securelyby overwriting data

multiple times using one of several industrstandard algorithms.

The Security Reporting Center ( SRC) is DrivelLockds ce
consolidates all DriveLock events and Device Scanner results in a SQL Server databasdministrators can

then use this data to create dynamic reports for auditing and management purposes.

10 Version 5.5



(Somermeos
DriveLock Manual

1.2 The DriveLockComponents

The following diagram shows the DriveLock components and how they communicate with each other:

™~
N

Security Reporting Center

1.2.1 The Agent

The DriveLock Agent ishe most important component of the DriveLock infrastructure. It implements and

enforces your policy settings and must be installed on every computer where you want to control removable

drives, devices or other settings. The Agent is a lightweight Windowsrvice that runs in the background and

maintains control over hardware ports and interfaces and enforces your security policy. To prevent

unaut horized access or bypassing of the security setti

are specifically authorized by you can access and control the service.

1.2.2 The DriveLock Management Console

You use the DriveLock Management Console to configure the security settings for your clients, manage your
environment and access other DriveLock componentsThis console is a Microsoft Management Console
(MMC) snagn so you can easily integrate it into existing MMC console files that administrators may have

already configured.
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The DriveLock Management Consoléets you create a local configuration for the corputer the console is

running on, to define configurations by creating and changing Active Directory Group Policy settings or to save
your settings to a configuration file that you can import on another computer. You can also monitor the status
of clients or access the DriveLock Agent on clients. Yotan use the Management Console to remotely unlock
an Agent by accessing it remotely, df if the Agent is not connected to a networR by creating an offline
access codethat a user can enter on the client compute. In addition, the Device Scanner and the Security
Reporting Centerif installed, are integrated into the DriveLock Management Console.

Only the Agent on a client computer and the Management Consoles running on an
admi ni strator 6s \wato dordfiguee tarid sescureayaueenviramenti

‘J, DriveLock does not include or require any central component to enfordmasic
policies.

1.2.3 The Security Reporting Center

The DriveLock Security Reporting Center (SRQgts you to consolidate DriveLock events on a&entral server
and create dynamic reportsfrom this data. You canuse the SRCto monitor the use of mobile drives, devices
and data transfers in aggregate or in detail. The SRC includesmulticlient functionality which allows
association of DriveLock everg or Agents with specific areas of responsibility for example, a specific group of
administrators is responsible for just onebusiness unit). This feature is further enhanced by the option to
assigngranular permissions for data queriesand report creation.

You can create eports aboutthe use ofremovable media anddevice connection attempts (both allowed and

blocked). In addition, you can create reports aboutvhich files have been writtento or read from removable

media. The settings in your DrieLock policy determine what types of dataare recorded. The SRGlso lets you

monitor your current DriveLock Agent environment and view the status of clients. For example, you can
identify computers that donot h a v |tly reporeed thefr status toithea st al | e c
SRC. If you use the Full Disk Encryption option, you can view the current status of the drive encryption (for
exampl e, ONot i nstall edlboftoese fundians ane thet ability towiewcstatistggas ng 6 ) . A
graphs makethe SRC a very powerfuinonitoring and reportingtool.

The Security Reporting Centeis not included in the discontinued DriveLock Basic
;(J Edition. Your license determines whether the SRC is available to you.

The SRC consists of three components: the SRC database the DriveLock Web services, which require
Microsoft Internet Information Server (lI$ 6.0, and the DriveLock Consolidator, which receives event
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messages from Agents and stores them in aMlicrosoft SQLServer database. All SRC componats can be

installed on a single serveor distributed across multiple servers.
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2 ScanningYourNetwork with the

Device Scanner

Before configuring rules itis helpful to gather information about which drives and devices are currently
attached to computers on your network and which onesvere preciously attached.To do this, youuse the

DriveLock Device Scanner.

The Device Scanner scans computers in your networbrfrecords of current and historic device and drive
usage and saves this information in a local database. If youse the Security Reporting Center, you can also
savethe scanning results in itscentral database.You can even scan computers wher¢he Drivelock Agentis

not installed.

B3 CenterTools DriveLock - [CenterTools Drivelock] g@@|
%4 File Action  View ‘Window Help J
€2 2

%4 CenterTools DriveLock ~

T Device Scanner M -
® Loco ob - anagement Console ( *™™"
= Local policy

?j Group Policy - DnVeI-“:k

ﬁ.; Configuration files . & )
- £, Operating - | Welcome to CenterTools DriveLock

_/ Drivelock gives you total control over wha can attach what to your computers, Data encryption ensures that
== data remains confidential even when a mobile storage dewice is lost, DriveLock fits into your existing IT
management infrastructure for easy and effective administration.

i The Drivelock Management Console is the central point For creating a device control company policy, testing
(7] fibouk Crivel ock... and fine tuning this palicy, as well as operating all DriveLock Agents deployed throughout the network,

@ About Encryption add-
Product overview

If vou are new ko DriveLock, read this short overview to learn about the threats fram
uncontrolled use of mobile devices and how Drivelock protects against these threats,

on...
@ About FUll Disk
Encryption...

Device Scanner

et started by scanning your network For drives and devices that are currently connected or
. were ever connected ko computers.

Mo Agent software needs to be installed on the computers that will be scanned.

Local policy.

Define and test a device contral policy using the local Agent and & local policy.

once you have finished testing, wou can export this configuration and import it as a Group Palicy
Object or configuration File.

Group Policy
The preferred method to deploy a DriveLock configuration is by using a Group Policy Object (GPO)
in Active Direckory,

Configuration files
If Group Policy cannot be used ko deploy the configuration, vou can use a configuration file
instead.

88 ® 76

Done

Whenthe scan has completed you cameview the results for unauthorized device useor to get an overview of

which devices have been used in your network so far.
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You can also use the data from a Device Scanner scan to creaitelists of
. allowed devices This makesan initial scan of your network an essential step in
preparing to configure DriveLock.

2.1 Using the Device Scanner

To administer DriveLock start the DriveLock Management Console. Start 4 Programs 4 CenterTools
DriveLock 4 DriveLock Configuration)

enterTools DrivelLock - [CenterTools Drivelock]

-'Jd File Action VYiew ‘Window Help - & J
& £
%4 CenterTools DriveLock ~

@ Device Scarner . Mal"la m t c l - CenterTools
B Local policy ge en onsole C__—/

3 oo Drivelesck

%y Configuration files ! - i
2, operating ~ | Welcome to CenterTools Drivel ock

/ Drivelock gives you total contral ower who can attach what to your computers. Data encryption ensures that
== data remains confidential even when a mobile storage device is lost, DriveLock fits into your existing IT
management infrastruckure For easy and effective administration.

) The Drivelock Management Console is the central point For creating a device control company policy, testing
] Aibout Drivelock.., and fing tuning this palicy, as well as operating all DriveLock Agents deployed throughout the network,

@ About Encryption add-
Product overview

If vou are new ko DriveLock, read this short overview to learn about the threats fram
uncantrolled use of mobile devices and how Drivelock protects against these threats,

on...
@ fbout Full Disk
Encryption...

Device Scanner

et started by scanning your nebwork For drives and devices that are currently connected or
were ever connected to computers.

Mo Agent software needs to be installed on the computers that will be scanned.

Local policy.

Define and test a device contral policy using the local Agent and a local policy.

©nce you have finished testing, wou can export this configuration and import it as a Group Policy
Object or configuration File.

Group Policy
The preferred method to deploy a Drivelock configuration is by using a Group Policy Object (GPOY
in Active Direckory,

Configuration files
If Group Policy cannot be used ko deploy the configuration, you can use a configuration file
instead,

8 ® T 6

Done

To start the device scanner, in the left pane, clicBevice Scanner

15 Version 5.5



(Somermeos
DriveLock Manual

.

& £

Drivelock
ner

.

ile  Action  Wiew Window  Help

Device Scanner
B Local policy

Ei’ Group Palicy

%y Configuration files
@ Cperating

The Device Scanner scans computers on the netwark for devices and drives, It collects infarmation
about any device that is currently or was ever connected ko a computer,
Scan resuls are stored in a local database or can be uploaded to a Security Reporting Center server,

2, Start scanning... ﬁ Select scanning database source. ..
@ Display selected scan results... 3 Refresh
Description Infarmation
-Q,Computars <no database selected:>
¥ Devices by computer <no database selected:
=, Drives by computer <no database selected>

Crone

In the DriveLock Management Console, in the console tree, cliddevice Scannerand then in the right pane,
click Start scanning

To scan a computer you must be able to connect to ity using the RPCprotocol and

il | have permissions toreadt h &IKLBA SYSTEMregistry key. Usually domain users
L
and local users have the required permissions.
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Device Scanner

X]

Device Scanner

The DriveLock Device Scanner can
zCcan computers in your network for
attached devices. [t can even detect
devices that were connected previously.

This wizard will guide you through the
process of scanning computers in your
rietwark.

[ Mext> |[ Cancel

Click Next
Select computers to scan r
Select all computers pou want to scan, !

Create a list of computer accounts and groups ta be scanned:

Device Scanner

Coarmputer

[ add » | [ Remove l

Active Directory Computer or Group, ..

Active Directory Organizational Unit. .,

By Mame. .. _" Mewt » ] [ Cancel
IP Mebwark, ..

From Metwork Meighborhood. ..

To create a list of computers ¢ scan, clickAdd.

Selectthe computers to scan from the following options:

e Active Directory Computer or GroupgSelect a single computer or a group containing computers from
Active Directory.

e Active Directory Organizational UnitSelect an organizational nit (OU)containing computers from

Active Directory.
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e By Name Type a single computer name or an IP address. Names and addresses are not validated at

this stage.

o |P Network Define an IP address rangelP addresses are not validated at this stage.

e From Neighborhood Adds all computers fromthe network neighborhoodon your computerto the list.

P

-

Scanning your network neighborhood may take a long time and may result in a lon
list of computers, depending on your network environment.

To add more computers clickAdd again and add additional computers until the list contains all computers

you want to scan.

To remove computers from the list, clickRemove

Device Scanner

Select computers to scan
Select all computers you want to zcan.

Create a list of computer accounts and groups to be scanned:

Computer
=TT MUC P
=T MUCHP2

Add W

I

Remove l

[ < Back ” MHest >

l[ Cancel l

Once you have added the computers you want to scan, clitdext
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Choose scanning options
Chooge and configure the scanning options.

o

Device Scanner

"Fing" computers before trying to read device information

Timeout for "ping"" operation a3 % | seconds

[] Login to computers using a different username and password
|Jzermanme

Pazsword

Get extended computer information (increases scanning time)

[ < Back, ]| Mewt > |[ Cancel ]

Ifacomputerisof f 1l i ne or doesndt e xthis tomputerraed sdas the nexe coilSputarn n e r
after approximately 30 seconds.To speed up this process you can configure DriveLock to sefidst a Ping
packet to each computer. Only computers that respond inthe specified time will be scanned by DriveLock

other computersare skipped.

You can specify user credentials tolog on to the computers to be scanned, typicallyan administrative
account Toretrieve additional information about the computer, such as theoperating system, select thedGet
extended computer informatiord checkbox Retrieving extended information slightly increases the time

needed forscanning.

Click Nextto continue.
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Device Scanner

Choose target database file F
Chooze the file where the results of the scan will be stored. f

All information gathered during the scan will be stored in a database.

() Local database file [Microsoft Access database)
[ atabaze file

() Security Feparting Center [SRC] server
Server conhection

| wet-muc-zre. muc labor.ct i |

[15RC server requires logon
Usger Pazsword

[ < Back ]| Mest > |[ Cancel ]

Type the location where the database file will be stored. The default is the DriveLock installation folder:
CAProgram Filed CenterTool$DriveLock DLDevices.mdb

If you have a Security Reporting Center server installed, you can also send the scan results to the SRC
database by specifying the sever name and port (see the Segty Reporting Center manual for details)If the
SRC server requires differenlogon credentials, specifythem on this page

To start the scan, clickNext

Device Scanner

Scanning your network._ .. F
Dirivelock iz scanning all selected computers. I

Device zcan in progress. ..

(RERANNRANRANRRRNRRNAR )

WLT-MUCKPT [TTT]
WET-MIUCHP2 (

(

(

Cancel
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DriveLock displays the status during the scanJp to four computers are scanned at the same time.You can

cancel the scan at any time.

Scanning computers may take a long time, depending on your network and the

number of computers you selected.

Device Scanner |

Review scanning results f
Scanning has finished, please review the results. [

Device scan results:

Computer Status
@ WET-MUC+P1 The operation completed succes. .
@ WET-MUC-#P2 The operation completed succes...

[ Mest > l[ Cancel l

Whenthe scan is complete, DriveLock displays the status of the scanned computers. Clidext

Device Scanner § |

Device Scanner

The Device Scanner has finished
FCanning the computers you selected.

[ < Back ]| Firizh |[ Cancel

To close the wizard, clickFinish
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2.2 ReviewingScan Results

You can review the scan results in the DriveLock Management Console. To do this, DriveLock needs to access
the Device Scanner database.

"% CenterTools Drivelock - [Console Root\CenterTools Drivelock\Device Scanner]

4 Ele  Action  Wiew Window Help =F J
& 2
(2 Console Rk i
%4 CenterTools Drivelock Device Scanner
o riner

JRple
© Local policy The Device Scanner scans computers on the network for devices and drives, It collects information about any device that is

7 Group Palicy currently or was ever connected ko a computer,
Q_l Configuration files Scan results are stored in a local database or can be uploaded ko a Security Reporting Center server.,
Qperating
=8 o a ‘4, Start scanning... |y Select scanning database source...
4 Display selecked scanvesults.,. Y Refresh
Description Information
é Computers 2 computers in database
h Devices by computer 31 devices in database
=:Drives by computer 15 drives in database

Done

Toselect a database, dick Device Scannerand then in the right pane clickSelect scanning databasesource

DriveLock displays the default database location €Program Filed CenterTool$ DriveLock DLDevices.mdb.
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X

(") Local database file [Microsoft Access database)

Databaze file
| |

(%35 ecurity Reparting Center [SAC] server

Server connection

| wot-ruc-src. muc. labor, ot w |
[15RC server requires logan
zer | |
FPazgwaord | |

[ OF. l[ Cancel ]

Type the name and location of the database and then clicloK

If you have a SecurityReporting Center server installed, you can also load the scan results from the SRC

database by specifying the sever name and port (see the Security Reporting Center manual for detaild).the
SRC server requires different logon credentials, specify theon this page.

"% CenterTools DriveLock - [Console RootiCenterTools DriveLockiDevice Scanner]

(=163
91 Pl nction  Wiew  Window  Help -1 |
@ E4

(Z Console Roat
=4 CenterTools DriveLock

Device Scanner

D nner
' Local policy | The Device Scanner scans computers on the network For devices and drives, It collzcts information about any device that is
%y Group Policy currently or was ever connected to a computer,
e‘l Configuration files Scan results are stored in a local database or can be uploaded to a Security Reporting Center server.
Qperating
= on 9 ‘4, Start scanning... 'y Select scanning datsbase source. ..
4 Dislav selected scanresults,, 2 Refresh
Description Information
ﬁ Computers 2 computers in database
:. Devices by computer 31 devices in database
=\Drives by computer 15 drives in database

Done

Once DriveLock has opened the database, you caelect from the following categories to display the data:
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e Computers

e Devices by computer

e Drives by computer
To open a category, doublelick it or select the category and therclick Display sekcted scan results

The computerlisting contains the computers that were scanned and the number of the drives and devices

detected on each computer during the scan.

Properties

General |

Computer Description Devices Dirives

YET-MUC-+P1
S CT-MUCHP2 YET-MUC-P2 24 24

[ Delete ] [ Detailz...

[ k. H Cancel ] Apply

Click Details to view additional information about the computer.

Computer details [g|
MHame WET-MLUCP1
Dezcription
WYeandor Mirtual b achine
Product Microsaft Corporation

Product detaily  ATAAT COMPATIELE
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Use the other two categories toview detailed information about the drives or devices thatwere detected on

each computer.

Properties
General |
Computer Wendor Product First uzed Last used
= GEMERIC_FLOPPY_DR... 10.02.200%.. 07.05.2007 ..
g DL4001 e Arer Flash Disk 24.04.2007 ... 04.05.2007 ..
g DL-CLIEMT10 e |C2BNOB0ATMRA04-0 16.04.2007 ... 07.05.2007 ...
& CTLB0-LDC @MS C/DYWD-ROKM .o 10022005 .. 12.04.2007 ..
& CTLB0-LDC2 (:)Dptiarc CvD+Rw AD-E5404 . 07.05.2007 .. 07.05.2007 ..
-Q,VET-LBD-SF!U @SAMSUNG CD-ROM SCR-2438 .. 1B.04.2007 .. 07.06.2007 ..
& YCTLROAWSIS (=) TOSHIBA CVD-ROM SD-R2002 ... 16.04.2007 .. 07.05.2007 ..
“eirtual HD 10022005 ... 02052007 ..
S Mware Virtual IDE Hard Drive ... 07.08.2007 ... 07.06.2007 ..
Rewvizion
[1]8 l [ Cancel ]

Properties
General |
Carmputer Device name First used Lazt uzed L
& Al ¥ ACPI Fived Feature Button 07.05.2007 ... 07.05.2007 ..
& plL4001 @) Communications Part [COM1) 07.05.2007 ... (07.08.2007 ..
BRGNENEE || 2o Cestive AudioPTI (E51371 ES1373) (WDM) 07.05.2007 ... 07.05.2007 ..
gVCT -LBO-LDCT ¥ Direct memary access contraller 07.05.2007 ... 07.05.2007 ..
QVCT -LBO-LDC2 ¥ E154 programmable intermpt cantraller 07.05.2007 ... 07.09.2007 ..
& yCT-LBO-SRCT 3o Game Port for Creative 07.05.2007 ... (07.08.2007 ..
& yCT-LBO-WSUS ¥ Generic Bus 07.05.2007 ... (07.05.2007 .. B
“& Generc USE Hub 07.05.2007 ... 07.05.2007 ..
¥ Intel 223714B/EB POl to 154 bridge (154 mode) 07.05.2007 ... 07.05.2007 ..
h Intel 5244385 Pentium(R] Il Processor to AGF Controller  07.05.2007 .. 07.05.2007 ...
P Intel 824436 Pentium(R] | Proceszor to PCI Bridge 07.05.2007 ... OF.05.2007 ..
¥ IntellR] B23714B/EB PCI Bus Master IDE Controller 07.05.2007 ... 07.05.2007 ..
%’ IntellR] 82371AB/ER PCI to USE Universal Host Controller 07.05.2007 ... 07.05.2007 ..
h IntellR) Pentium(R] M processor 1.73GHz 07.05.2007 ... 07.05.2007 ..
¥ 1S4PNP Fead Data Port 07.05.2007 ... (07.05.2007 ..
T anca e anem om o anes st
Hardware |D
[ aK l [ Cancel

Click <all> to display all devices or drivesliscoveredduring the scan.

Click the name of a computer to display the devices or dresthat were ever connected tahat computer.
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The right pane displays the devices and vendor or product namegepending on the category you are viewing.
DriveLock also displays the date and time when the drive or device was used for the first time andhen it

was most recently accessedDriveLock determines the values foFirst usedand Last usedfrom the creation

and modification dates of the registry keys for the devices.

To display detailed informationabout a device or drive, doubleclick the item or select it and then click

Details.
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