
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

DriveLock 5.5 
Administration Guide 

 

 
CenterTools Software GmbH 

© 2008 

 



  DriveLock Manual 

  

 

 2 Version 5.5 

 

  

Copyright 

Information in this document, including URL and other Internet Web site references, is subject to change without notice.  
Unless otherwise noted, the example companies, organizations, products, domain names, e-mail addresses, logos, 

people, places, and events depicted herein are fictitious, and no association with any real company, organization, product, 
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0 About This DriveLock 

Documentation 

0.1 Content 

DriveLock helps you make your client environment more secure. It is easy to use, easy to implement and easy 

to maintain. In this document you will find information about: 

 How to scan for currently or previously attached drives and devices by using the Device Scanner 

(Chapter 2). 

 How to lock drives and devices and allow controlled access by using whitelist rules (Chapter 3). 

 How to use network profiles for dynamic rule assignment (Chapter 4). 

 How to control the launching of applications on client computers (Chapter 5) 

 How to monitor data transfers by using shadowing and file filtering (Chapter 6) 

 How to integrate administration with day-to-day business tasks (Chapter 7). 

 How to monitor and audit DriveLock Agents (Chapters 7.7 and 8). 

Information about how to install DriveLock and how to deploy your configuration settings is covered in the 

document òDriveLock Planning ð Installation ð Deploymentó. It is recommended that you read this planning 

document before you read this Administration Guide. 

The document òDriveLock Encryption Guideó covers the DriveLock removable media encryption and how to 

use it. 

The document òDriveLock Full Disk Encryption Guideó covers DriveLock Full Disk Encryption and how to deploy 

and configure it. 

For information about the Security Reporting Center, please see the document òDriveLock Security Reporting 

Center Manualó. 

More information about DriveLock (such as video tutorials, white papers and other documentation) can be 

found on the DriveLock Web site (www.drivelock.com). 

  

http://www.drivelock.com/
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0.2 Document Conventions 

Throughout this document the following conventions and symbols are used to emphasize important points 

that you should read carefully, or menus, items or buttons you need to click or select. 

 

 

Caution: This symbol means that you should be careful to avoid 

unwanted results, such as potential damage to operating system 

functionality or loss of data 

 

Hint: Useful additional information that might help you save time. 

 

Information: Additional information about the current topic 

italics Italics represent fields, menu commands, and cross-references. 

C: \ >command 

A fixed-width typeface represents messages or commands typed 

at a command prompt. 

Cancel Bold type represents a button that you need to click. 

ALT + R 

A plus sign between two keyboard keys means that you must 

press those keys at the same time. For example, ALT+R means 

that you must hold down the ALT key while you press R. 

ALT, R, U 

A comma between two or more keys means that you must press 

them consecutively. For example ôALT, R, Uõ means that you must 

first press the Alt key, then the R key, and finally the U key. 
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1 Introduction 

1.1 Securing Your Network with DriveLock 

CenterTools DriveLock is a lightweight software solution that helps you secure your desktop computers. It has 

a Multilingual User Interface (MUI), allowing you to select the desired language during installation or when 

running the program. 

DriveLock offers dynamic, configurable access control for mobile drives (floppy disk drives, CD-ROM drives, 

USB memory sticks, etc.). DriveLock also lets you control the use of most other device types, such as 

Bluetooth transmitters, Palm, Windows Mobile, BlackBerry, cameras, smartphones, media devices and many 

more. By configuring whitelist rules based on device type and hardware ID you can define exactly who can 

access which device at which time. Removable drives can be controlled based on the driveõs manufacturer, 

model and even serial number, allowing you to define and enforce very granular access control policies. 

Additional features let you unlock specific authorized media and to define time limits and computers for 

whitelist rules. Authorized administrators can even temporarily suspend DriveLockõs device control on a 

computer, if required, even when the computer is offline and not connected to a network. 

Installation of the client software (the DriveLock Agent) and policy deployment can be achieved easily by 

using existing software deployment mechanisms or by using the Group Policy feature of Active Directory. 

Alternatively, you can distribute policies using configuration files for standalone computers or in environments 

without Active Directory (for example Novell). 

DriveLockõs auditing capabilities, coupled with its file shadowing functionality give you the information you 

need to monitor and enforce policy compliance. By using the DriveLock Device Scanner you can detect any 

drive or device that has been used in your network, even if it is not longer connected to the computer. The 

DriveLock Agent doesnõt need to be installed on the target computers to use the Device Scanner. 

Encryption is another main feature of DriveLock. DriveLock can help you secure sensitive information by 

enforcing encryption when data is copied to removable drives. You can use the DriveLock Full Disk Encryption 

option to encrypt hard disks, including the system partition and to perform pre-boot authentication with single 

sign-on to Windows. DriveLock can also erase sensitive data permanently and securely by overwriting data 

multiple times using one of several industry-standard algorithms. 

The Security Reporting Center (SRC) is DriveLockõs central database and reporting component. The SRC 

consolidates all DriveLock events and Device Scanner results in a SQL Server database. Administrators can 

then use this data to create dynamic reports for auditing and management purposes. 
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1.2 The DriveLock Components 

The following diagram shows the DriveLock components and how they communicate with each other: 

 

1.2.1 The Agent 

The DriveLock Agent is the most important component of the DriveLock infrastructure. It implements and 

enforces your policy settings and must be installed on every computer where you want to control removable 

drives, devices or other settings. The Agent is a lightweight Windows service that runs in the background and 

maintains control over hardware ports and interfaces and enforces your security policy. To prevent 

unauthorized access or bypassing of the security settings, regular users canõt stop the service; only users who 

are specifically authorized by you can access and control the service. 

1.2.2 The DriveLock Management Console 

You use the DriveLock Management Console to configure the security settings for your clients, manage your 

environment and access other DriveLock components. This console is a Microsoft Management Console 

(MMC) snap-in so you can easily integrate it into existing MMC console files that administrators may have 

already configured. 
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The DriveLock Management Console lets you create a local configuration for the computer the console is 

running on, to define configurations by creating and changing Active Directory Group Policy settings or to save 

your settings to a configuration file that you can import on another computer. You can also monitor the status 

of clients or access the DriveLock Agent on clients. You can use the Management Console to remotely unlock 

an Agent by accessing it remotely, orñ if the Agent is not connected to a networkñ by creating an offline 

access code that a user can enter on the client computer. In addition, the Device Scanner and the Security 

Reporting Center, if installed, are integrated into the DriveLock Management Console. 

 

Only the Agent on a client computer and the Management Consoles running on an 

administratorõs workstation are required to configure and secure your environment. 

DriveLock does not include or require any central component to enforce basic 

policies. 

1.2.3 The Security Reporting Center 

The DriveLock Security Reporting Center (SRC) lets you to consolidate DriveLock events on a central server 

and create dynamic reports from this data. You can use the SRC to monitor the use of mobile drives, devices 

and data transfers in aggregate or in detail. The SRC includes multi -client functionality which allows 

association of DriveLock events or Agents with specific areas of responsibility (for example, a specific group of 

administrators is responsible for just one business unit). This feature is further enhanced by the option to 

assign granular permissions for data queries and report creation. 

You can create reports about the use of removable media and device connection attempts (both allowed and 

blocked). In addition, you can create reports about which files have been written to or read from removable 

media. The settings in your DriveLock policy determine what types of data are recorded. The SRC also lets you 

monitor your current DriveLock Agent environment and view the status of clients. For example, you can 

identify computers that donõt have the Agent installed or that have not recently reported their status to the 

SRC. If you use the Full Disk Encryption option, you can view the current status of the drive encryption (for 

example, òNot installedó or òCurrently encryptingó). All of these functions and the ability to view statistics as 

graphs make the SRC a very powerful monitoring and reporting tool. 

 

The Security Reporting Center is not included in the discontinued DriveLock Basic 

Edition. Your license determines whether the SRC is available to you. 

The SRC consists of three components: the SRC database, the DriveLock Web services, which require 

Microsoft Internet Information Server (IIS) 6.0, and the DriveLock Consolidator, which receives event 
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messages from Agents and stores them in a Microsoft SQL Server database. All SRC components can be 

installed on a single server or distributed across multiple servers.  
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2 Scanning Your Network with the 

Device Scanner 

Before configuring rules it is helpful to gather information about which drives and devices are currently 

attached to computers on your network and which ones were preciously attached. To do this, you use the 

DriveLock Device Scanner. 

The Device Scanner scans computers in your network for records of current and historic device and drive 

usage and saves this information in a local database. If you use the Security Reporting Center, you can also 

save the scanning results in its central database. You can even scan computers where the DriveLock Agent is 

not installed. 

 

When the scan has completed you can review the results for unauthorized device use or to get an overview of 

which devices have been used in your network so far. 



  DriveLock Manual 

  

 

 15 Version 5.5 

 

You can also use the data from a Device Scanner scan to create whitelists of 

allowed devices. This makes an initial scan of your network an essential step in 

preparing to configure DriveLock. 

2.1 Using the Device Scanner 

To administer DriveLock, start the DriveLock Management Console. (Start Ą Programs Ą CenterTools 

DriveLock Ą DriveLock Configuration). 

 

To start the device scanner, in the left pane, click Device Scanner. 
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In the DriveLock Management Console, in the console tree, click Device Scanner, and then in the right pane, 

click Start scanning. 

 

To scan a computer you must be able to connect to it by using the RPC protocol and 

have permissions to read the òHKLM\ SYSTEMó registry key. Usually domain users 

and local users have the required permissions. 
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Click Next. 

 

To create a list of computers to scan, click Add. 

Select the computers to scan from the following options: 

 Active Directory Computer or Group: Select a single computer or a group containing computers from 

Active Directory. 

 Active Directory Organizational Unit: Select an organizational unit (OU) containing computers from 

Active Directory. 
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 By Name: Type a single computer name or an IP address. Names and addresses are not validated at 

this stage. 

 IP Network: Define an IP address range. IP addresses are not validated at this stage. 

 From Neighborhood: Adds all computers from the network neighborhood on your computer to the list. 

 

Scanning your network neighborhood may take a long time and may result in a long 

list of computers, depending on your network environment. 

To add more computers click Add again and add additional computers until the list contains all computers 

you want to scan. 

To remove computers from the list, click Remove. 

 

Once you have added the computers you want to scan, click Next. 
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If a computer is offline or doesnõt exist, the Device Scanner skips this computer and scans the next computer 

after approximately 30 seconds. To speed up this process you can configure DriveLock to send first a Ping 

packet to each computer. Only computers that respond in the specified time will be scanned by DriveLock; 

other computers are skipped. 

You can specify user credentials to log on to the computers to be scanned, typically an administrative 

account. To retrieve additional information about the computer, such as the operating system, select the òGet 

extended computer informationó checkbox. Retrieving extended information slightly increases the time 

needed for scanning. 

Click Next to continue. 
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Type the location where the database file will be stored. The default is in the DriveLock installation folder: 

C:\ Program Files\ CenterTools\ DriveLock\ DLDevices.mdb. 

If you have a Security Reporting Center server installed, you can also send the scan results to the SRC 

database by specifying the sever name and port (see the Security Reporting Center manual for details). If the 

SRC server requires different logon credentials, specify them on this page. 

To start the scan, click Next. 
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DriveLock displays the status during the scan. Up to four computers are scanned at the same time. You can 

cancel the scan at any time. 

 

Scanning computers may take a long time, depending on your network and the 

number of computers you selected. 

 

When the scan is complete, DriveLock displays the status of the scanned computers. Click Next. 

 

To close the wizard, click Finish. 



  DriveLock Manual 

  

 

 22 Version 5.5 

2.2 Reviewing Scan Results 

You can review the scan results in the DriveLock Management Console. To do this, DriveLock needs to access 

the Device Scanner database. 

 

To select a database, click Device Scanner, and then in the right pane click Select scanning database source. 

DriveLock displays the default database location C:\ Program Files\ CenterTools\ DriveLock\ DLDevices.mdb. 
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Type the name and location of the database and then click OK. 

If you have a Security Reporting Center server installed, you can also load the scan results from the SRC 

database by specifying the server name and port (see the Security Reporting Center manual for details). If the 

SRC server requires different logon credentials, specify them on this page. 

 

Once DriveLock has opened the database, you can select from the following categories to display the data: 
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 Computers 

 Devices by computer 

 Drives by computer 

To open a category, double-click it or select the category and then click Display selected scan results. 

The computer listing contains the computers that were scanned and the number of the drives and devices 

detected on each computer during the scan. 

 

Click Details to view additional information about the computer. 
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Use the other two categories to view detailed information about the drives or devices that were detected on 

each computer. 

 

 

Click <all> to display all devices or drives discovered during the scan. 

Click the name of a computer to display the devices or drives that were ever connected to that computer. 
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The right pane displays the devices and vendor or product names, depending on the category you are viewing. 

DriveLock also displays the date and time when the drive or device was used for the first time and when it 

was most recently accessed. DriveLock determines the values for First used and Last used from the creation 

and modification dates of the registry keys for the devices. 

To display detailed information about a device or drive, double-click the item or select it and then click 

Details. 

    

  


